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Abstract: This document proposes additional security related requirements based on comments made during the previous face-to-face. This is because currently TS 22.261 only covers a requirement about interception, i.e.: 
· The 5G system shall support a secure mechanism to protect relayed data from being intercepted by a relay UE.

For sensitive data, such as healthcare data, an additional level of trust may be needed to make sure that untrusted relay UEs cannot decrypt or tamper with the data.

---------- BEGIN OF CHANGE #1 ----------

5.5.5
Existing features partly or fully covering the use case functionality

The 3GPP ProSe functions and requirements partly cover the required functionality:

· Relay of data bi-directionally or uni-directionally over a single hop via a ProSe Relay UE

· Discovery of nearby relay UEs
· Secure mechanism to protect relayed data from being intercepted by a relay UE
· General integrity protection requirements for 3GPP communication.
5.5.6
Potential New Requirements needed to support the use case

The 5G system shall provide a suitable API by which an authorized 3rd party shall be able to authorize, enable and allow a set of devices under ownership and control of the 3rd party to act as a UE-to-Network relay or remote UE, including operating as a group.

The 5G system shall be able to restrict the selection of UE-to-Network relays for an indirect network connection to devices that are members of the same group that the remote UE is a member of.
The 5G system shall be able to restrict the selection of UE-to-Network relays for an indirect network connection to devices that are members of the same (private) slice that the remote UE operates in.
------------------------- END OF CHANGE #1 ----------------------------

