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Abstract: This PCR provides service requirements related to access control on using multiple hops relay in industrial environments.
Discussion: The 3GPP system shall be able to support an access control mechanism for the multi-hops relay to relay traffics that have been travelled through a long way via many multi-hops relay UE from a far distant remote UE which is hard to achieve latency requirement. 

	*** 1st Change ***


5.1
Use case for enhancing coverage in industrial environments
5.1.1
Description
Precursor chemicals are converted into other chemicals to be used in highly specialized industries such as pharmaceutics, plastics, cosmetics etc. in large factories.  Many of the chemicals are dangerous in that they are flammable, toxic to humans or both and are often corrosive.

To avoid hazard to workers as much as possible, the company uses remote controlled and semi-autonomous robots for much of the movement, storage and inspection of drums (containers of chemicals) between various warehouses and the production floor itself.  These robots have articulated arms and a trained operator wearing special Augmented Reality goggles can use them to manipulate objects and tools remotely using e.g. 3-D vision. The (human) operators of the robots may sit in a control room or in sealed vehicles which may be used to bring them closer to the work site.

In addition to the above, all containers of chemicals as well as hazmat suites are equipped with communications devices which can transmit critical information such as temperature, humidity and the possible presence of certain chemicals in the air.

Much of the work is done inside metal enclosures which can seal off potential chemical leaks. The enclosure walls as well as the drums, also metallic, acts as EM shields which make signal propagation difficult and unpredictable. 

Rather than deploying multiple gNBs the factory owner may  choose to use UEs capable of multi-hop relay operation to relay messages between remote UEs and gNBs. While not all UEs may be used as relays, the large number of UEs of different types (mounted on vehicles, handheld, on drums) ensures sufficient coverage for all.

5.1.2
Pre-conditions
The factory uses a potentially large number of sensors, control panels (incl. e.g. AR goggles) and actuators, all of them equipped with UEs. We do not assume that all UEs have the same capabilities. Rather, different UEs are capable of e.g. different data rates, latencies etc. We do assume however that enough of the UEs (though not all) are capable of acting as relays for other UEs and those can act in a multi-hop relay environment. All UEs are capable of being relayed (i.e. being the remote UE).

We assume that at least one of the multi-hop relaying UEs is under coverage of at least one gNB though for better communication availability it is better if multiple gNB are in range of multiple UEs. Where are these gNB deployed (i.e. inside the factory or not) and how do they communicate with the external world are not the subject of this use case.

A factory App has been enabled by the network operator to indicate to the 5G network a permission to relay and or be relayed. The factory App interfaces to the 5G network and receives current accessibility status of all its UEs..

5.1.3
Service Flows
The owner of UEs which are capable to be used as relays has indicated to the network operator whether they may be used as such and the UEs whose traffic may be relayed. The network operator has authorized relay operation of UEs.

As each of the UEs is deployed it seeks to attach to an available network. A UE which has not successfully attached to a network tries to attach via an appropriate relaying UE. A UE which has successfully, either directly or via another UE, attached to a network makes itself available to relay to and from other UEs and the gNB and becomes a relaying UE. 

An appropriate relaying UE has the capability of supporting the expected traffic characteristics required by the remote UE and has the permission and authorization to do so. 

5.1.4
Post-conditions
Chains of relays are used to relay appropriate traffic to and from end UEs and ultimately a gNB. Different relays may be used depending on UE mobility and traffic requirements but service continuity is maintained as long as a relay path exists.

A remote UE is reachable and accessible if there exist a route from any gNB to the UE populated with appropriately authorized and QoS capable relay UEs.  

The factory safety monitoring department receives updates regarding accessibility of UEs and can take corrective action when UEs become inaccessible.

5.1.5
Existing features partly or fully covering the use case functionality
5.1.6
Potential New Requirements needed to support the use case

General

The 5G system shall support the relaying of traffic between remote UEs and a gNB using multi-hop relay UEs.

The 5G system shall support an arbitrary number of hops when using multi-hop relay UEs.

The 5G system shall enable the network operator to limit the number of hops supported when using multi-hop relay UEs. 

Relay selection 

The 3GPP system shall support selection of a multi-hop relay UE based on a combination of different criteria e.g., 

· the subscriptions of Evolved ProSe UE-to-Network Relay and Evolved ProSe Remote UE, 

· the capabilities of the Evolved ProSe UE-to-Network Relay, 

· the QoS, e.g. the minimum hops of a Evolved ProSe Relay to reach the network, and the maximum allowable number of hops for the relaying traffics of a Evolved ProSe Remote and Evolved ProSe UE-to-Network Relay, that is achievable by selecting the Evolved ProSe UE-to-Network Relay, 

· the power consumption required by Evolved ProSe UE-to-Network Relay UE and Evolved ProSe Remote UE, 

· the pre-paired Evolved ProSse UE-to-Network Relay,
· 
· 
· the 3GPP or non-3GPP access the Evolved ProSe UE-to-Network Relay uses to connect to the network, or

· the 3GPP PLMN the Evolved ProSe UE-to-Network Relay connects to.
Note:
Other criteria can play a role in selection of an Evolved ProSe UE-to-Network Relay.

The 5G system shall support the relaying of UE traffic through multi-hop relay UEs  in a manner that minimizes the impact of the reaying on system performance. 

Editor’s Note:
System performance includes relays usage of resources, battery consumption, etc. and is FFS. 
The 5G system shall support a mechanism to support access control at Evolved ProSe UE-to-Network Relay based on network operator’s authorization for maximum allowable number of hops for relaying traffic for other UEs.
Permission and authorization

The 5G system shall enable the network operator to authorize UEs to be a Remote UE by using multi-hop relay UEs, e.g. for relaying traffic within a configured maximum allowable number of hops. The authorization may allow relay by only UEs belonging to the same network operator or may also allow relay by UEs belonging to other network operators

The 5G system shall enable the network operator to authorize UEs to relay traffic as multi-hop relay UEs to / from other UEs with the following  authorization: 
· whether or not allow relaying only for UEs belonging to the same network operator or allow relaying for UEs belonging to other network operators,
· maximum allowable number of hops for relaying traffics for other UEs.
The 5G system shall support a mechanism to verify that UE consent to be used as a multi-hop relay UE has been obtained prior to its being used as a multi-hop relay UE. This consent may be obtained a priori. 

Provisioning of remote UEs 

The 5G system shall support the provisioning UE configuration of remote UEs via an indirect network connection using multi-hop relay UEs. 
Service

The 5G system shall maintain service continuity when the remote UE moves from a direct network connection to an indirect network connection using multi-hop relay UEs and vice-versa 
The 5G system shall maintain service continuity for a remote UE when the communication path to the network changes (e.g. change of one or more of the multi-hop relay UEs, change of the gNB).

Exposure

The 5G system shall provide a suitable API by which an authorized 3’rd party shall be able to receive from the network information regarding the accessibility of UEs.  

Editor’s note: clarification is needed 
	*** End of Change ***


