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Abstract: Application requirements and their classification provides a means to contextualize the provisioning of a communication service as well as provide the requisite artefacts for interface definition. This document provides general consideration for requirements and design of comminication service interface for 5G systems and vertical applications. 
Discussion
Industrial applications or functions that require 5G services such as connectivity and monitoring of KPIs require a clearly defined message exchange between the 5G network and the industrial system. This requires a service interface that defines an agreed upon request-response messaging format for initiating service sessions.This contribution includes:.This contribution includes:. 
-
Description of a format for the definition of a communication service interface for communication service session initiation between industrial applications and 5G network.

-
Requirements and KPIs derived from use case description (5.b.6)
The text changes are proposed to be included in TR 22.832 “Study on enhancements for cyber-physical control applications in vertical domains” (FS_eCAV).

Proposed Changes
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

ACSI
Application Communication Service Interface

AR
Application Relation

CR
Communication Relation

Dsp 
Descriptive Parameters

QoSp
QoS Parameters

Scp
Security Parameters

Sfp
Safety Parameters
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5.b
Consideration on Communication Service interface
5.b.1
Description

In enabling industrial application to use 5G services, it is necessary that well-specified interfaces are defined for the exchange of service initiation messages. Generally, the kind of service initiation information exchanged between the 5G network and industrial application depends on the kind of service being requested. It is the goal of this contribution to illustrates the building blocks for design of such interfaces for communication services provisioned over a 5G network.  

The requirements of industrial application on communication in can be classified under real-time, non-real-time, safety requirements, and integrity requirements. Real-time and non-real time requirements may be deterministic or non-deterministic.

Descriptive parameters (Dsp) describe the inherent attributes of the application. Examples are application relation (AR) and communication relation (CR), transfer interval, message size, and send time.

Quality of Service parameters (Qosp) describes the requirements of the communication service relative to measurable parameters. Examples are end-to-end latency, communication service availability, communication service reliability, update time, and survival time.

Security parameters (Scp) describe the security requirements such as validation, authentication, and authorization.

Safety parameters (Sfp) describe parameters of the application that are required to meet safety concerns.

These requirements are classified in accordance with 3GPP TS 22.104 V16.0.0 (2018-12) clause 4 to 5.

In order to achieve clear understanding and separation, the Application Communication Interface shall consist of 

ACSI_{( input Block), (Output Block)}

The interface shall describe an objective, service identification, service reference points, and a description of service parameters.

The Input block shall define the service request from the application or user perspective (UE).  That is all requisite parameters a 5G network requires from the application in order to provide the service. The Output block describes the service request response and additional information pertaining to the communication service from the provider perspective (3GPP network). 

5.b.2
Pre-conditions

· An industrial UE on a 5G network shall be identifiable to the 5G network and vice-versa.

· Session communication session can be initiated by UEs.

· UE shall be authenticated and authorised to initiate a communication service. 

· UE shall be under the coverage of the 5G network

5.b.3
Service Flows

a. Requesting a communication service for transfer of control data between a control application on a Mobile operation panel and Mobile Robot. 

1. a control function needs a connection to a mobile robot to provide it new control information for the production line. It initiates a service session by invoking a communication service interface by providing the following service parameters ACSI_Input {add, ApplicationId, authentication code, Mobile_robotId, {2ms, 120 byte per}}. 
2. The 5G network upon receiving the communication service request, firstly validates the UE’s authentication and authorization, checks the objective of the request from the input block and run it internal routine to setup a communication service. If setup is successful, see 3 otherwise see 5. 
3. 5G network provides a positive response with requisite information specified in the output block. That is, the communication service Id, status. 

4. The control application upon reception of the response message then begins to send control data on reserved resources over the 5G network.

5. 5G network provides a negative response with requisite information specified in the output block. That is, status and reason for unsuccessful setup. 

a. Requesting KPIs on a communication service between control application on a Mobile operation panel and Mobile Robot. 

1. Mobile Operation panel wants to monitor the performance of the communication service in order to make modification to negotiated service guarantee. It initiate a service session by invoking a communication service interface by providing the following service parameters ACSI_Input {monitor, csId, authentication code, latency, packet loss rate } and  requires of the 5G network to provide information pertaining the request by specifying what the  information it requires w.r.t the specified communication service. 
2. A 5G network upon receiving the communication service request, firstly validates the UE’s authentication and authorization, checks the objective of the request from the input block and run it internal routine to collate KPIs pertaining to the specified communication service if it exists (see 3) otherwise see 5. 
3. The 5G networks returns a positive response by providing requested information in as specified in an output block. 

4. The 5G networks returns a negative response by providing status, which includes reason for unsuccessful service. 

5.b.4
Post-conditions

a. Requesting a communication service for transfer of control data between a control application on a Mobile operation panel and Mobile Robot

1. Control application on the Mobile operation panel should be able to exchange control stream with the Mobile robot after a positive response from the 5G network. Otherwise, data exchange between the control application and the Mobile robot should not be possible.  

b. Requesting KPIs on a communication service between control application on a Mobile operation panel and Mobile Robot. 

1. Mobile control panel shall receive KPIs on the communication service interface. 

2. The communication service shall continue in normal operation mode.  

5.b.5
Existing features partly or fully covering the use case functionality

5.b.6
Potential New Requirements needed to support the use case

· The 5G system shall support the a well specified interface format for exchange of service initiation parameters

· The 5G network shall specific an input block which specifies all requisite parameters needed from an industrial application to provide the requested service. 

· The 5G network shall specify a communication service interface output block which specifies the request response required by an industrial application w.r.t the requested communication service objective. 

· A communication service interface shall define a set of mandatory and optional parameters for the respective functional blocks. 
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Annex X (informative): 
Considerations on communication service interface 

X.1 
Overview

This section classifies requirements of industrial applications   necessary for 5G communication service and provides further classification of the requirements for different types of communications services.  

It also provides consideration for definition of communication service interface.

X.2 
Classification of Application Requirements 

 Industrial networks support a wide range of automation functions (Applications) with varied requirements on communication. These requirements are mostly use-case centric.  Regardless, there exist general requirements on communication which may differ in absolute threshold values of measuring parameters but not necessarily the parameters themselves.

The requirements on communication can be classified under four themes:

Real-time Requirements 

Non-Real-time Requirements 

Safety Requirements 

Integrity Requirement 

Real-time and Non-real-time requirements are communication requirements based on timeliness of delivery of messages or data between interacting applications.

Safety requirements are centred on normal operation of the industrial application such that failure in communication does not results in endangerment of neither the user nor result in financial loss (catastrophic situations). These requirements are mostly focused around communication service network dependability requirements. This requirement defines the ability of the communication service to perform as and when required. The dependability requirements subsume communication service availability, reliability and maintainability requirements described in [7].

Integrity Requirements focuses on the ability of the communication service or network to ensure that information sent via the network stay uncorrupted. This also falls partly under network security and dependability requirements.

Under the theme Real-time and Non-Real Time, the communication is classified into deterministic and non-deterministic communication class.

Deterministic class represents requirements on traffics with strict measure on predictable service outcomes on transmission of messages whether periodic or a-periodic. If a requirement is deterministic and at the same time periodic, the requirement are be termed deterministic periodic requirement. Likewise, a-periodic requirements are termed deterministic a-periodic requirement.  A real-time deterministic requirement therefore subsumes all requirements periodic and non-periodic that specifies stringent and predictable bounds QoS measure on timeliness of transmission. 

On the other hand, Non-Real-time requirements subsume all other types of requirements that do not specify predictable bounds on QoS measure on timeliness. In this classification, timeliness is not a parameter under consideration. As well, the periodicity of is irrelevant since requirements on QoS measure are not stringent. Therefore, classification of requirements’ membership to this class is based on the absence of one or more communication service QoS performance measure.

The timeliness parameter should consider end-to-end latency (lateness or earliness). 

X.2.1 Characteristic parameters for identification of requirement classes

Deterministic requirement class maintains a constant bound on descriptive parameters and QoS measures throughout its operation.  Non-deterministic requirement class imposes no bounds pertaining to any descriptive characteristic and QoS parameter throughout the service operation.

X.2.2 Descriptive parameters (Dsp).

Application Relation (AR) and Communication Relation (CR): Most industrial communications happen between two or more applications [6]. AR parameter identifies the expected communication or traffic pattern between interacting applications. CR parameter describes the different type of communication occurring in an AR instance. CR specifies the unique QoS requirements of between a pair of interacting applications and can be interpreted during service provisioning for optimized resource allocations (configuration). The AR/CR is described by three main labels: 1. Unicast  2. Multicast_One-2-M 3. Multicast_M-2-1.  Where unicast models one-to-one relation, Multicast_one-2-M models a one-to-many relation and Multicast_M-2-one models a many to one relation. In a nontrivial, an application may specify additional identifiers for other application it may wish to send messages to. This can as well add an extra layer of security for authorization and authentication.

Transfer interval:  measures the time duration for which an application can repeat a routine task. 

 Message size: measure the amount of data (in bits/bytes) that can be transmitted at an instance of time by an application. The message size for periodic applications shall constitute the sum of all messages that are sent within a cycle.

Send time: Measures the time instance for which an application can begin transmission of its data. This is required for only scheduled applications. 

X.2.3 Quality of Service Parameters (QoSp)

These are parameters that measure the requirement of the application relative to communication service performance measurements. 

Latency: measure the time required for a message to be transferred from the ingress to the egress of a network (referenced endpoints). This is measured relative to the application send-time in the context of deterministic periodic and a-periodic. 

Availability: measures the ability of a service to be in a state to perform as and when required given that all necessary conditions (internal or external) are provided. This forms part of the dependability requirements [7]. 

Reliability: Ability of the service a service to perform as required without failures for a given time interval. This falls under dependability safety requirement [7]

Jitter: measures the variation in latency (delay) over time. This is measured in the context of a stream or flow.

Update-time: the time interval between a message and a follow-up message from an application measured between two reference interfaces or point.

Survival Time: the absolute time interval between start of a communication service run time and start of down time [7].

Grace-time: measures the number of repetitions for which data sent between communicating applications (transmitting and receiving) can be lost without affecting normal operation. Any value above this threshold, the message is considered unusable thus resulting in failure.

X.3 
Requirement classification

X.3.1 Deterministic Periodic

Deterministic periodic requirements are univocally described by pre-set 4-tuples < transfer-interval, message-size per transfer-interval, send-time, QoS> where the presence of bounds descriptive parameter transfer-interval, message per transfer-interval, QoS identifies this group.

X.3.2 Deterministic A-periodic

Deterministic a-periodic requirements are univocally identified by the absence or presence of the 3-tuples <transfer interval, message-size, send-time, QoS> where the absence of descriptive parameter transfer-interval and presence of bounds on message-size and QoS identifies this group.

X.3.3 Non-Deterministic

 This requirement class specifies no bounds on QoS and descriptive parameters within the duration of its operation. Once again it must be emphasized that, transfer-interval is an irrelevant parameter within this class. It should be identified by the absence of bounds on descriptive as well as QoS parameters.

X.3.4 Real-time and Non-Real-time Classification

 Application requirements are classified under the Real-time and Non-Real-time themes only by the degree of measure QoS parameters on timeliness. Whilst the descriptive parameters can unambiguously identify an application’s requirements to be deterministic or non-deterministic (periodic and/or a-periodic), it is only the QoS measurement parameters on timeliness that can identify a requirement to be real-time (critical) and non-real-time (non- critical). The criticality of the requirements is not an objective fact but a subjective one (use-case or domain centric). This is particularly the case given that, QoS bounds that are considered critical in one network domain or use-case may pass as non-critical in another. It is therefore advised that Real-time and Non-real-time criteria should be defined in the context of a domain or use-case. Where a network domain includes but not limited to: industrial automation, data center, IoT, Telecommunication domains, etc. Each domain may define a degree of membership for which QoS measure can be classified as belonging to real-time (Critical) and non-real-time (Non-critical).

X.3.5 Other Classifications.

Other aspects worth consideration is safety and integrity (security) requirements. Though these are currently out of scope of this work on the communication service interface, their presence can give a complete picture of requirements pertaining to accessibility, confidentiality and data integrity. Safety aspects are worth consideration particularly in industry automation. Safety classification should be based communication service availability, reliability, maintainability requirement defined in [7] 

Table X.3.5-1: 

	Parameters
	
	Requirements
	
	type

	
	                     RR
	NRR
	SR
	IR
	

	
	DPR
	DAR
	
	
	
	

	Message size
	· 
	· 
	· 
	· 
	· 
	num

	Transfer interval
	· 
	· 
	· 
	· 
	· 
	num

	Send time
	· 
	· 
	· 
	· 
	· 
	Time

	E2E Latency
	· 
	· 
	· 
	· 
	· 
	num

	Availability
	· 
	· 
	· 
	· 
	· 
	num

	Reliability 
	· 
	· 
	· 
	· 
	· 
	Boolean/num

	Jitter
	· 
	· 
	· 
	· 
	· 
	num

	Update Time
	· 
	· 
	· 
	· 
	· 
	num

	Survival time
	· 
	· 
	· 
	· 
	· 
	num

	Grace Time
	· 
	· 
	· 
	· 
	· 
	num

	

	· relevant
	· not relevant
	· may be relevant


X.4 Requirements on Communication Service Interface. 

The 5G system provide a communication service interface that contains two functional blocks: 1. Input block 2. Output block.

X.4.1 Output block: 

 This functional block represents the service response status and additional information pertaining to the communication service. The content of the output block is to be determined by the operation or objective of the service request defined in clause X.5.1. The contents of the output block are provided by the communication service provider.

X.4.2 Input block

This functional block represents the service request description which includes descriptive parameters (clause X.2.2) and communication service QoS requirements of the applications. {Input block contents}. The content of the input block is specified by the communication service requestor.

     The following are set of parameters that can be considered for input and Output functional block:

COMMUNICATION SERVICE reference end points: This identifies univocally the end (egress) and start (ingress) interfaces from which a communication service can be provisioned. The endpoint identifies a single entity or a group of entities. It can be a physical and/or logical endpoint. It should be known to both the service provider and service requester(s) (Application).

Descriptive Parameter (Dsp): these are parameter that describes the inherent attributes of the application. These may include as well QoS requirements.

QoS Parameter (QoSp): These are parameters that measure the quality of service requirements of the applications pertaining to the communication service provided.

Security Parameter (Scp):  It should validate and authenticate the access control, confidentiality and data integrity requirements of the application pertaining to the communication service.

Safety parameter (Sfp): these are parameters pertaining to safety requirements of the application.

It must also be emphasized that, Sfp and QoSp are also dependability requirements needed by the application from the communication service.

X.4.3 Communication Service Interface consideration for 5G Systems.

The application-service interface definition is subject to 5G communication services and capabilities. In scenarios where an application’s requirement does not have a direct mapping to a service parameter or capability as defined by the 5G vertical requirements, the mapping can be made on the parameters that subsumes a similar or analogous functionality to the definition and purpose of the parameter as described by the 5G system. 

The interface consists of mandatory and optional artifacts. The optional artefacts only apply in the context of the application requirement relating to Dsp and QoSp. The absence of one or more parameters in either of the two artifact groups should not result in ambiguity of the classification thus the communication service outcome. The mandatory artifacts on the other hand are always required for service identification, mapping decisions and response. The absence of these mandatory artifacts should result in immediate cancellation of the any request made on the communication service. These artifacts may therefore not at any time be null. The mandatory artifacts are marked by “m” and optional artifacts by “o”.

X.4.4 General application & communication service interface format

ACSI_{{input Block}, {Output Block}} 

this presents a highlevel format of a communication service interface.

ACSI_Input_Block { Objective<m>,Service Identification<m>, reference Endpoints<o>, Dsp<o>, Sfp<o>, QoSp<o>, Scp<m>, AR<o>,CS<o>} 

this represent the input block format.

ACSI_Output_Block { ServiceIdentification<m>, status<m>, (Dsp,sfp,QoSp)<o>}

The interface should describe an objective, service identification, service reference points, descriptive parameters, and communication service dependability requirements which include (Sfp, Qosp, Scp). 

Service Identification: this represents any form of identification that can uniquely identify a communication service request amongst several other communication services. It should be univocally identified with a communication service on the provider network. 

Service Reference Endpoints: this is a unique id that identifies the endpoints of a communication service. This can be any form of ID that uniquely identifies the network ingress and egress interfaces or the user end station equipment (UE). 

X.5. Communication Service objectives and candidate parameters 

A service interface defines a set of mandatory and optional parameter required to achieve the desired objective of the communication service requestor. The service objective may consist of four operations: disengagement, setup, modification and monitoring. Clauses X.5.1, X.5.2, X.5.3, and X.5.4 illustrate these operations and parametric consideration under each operation.

X.5.1 Communication Service Disengagement

This operation triggers a tire down of an existing communication service. Additional parameters required for such tire down should be provided according the communication service mandatory and/or optional parameters.  Upon successful processing of this operation, applications should not be able send and receive message via the network thus, no communication of any sought should occur between the application via the network. Blow is an example format for communication service disengagement.

a. communication service disengagement:


ACSI_Input{del<m>,id<m>,Scp<m> referenceEndpoints<o>}, 

 ACSI_Output{id<m>, status<m>}

b. ACSI_Input:  should include the service identification (id) and the service objective (del). Reference endpoints may be optional. The service id should identify univocally the communication service that supports the applications from all other communication services. It must map to a unique communication service on the network. It should not be null. The Scp should not be null. That is, a requester should provide valid authentication credential to carry out the operation. 

c. ACSI_Output:  include the service (id) and the status of the service operation. The status should provide information regarding positive (success) and negative (failure) acknowledge of the operation.   

 X.5.2 Communication Service Setup

This triggers the configuration or provisioning of a new communication service.  A successful setup operation should result in a communication service via which the involved application can exchange messages.  An unsuccessful setup operation should result in a scenario where application cannot exchange information via the network.  Below is an example format for communication setup:

a. communication service setup: 

ACSI_Input {add<m>, id<m>, Scp<m>, referenceEndpoint<o>, {one or more (Dsp, Qosp,sfp)<o> } }

ACSI_Output{id<m>, status<m>, referenceEndpoints<o>, Dsp<o>}

b. ACSI_Input:   include the service identification (id) and the service objective (add). Reference endpoints may be optional. The service id should identify univocally the communication service that supports the applications from all other communication services. It must map to a unique communication service on the network and should not be null. Additionally, it may include one or more parameters from 8.2.1.

c. ACSI_Output:  includes the service (id) and the status of the service operation. The status should provide information regarding positive (success) and negative (failure) acknowledge of the operation. In addition, the output may include one or more parameters from the Dsp. Especially in the case of scheduled communication, the network may be required to provide information of the send-time or the time an application can commence usage of the communication service. It may also provide reference point to attachment of applications to the network should the need be such information.

X.5.3 Communication Service Modification

This operation triggers a change request to modify   an existing communication service.  This operation should specify a service id that can be used to identify a service on the network. 

a. communication service modification:  

ACSI_Input{mod<m>,id<m>, Scp<m>, referenceEndpoint<o>, {one or more (Dsp, Qosp,sfp)<o>} }

ACSI_Output{id<m>, status<m>, referenceEndpoints<o>, {one or more (Dsp, Qosp, sfp)<o>}}

b. ACSI_Input:  include the service identification (id) and the service objective (mod). The service id should identify univocally the communication service that supports the applications from all other communication services. It must map to a unique communication service on the network and should not be null. Additionally, it should include the parameters affecting the modification of the service. Scp  and id should not be null. 

c. ACSI_Output: should include the service (id) and the status of the service operation. The status should provide information regarding positive (success) and negative (failure) acknowledge of the operation. In addition, the output may include one or more parameters from the Dsp. Especially in the case of scheduled communication, the network may be required to provide information of the send-time or the time an application can commence usage of the communication service. It may also provide reference point to attachment of applications to the network should the need be such information.

X.5.4 Communication Service Monitoring 

This should trigger a query request for statistical information on an existing communication service. This operation should not result in any changes to the communication service on the network. The network should provide read only information regarding the specified communication service.

a. communication service monitoring:

ACSI_Input{mon<m>, id<m>, Scp<m>, {one or more (Qosp,sfp)<o>}}

ACSI_Output{id<m>, Scp<m>, status<m>, {one or more (Qosp,sfp)<o>}}

b. ACSI_Input:  include the service identification (id) and the service objective (mon). The service id should identify univocally the communication service that supports the applications from all other communication services. It must map to a unique communication service on the network and should not be null. Additionally, it should include the parameters to be monitored. Scp and id should not be null.  If no QoSp nor Sfp parameters are specified, all performance metrics related to the CS should be considered. 

c. ACSI_Output: should include the service (id) and the status of the service operation. The status should provide information regarding positive (success) and negative (failure) acknowledge of the operation. A success should result in the information regarding the communication service for the requested metrics. 
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