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Abstract: this document analyses security related requirements and provides a TP on the consolidated security requirements to be captured in TR 22.826.
Discussion
The analysis of the related requirements is summarised in the table below.

	Potential requirement(s)
	Reason for modification, if any
	Consolidated requirement(s)

	[5.3.2.6-4] The 5G system shall provide suitable APIs to allow use of a trusted 3rd party provided integrity protection mechanism for data exchanged with an authorized UE served by a 5G communication service.
	Modified for clarification.
	The 5G system shall provide suitable APIs to allow use of a trusted 3rd party provided integrity protection mechanism for data exchanged between an authorized UE served by a private slice and a core network entity in that private slice.


	[6.3.3-1] The 5G system shall support security self-assessment of network functions involved in rendering communication services in order to detect malicious cyber activity or compromised systems in the operator’s network.
	Modified for clarification.
	The 5G system shall support security self-assessment of network functions in order to detect malicious cyber activity or compromised systems in the operator’s network.


	[6.3.3-2] The 5G system shall support the calculation of security related metrics for each network slice instantiation used for communication services delivery.
	These two requirements are covered by the existing requirement in TS 22.261:

Based on operator policy, the 5G network shall expose a suitable API to provide the security logging information of UEs, for example, the active 3GPP security mechanisms (e.g., data privacy, authentication, integrity protection) to an authorised 3rd party.

	

	[6.3.3-3] The 5G system shall provide suitable APIs to allow an authorized third party to consult security related metrics for the network slices dedicated to that third party, and any report on security breach or malicious activity that would have been self-detected.
	
	

	[6.3.3-4] The 5G system shall allow the operator to authorize a 3rd party to create and modify network slices having appropriate security policies (e.g. user data privacy handling, slices isolation, enhanced logging …) subject to an agreement between the 3rd party and the network operator.
	Modified for clarification.
It is partially covered by the following requirements in TS 22.261.

Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to create, modify, and delete network slices used for the 3rd party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to monitor the network slice used for the 3rd party.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to define and update the set of services and capabilities supported in a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to configure the information which associates a UE to a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to configure the information which associates a service to a network slice used for the 3rd party.
	Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to create and modify network slices used for the 3rd party with  appropriate security policies (e.g. user data privacy handling, slices isolation, enhanced logging…).


Text Proposal

This document proposes the following changes to TR 22.826 “Study on Communication Services for Critical Medical Applications".

8
Consolidated potential requirements

8.x
Consolidated security requirements  
[CPR.8.x-1] The 5G system shall provide suitable means to allow use of a trusted and authorized 3rd party provided integrity protection mechanism for data exchanged between an authorized UE served by a private slice and a core network entity in that private slice.
[CPR.8.x-2] The 5G system shall provide suitable means to allow use of a trusted and authorized 3rd party provided integrity protection mechanism for data exchanged between an authorized UE served by a non-public network and a core network entity in that non-public network.
[CPR.8.x-3] Based on operator policy, a 5G network shall provide suitable means to allow a trusted and authorized 3rd party to create and modify network slices used for the 3rd party with  appropriate security policies (e.g. user data privacy handling, slices isolation, enhanced logging).
[CPR.8.x-4] Based on operator policy, the 5G system shall provide suitable means to allow a trusted and authorized 3rd party to consult security related logging information for the network slices dedicated to that 3rd party.
