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Abstract: It is proposed to enable NPN access authentication based on PLMN subscription and credentials.
Discussion:

In the last SA1 meeting the following requirement was agreed in TR 22.827 as part of AVPROD:

[PR-5.12.6-001] The 5G system shall enable an NPN to be able to request a third-party service provider to perform NPN access network authentication of a UE based on non-3GPP identities and credentials supplied by the third party service provider.
We believe that that in some deployment scenarios the PLMN operator can also take the role of a “third party service provider". As a matter of fact, the Rel-16 version of TS 22.261 already contains a similar Stage 1 requirement:
Subject to an agreement between the operators and service providers, operator policies and the regional or national regulatory requirements, the 5G system shall support for non-public network subscribers:

- access to subscribed PLMN services via the non-public network;
Issue: Since the Rel-16 22.261 requirement does not make any assumption on the number of subscriptions and the type of credentials that the UE uses in order to access to PLMN services via a non-public network, the over-the-top approach is adopted in Rel-16, whereby the UE uses the following two independent subscriptions and two sets of credentials to access PLMN services via an NPN:

1) Non-public network subscription and credentials to access the Non-Public Network, and

2) PLMN subscription and 3GPP credentials for connection to the PLMN.

In this approach the UE behaves like two logical UEs, one of which operates in “NPN access mode” and the other one in “PLMN access mode” (see TS 23.501), and uses two logical UEs with two independent N1 interfaces (one each with the NPN and the PLMN).
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Figure 1: Access to PLMN services via non-public network (same as TR 23.734 Figure 6.20.1-1)
Proposal: It would be beneficial for both UE implementations and for network deployments if the UE can get access to PLMN services via a non-public network access by using a single subscription (i.e. the PLMN subscription) and a single set of credentials (i.e. the PLMN credentials). Along the lines of the AVPROD requirement for [PR-5.12.6-001] in TR 22.827, it is proposed to further enable the support to allow single subscription and a single set of credentials provided by the PLMN as follows:
The 5G system shall enable an NPN to be able to request a PLMN to perform NPN access network authentication of a UE based on 3GPP identities and credentials supplied by the PLMN.
As such, the support for NPN along with subscription / credentials owned by a service provider is then separated from the NPN provider, including PLMN operator (e.g. MVNO- or roaming-like scenario).
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Figure 2: Access to PLMN services via non-public network as from a roaming UE
	*** 1st Change ***


5.12
Authentication of heterogeneous AVPROD devices on a shared non-public network

5.12.1
Description

The television production environment at a music festival or a live sporting event may be based on a non-public network operated by the host facility. This network may be offered to all broadcasters present at the event. This helps to manage the proliferation of networks at the event, and the overload of any macro network resources.
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Figure 5.12.1-1: heterogeneous AVPROD devices on a shared non-public network
This scenario raises the question of how provisioning of the broadcaster’s equipment is done, and how agile the process can be in a rapidly changing production environment.
It can be expected that the equipment brought onsite by the broadcasters do not have the credentials of the Non-Public Network (NPN). It can be assumed, however, that this heterogeneous equipment has been provisioned correctly to work with the Broadcaster.

In this scenario, we require the NPN to be able to advertise the broadcaster which have been enabled on the NPN.
Alternatively, the equipment brought onsite by the broadcasters already have installed the subscriptions and credentials of a PLMN which has agreement with the Non-Public Network (NPN). The agreement allows the equipment that have subscriptions with the PLMN to access the services provided by the NPN as well as PLMN via NPN. As such, the equipment can get access to NPN/PLMN services via a non-public network access by using a single subscription (i.e. the PLMN subscription) and a single set of credentials (i.e. the PLMN credentials), as shown in Figure 5.12.1-2.
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Figure 5.12.1-2: Access to PLMN services via non-public network (as from a roaming UE)
5.12.2
Pre-conditions

Use Case1: Audio/visual equipment has been provisioned with credentials that can be authenticated to gain access to a Broadcaster 1 non-public network, or Broadcaster 1 as a third-party service provider offered by another non-public network.
Use Case2: Audio/visual equipment is with UE capability and PLMN subscriptions/credentials.  
5.12.3
Service Flows

Use Case 1: 

1. NPN Operation, Administration, & Maintenance (OA&M) adds the broadcaster as a third-party service provider supported on the NPN

2. NPN advertises that it supports service for devices configured for this third-party service provider

3. Audio/visual production equipment detects NPN advertising a known third-party service provider

4. Audio/visual production equipment attempts to authenticate to NPN using credentials associated with third-party service provider (e.g. Broadcaster 1)

5. NPN requests authentication by third party service provider (e.g. Broadcaster 1)
6. Authentication succeeds and is accepted by the NPN

7. Audio/visual production equipment can access services provided by the specific third-party service provider on NPN
Use Case 2:

1-4: same as Case 1.

5: the Audio/visual production equipment requests for authentication from Home PLMN.

6. Authentication succeeds and is accepted by the Home PLMN.

7. Audio/visual production equipment can access services provided by the NPN (similar to roaming MVNO). 
8. If accessing to PLMN service is needed, the NPN selects a session anchor in the PLMN to access the PLMN service.
5.12.4
Post-conditions

Audio/visual equipment from all broadcasters provisioned to access service via the SXSW NPN can get connectivity.

5.12.5
Existing features partly or fully covering the use case functionality

NPNs as defined in TS 23.501 can support necessary functionality such as authentication based on non-3GPP credentials, differentiated QoS, etc.
An NPN shall be able to restrict services, available quality of service, and capacity to subscribers of a specific third-party service provider.

5.12.6
Potential Requirements

[PR-5.12.6-001] The 5G system shall enable an NPN to be able to request a third-party service provider to perform NPN access network authentication of a UE based on non-3GPP identities and credentials supplied by the third party service provider.
[PR-5.12.6-002] The 5G system shall enable an NPN to be able to request a PLMN to perform NPN access network authentication of a UE based on 3GPP identities and credentials supplied by the PLMN.
	*** End of Change ***
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