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Abstract: This paper proposes use cases to allow the network to react in front of unexpected UE’s communication requested by the authorized application.
***** BEGIN CHANGE *****
x.1
Communication monitoring for CAV applications 
x.1.1
Description

The communication behaviour of the devices hosting Cyber-physical control applications normally can be predefined or predicted by OT control system, i.e. one device communicates with the specified applications or specified devices. The 3GPP network is able to monitor the communication of the devices according to the predicted behaviour information provided by OT control system, so it can detect the abnormal communication behaviour of the devices and the potential attack on the devices and perform the necessary actions to ensure the security of the devices and control applications.  
x.1.2
Pre-conditions

The applications that are utilized by devices such as AGV and Sensor devices in smart factory, UAV for logistics service are controlled by OT control system. 
Based on the agreement between factory owner and factory OT network operator, the authorized OT control system is allowed to provide the preferred communication behavior information to 3GPP network.
x.1.3
Service Flows  

1.  The OT server provides the preferred behavior information per device or a group of devices to 3GPP network, including the allowed application information, the expected action when detecting the abnormal communication behavior i.e. blocking the data communication between the device and the un-allowed application.
2.  According to the information from OT control system, 3GPP network monitors UE behavior. The scenarios include:

· The UE sends the data to the application server which is not the allowed application for this UE, and the 3GPP network will reject to send the data or access to this application server. 

· One application which is not the allowed application for this UE i.e. one malicious application sends the data to the device, and the 3GPP network will reject to send the data to the device.
· The UE frequently sends/receives data during the period that it is expected to be in sleep status, and the 3GPP network is able to restrict the data communication for the UE.

· For the device such as AGV which works in the specified area or follow specific routes, the 3GPP network monitors the device’s real-time location and detects whether the device is in the permitted geographic area or trajectory.
3.  3GPP network also sends the notification to the OT server to report this abnormal event.
x.1.4
Post-conditions

The communication between the UE and the un-allowed applications is blocked by 3GPP network, and the potential attach on the device is avoided.
x.1.5 Existing features partly or fully covering the use case functionality


x.1.6 Potential New Requirements needed to support the use case
3GPP network shall be able to provide suitable and secured means to allow the authorized 3rd party application to provide the 3GPP network with the expected communication behaviour of UE(s) via encrypted connection (e.g. the allowed application to communicate with, the time the UE is allowed to communicate, the allowed geographic area),  as well as the expected network’s actions when detecting the unexpected communication behavior (e.g. terminate the UE’s communication, block the transferred data between UE and the un-allowed application). 
Note: E.g. when detecting the unexpected communication behaviour from UE to avoid malicious attack on devices and applications.
***** END of  CHANGE *****
