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Abstract: By integrating wireless connectivity, a single operation panel can be used for multiple production lines across multiple factory or production floors. Operation panel has high requirements for ultra-low latency and safety critical functions over the wireless networks. The use case brings flexibility and reusability of industrial control and monitoring systems by making them mobile.
Discussion
The use case contains a mobile operation panel as opposed to wired operation panels currently used in an industrial setting. Operation of a machine or a production unit via a mobile control panel hereby referred to as UE, provides higher flexibility and comfort for human operators and can lead to increased productivity and lower costs compared to existing wired solutions. This is because a single mobile operation panel can be used to manage more than one production system at a time due to its mobility in the factory.  The operation panel provides relevant information for configuration and monitoring of relevant data generated during the construction of a product. This data is generally considered to be less time-critical subsequently requiring non-real-time (NRT) communication. On the other hand, the control panel supports safety-critical functions such as emergency stops or enabling or changing the position of robots and other machines. These functions are generally considered to have strict ultra-low latencies and reliable transmission requirements that must follow strict safety standards making them time-critical (real-time (RT) communication).

Consideration for the use case in the 3GPP 5G network or system provides the following benefits and challenges:

Benefits

· Management of multiple production lines or traffic flows with different end-to-end latency (E2E) and other QoS requirements while utilizing a common infrastructure.

· Dynamic reconfiguration of a running industrial system.

· Enables wireless connectivity with safety-critical features in industrial application.
Challenges 

Security:  Connectivity over wireless transmission technology such as 3GPP 5G may introduce a scenario where information transmitted over the wireless medium can be prone to potential attacks on the production line as unauthorized parties may have access to the control and production data. For example, the injection of malicious messages such as false emergency-stop commands can be very detrimental to the production system. This is a general concern for the overall acceptance of wireless technology in the industrial domain albeit performance degradation issues.

Dynamic flow control and seamless handover: high Signal-to-Noise-Ratio (SNR) and fading radio channels may result in fluctuations in dynamic factory due to mobility support. This therefore requires well specified worst-case scenarios for re-configuration of communication services over the network in order to guarantee QoS. Furthermore, potential handovers from one access point to another can cause additional delays or packet losses.

Interference and co-existence communication services: The panel supports different services such as monitoring and control. Each of these services require different communication services with varied QoS guarantee. It is therefore important that the co-existence of these services on the network can be clearly supported in terms of identification and QoS guarantees. Also, interference from other panels may lead to performance degradation in a wireless network.

Robustness, availability and latency: These are key communication service performance indicators for the use case which has very deterministic bounds and as such very difficult to guarantee on wireless and mostly non-industrial networks.
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Figure 1 Mobile Operation Panel

One mobile controller panel is moving from one cell coverage to another cell coverage continuously communicates with mobile robots in different cell coverages. Or, the use of a mobile operation panel to control Mobile robots in the production where, the robot moves across several production lines under different network domains
Service Flow Mobile Operation Panel 

The Mobile operation panel consist of several applications that can be triggered by pressing a button. Each application has an identification that distinguishes it from another application on the same device. A Mobile operation panel can be distinguished from another device by a unique Media Access Control Address (MAC) or an integrated Subscriber Identification Module (SIM). A combination of the application and MAC/SIM therefore univocally identifies a service from another on a 3GPP system. The different applications on the Mobile operation panel require communication services with varied Quality of Service (QoS) guarantees.  The communication service requirements are organised as profiles which can be submitted to network requirements to a 3GPP systems based on the requested service as part of a Session initiation. The information for the service provisioning shall be communicated over a network service interface. The services that can be requested may be defined as follows:

· Request for connectivity from a mobile operation panel to a Mobile robot or production line or vice-versa. 

· Request for monitoring information or update regarding an existing connectivity.

· Modification of an existing connectivity due to changing location or QoS indicators.

· Disengagement of a connectivity.

Initially, the Mobile operation panel, mobile robot and the production terminal must maintain constant location update with the 3GPP wireless access point. This is particularly important as communication cannot be established if either device is outside the coverage of the access point. A session is initiated from the Mobile control panel when an application requires to communicate with a Mobile robot or a production terminal or vice-versa. The session initiation might involve human-in-the-loop (e.g. Session initiation duration 1s). During the session initiation, the requisite information needed for the communication setup shall be conveyed to the 3GPP network as part of the session initiation protocol.

The mobile operation panel would communicate with a backend network via a wireless 3GPP access point. The traffic includes sporadic data, e.g. arbitrary sensor data, as well as deterministic real-time data for safety purposes. A monitoring tool continuously logs major performance parameters of the connectivity. While the mobile panel is initially associated to a first access point, the user may carry the panel into the direction of a second access point. The monitoring tool should be able to capture how the increasing distance between the panel and the first access point affects major performance metrics (e.g. packet loss, latency). Once communication is established over the 3GPP system, the connection shall be maintained till a disengagement of the session is initiated regardless of location changes.

 As the user approaches a second access point, the 3GPP system should detect the need for re-routing and seamlessly re-configure the network path to maintain QoS indicators. 

A communication service established between a Mobile Operation Panel shall carry Motion control data streams and monitoring data (e.g.  sensor queries and data, heptic feedback ) from the production Line or Mobile robot. Each of these data streams have requirements specified in clause 5.b.5/6

Clause 5.b.2 provides the preconditions for the use-case 

Clause 5.b.3 illustrates the service flow for the use case 

Clause 5.b.4 provides the post-conditions for the use case 

The text changes are proposed to be included in TR 22.832 “Study on enhancements for cyber-physical control applications in vertical domains” (FS_eCAV).
Acknowledgement

This contribution emanates from the BMBF project “Future Industrial Network Architecture“ (FIND) Deliverable 1 in the German research program “IKT2020”-Forschung für Innovationen”
Proposed Changes


START OF PROPOSED CHANGES



 Start of Change 1 


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[b3]
IEC 61158: "Industrial communication networks – fieldbus specification".
[b4]
IEC 61907, "Communication network dependability engineering".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".


 End of Change 1 



 Start of Change 2 


5.b
Mobile Operation Panel for Production Lines

5.b.1
Description

The use case describes a mobile operation panel as opposed to wired operation panels currently used in an industrial setting. Operation of machines or production units via a mobile control panel provides higher flexibility and comfort for human operators and can lead to increased productivity and lower cost compared to existing wired solutions. This is because a single mobile operation panel can be used to manage more than one production system at a time due to its mobility in the factory. The operation panel provides relevant information for configuration, control of industrial machines as well as monitoring of relevant data generated during the construction of a product. The monitoring data is generally considered to be less time-critical subsequently requiring non-real-time communication. On the other hand, the control panel supports safety-critical functions such as emergency stops or enabling or changing the position of robots and other machines. These functions are generally considered to have strict ultra-low latencies and reliable transmission requirements that must follow strict safety standards making them time-critical (real-time communication).

Consideration for the use case in the 3GPP 5G network or system provides the following benefits and challenges:

Benefits

· Management of multiple production lines or traffic flows with different end-to-end latency and other QoS requirements while utilizing a common infrastructure.

· Dynamic reconfiguration of a running industrial system.

· Enables wireless connectivity with safety-critical features in industrial application.
Challenges 

Security:  Connectivity over wireless transmission technology such as 3GPP 5G network may introduce a scenario where information transmitted over the wireless medium can be prone to potential attacks on the production line as unauthorized parties may have access to the control and production data. For example, the injection of malicious messages such as false emergency-stop commands can be very detrimental to the production system. This is a general concern for the overall acceptance of wireless technology in the industrial domain albeit performance degradation issues.

Dynamic flow control and seamless handover: high Signal-to-Noise-Ratio (SNR) and fading radio channels may result in fluctuations in dynamic factory due to mobility support. This therefore requires well specified worst-case scenarios for re-configuration of communication services over the network in order to guarantee QoS. Furthermore, potential handovers from one access point to another can cause additional delays or packet losses.

Interference and co-existence communication services: The panel supports different services such as monitoring and control. Each of these services require different communication services with varied QoS guarantee. It is therefore important that the co-existence of these services on the network can be clearly supported in terms of identification and QoS guarantees. Also, interference from other panels may lead to performance degradation in a wireless network.

Robustness, availability and latency: These are key communication service performance indicators for the use case which has very deterministic bounds and as such very difficult to guarantee on wireless and mostly non-industrial networks.
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Figure 5.b.1-1 Mobile Operation Panel

One mobile controller panel is moving from one cell coverage to another cell coverage continuously communicates with mobile robots in different cell coverages. Or, the use of a mobile operation panel to control Mobile robots in the production where, the robot moves across several production lines under different network domains
5.b.2
Pre-conditions

· The Mobile operation panel, mobile robot and the production terminal must register as UEs on the 5G network. 

· UEs shall maintain constant location update with the 5G network. This is particularly important as connectivity cannot be established between UEs and/or 5G network, if either UE is outside the coverage of the 5G network.
· The authentication certificate shall be exchanged between Mobile operation Panel and 5G network.  

· A communication service established between a Mobile Operation Panel shall carry Motion control data streams and monitoring data (e.g.  sensor queries and data, heptic feedback) from the production Line or Mobile robot. Each of these data streams have requirements specified in clause 5.b.5/6

· Application and MAC/SIM univocally identifies a service from another on a 3GPP system.

5.b.3
Service Flows

The Mobile operation panel consist of several applications that can be triggered by pressing a button. Each application has an identification that distinguishes it from another application on the same device. A Mobile operation panel can be distinguished from another device by a unique Media Access Control Address (MAC) or an integrated Subscriber Identification Module (SIM). The different applications on the Mobile operation panel require communication services with varied Quality of Service (QoS) guarantees.  The communication service requirements are organised as profiles which can be submitted to network requirements to a 3GPP systems based on the requested service as part of a Session initiation. The information for the service provisioning shall be communicated over a network service interface. The services that can be requested may be defined as follows:

 The services that can be requested by a mobile operation panel are defined as follows:

· Connectivity between a mobile operation panel to a Mobile robot(s) or production line (s). 

· Monitoring information or update regarding an existing connectivity.

· Modification of an existing connectivity due to changing QoS indicators.

· Disengagement of a connectivity.

a. Establishing connectivity between mobile operation panel and Production Line/ Mobile robot for emergency stop:

1. A mobile operation panel initiates a session to establish connectivity between one or more Mobile robots/production line providing authorization and authentication certificates for the operation.

2.  5G network receives a connectivity request from the mobile operation panel, verifies the credential of the Mobile Operation panel for the connectivity via the network. 

3. 5G network shall locate the Mobile Robot (s) or Production line (2) and relay authentication and authorization certificates. If credentials are valid, see 4 otherwise see 7 

4. Mobile Robot/Production lines shall provide the 5G network with clear to connect message.

5. The 5G network reserves resources for the connectivity between the Mobile operation panel based on the service guarantee negotiated during the session initiation phase and acknowledge connectivity to all UEs involved. The acknowledge shall provide an identification that univocally identifies the communication service.

6. Mobile operation panel then begins to exchange encrypted data between production Line/Mobile robot.

7. 5G network relays data frames from Mobile Operation Panel to Mobile robot/Production lines without any form of packet inspection. 

8. 5G network terminates the session by giving negative acknowledgement for the operation stating why connectivity cannot be established. 

b. Monitoring and modification of communication service over 5G network.

1. Mobile control initiates a session to monitor performance or modify of an existing connectivity, this causes a monitoring or modification session initiation packet to be sent to the 5G network. The monitoring/modification session packet contains information that can be used to identify the communication service. This identification shall be known to both the 5G network and the Mobile operation panel with any form of ambiguity.

2. The 5G network verifies the credentials of the Mobile Operation panel and verify the authorisation for the operation. The 5G network shall do so by performing a deep packet inspection of the monitoring/modification session packet. If credential is valid, see 3, otherwise see 6.

3. In the case of Monitoring operation, the 5G network provides key performance indicators w.r.t the communication service with a positive acknowledgement containing all communication service KPIs.

4. In case Modification operation, the 5G network reserves resources for the specified connectivity as per the new service requirement negotiated. Note, the 5G network may also initiate a communication service modification in order to meet negotiated service guarantees in case movement of UEs results in degradation of service guarantee (e.g. Latency)

5. 5G network provides a negative acknowledgement w.r.t the requested operation, stating why the operation is unsuccessful.

5.b.4
Post-conditions

a. Establishing connectivity between mobile operation panel and Production Line/ Mobile robot:

· The communication service between UEs shall be maintained on the 5G network for the entire duration without drops so far as UEs stay within the 5G network coverage or until an explicitly tire-down session is initiated.  

· Data transfer between UEs shall not be transparent to the 5G network. 

· The 5G network shall maintain service guarantees within negotiated bounds for the entire duration of the connectivity (Survival Time) 

· Initiation of a new communication service from the mobile operation panel shall not cause any service degradation effect on existing communication service,

b. Monitoring and modification of communication service over 5G network

· Queries for KPIs w.r.t a communication service shall not affect existing connectivity.

· Mobile Operation Panel obtains KPIs w.r.t the communication service.

· Modification shall not result packet losses 

5.b.5
Existing features partly or fully covering the use case functionality

To support the Mobile Operation Panel, the following requirements together with those specified in 3GPP TS 22.104 V16.0.0 (2018-12) clause 4 to 5 shall be supported on the 3GPP system:

· The communication system shall be able to support safety-critical functions such as emergency stop with e2e latency <50 ms.

· The communication system shall be able to support safety-relevant real-time traffic with fixed cycle times less than or equal to 10 ms.

· The communication system shall be able to support safety-relevant real-time traffic with ultra-high reliability (e.g., PER = 1e-8).

· The system shall be able to support safety-relevant real-time traffic with fixed, short packet sizes (e.g., 64 Byte) as well as support sporadic TCP traffic with moderate data rates (kbit/s – Mbit/s).

· The system shall be able to support sporadic TCP traffic with reasonable latency for human-in-the-loop (e.g., 1 s).
·  The system shall be able to support seamless mobility in a way that handovers between different access points does not impact on the safety-critical functions.  That is, the handover latency observed by the safety function at the MOP terminal shall not exceed 50 ms, ideally should be below 30 ms.

· The 3GPP system shall be able to support high performance enhancements for time-sensitive networking as defined by IEEE 802.1Q,
· The communication system shall support cryptographic security to safe-guard or protect data transmitted over the network.

5.b.6
Potential New Requirements needed to support the use case

· The communication system shall be able to support common safety protocols such as PROFIsafe [b3][b4], with the requirements as specified by the corresponding safety protocols.

· The 5G system shall be able to support the a well specified interface format for exchange of service initiation parameters

· The 5G network shall be able to support a means for UEs identification, Registration and Authentication e.g. User Identification Module for mobile operating panel, mobile robot and production terminal.
	Use case 
	Characteristic parameter
	
	Influence quantity

	5.b – Mobile Operation Panel 
	Communication service availability: target value in %
	Communication service reliability: Mean Time Between Failure
	 Latency/cycle time
	Bit rate

bits/s
	Direction
	Message

Size

[byte]
	Survival time
	UE speed
	# of UEs

connection
	Service Area

[m2]

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Manufacturing data stream
	99.99999
	1 day
	
	12M
	Uplink
	
	
	
	
	

	Manufacturing data stream
	99.9999
	1day 
	
	12
	Downlink
	
	
	
	
	

	Emergency stop 
	99.99999
	1 day
	[<24 ms] 
	
	Uplink
	40-250
	
	
	
	

	Emergency stop 
	99.99999
	1day
	[<24 ms]
	
	Downlink
	40-250
	
	
	
	

	safety data stream
	99.99999
	1 day
	[<10 ms]
	
	
	<1K
	
	
	
	

	Control to visualization  
	99.999999
	1 day
	10-100 ms
	10K
	Uplink

Downlink
	10-100
	~1 ms
	Stationary
	1
	100-2000

	Motion control 
	99.999999
	1 day
	[<1 ms]
	12-16M
	Downlink
	10-100
	~1 ms
	Stationary
	40
	100

	Haptic feedback data stream
	99.999999
	1 day
	[<2 ms]
	16
	Uplink
	50
	~1 ms
	Stationary
	40
	100

	Haptic feedback data stream
	99.999999
	1 day
	[<2 ms]
	2 M
	Downlink
	50
	~1 ms
	stationary
	1
	100
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