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Introduction
Following the decision of Council-18 (C18/107, clause 2), ITU, in particular TSB, should be studying the questions raised by members on IMEI security in one of the ITU-T study groups. The Technical Report was submitted by TSB as SG11-TD730-R1/GEN.
This technical report contains a study on reliability of IMEI identifier, including information about key vulnerabilities on IMEI reprogramming on mobile devices, challenges to make the IMEI non-editable, effects of IMEI tampering on mobile users, manufacturers, service providers, regulators, governments, law enforcement agencies and on national security.
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Technical Report TR-RLB-IMEI
Reliability of IMEI identifier

Summary
[bookmark: _Toc110785330]IMEI is an identifier that aims to uniquely identify a mobile device across the globe. The relevance of IMEI is compromised if the IMEI is duplicated and used in more than one device, then it is no longer unique. This technical report describes the common concept of IMEI, including its format, allocation procedure and security issues. In addition, the report provides information about existing vulnerabilities in terms of IMEI reprogramming and proposes the preventive measures along with possible solutions to cope with the issue.
[bookmark: _Toc401158818][bookmark: _Toc1142592]Scope
This technical report contains a study on reliability of IMEI identifier, including information about key vulnerabilities on IMEI reprogramming on mobile devices, challenges to make the IMEI non-editable, effects of IMEI tampering on mobile users, brand owner, manufacturers, service providers, regulators, governments, law enforcement agencies and on national security.
It contains key challenges faced by consumers, service providers, regulators and governments due to cloned/tampered IMEIs, concerns of misuse of IMEI numbers raised by Member States at ITU Council-17 and ITU Council-18.
It also proposes ways to improve IMEI reliability and preventive steps for solving the issues on a national and international level.
[bookmark: _Toc401158819][bookmark: _Toc1142593]References
[bookmark: _Toc401158820][1] 3GPP TS 22.016/ ETSI T TS 22.016
[2] ETSI TS 123 003
[bookmark: _Toc1142594]Terms and definitions
[bookmark: _Toc401158821][bookmark: _Toc1142595]Terms defined elsewhere
This Technical Report uses the following terms defined elsewhere:
3.1.1	iDEN [https://en.wikipedia.org/wiki/IDEN]: Integrated Digital Enhanced Network (iDEN) is a mobile telecommunications technology, developed by Motorola, which provides its users the benefits of a trunked radio and a cellular telephone. It was called the first mobile social network by many technology industry analysts. iDEN places more users in a given spectral space, compared to analog cellular and two-way radio systems, by using speech compression and time division multiple access (TDMA).
[bookmark: _Toc401158822][bookmark: _Toc1142596]Terms defined here
This Technical Report defines the following terms:
3.2.1	BLO: Black Llist Ooverride: is the list of IMSI to be allowed for their respective blacklisted IMEI. When any IMEI is black listed and the same IMEI is also available with other legitimate subscribers, i.e. with proof that the subscribers have genuinely bought the handsets, then the subscribers need to be allowed the network services with that black listed IMEI and valid IMSI. 
3.2.2 Licensed Service AreaLSA: The administrative units of the telecom service provider are termed as Telecom Circle or Licensed Service Area (LSA). In larger countries, for better and effective operations & maintenance, the total area is divided into several LSAs. Communications within LSA is a local call and inter-LSA calls are NLD (National Long Distance) calls. Roaming may also apply for inter-LSA calls.
3.2.3 Triplet: unique set consists of IMEI, IMSI and MSISDN.
[bookmark: _Toc401158823][bookmark: _Toc1142597]Abbreviations
	3GPP
BLO
	3rd Generation Partnership Project
Black List Override

	CD
	Check Digit

	CDMA
	Code-Division Multiple Access

	EEPROM
	Electrically Erasable Programmable Read-Only Memory

	EIR
	Equipment Identity Register

	ESN
	Equipment Serial Number

	ETSI
	European Telecommunications Standards Institute

	GSM
	Global System for Mobile communications

	ICA
	Indian Cellular Association

	ICT		
	Information and Communications Technology

	IMEI
	International Mobile Equipment Identity

	IMSI
	International Mobile Subscriber Identity

	ITU
	International Telecommunication Union

	LSA
	Licensed Service Area

	LTE
	Long Term Evolution

	LU
	Location Update

	MAC
	Media Access Control

	MEID
	Mobile Equipment Identifier

	MME
	Mobility Management Entity

	MoT
	Ministry of Transport

	MS
	Mobile Station

	MSC
	Mobile Switching Centre

	MSISDN
NLD
	Mobile Station International Subscriber Directory Number
National Long Distance

	ODM
	Original Design Manufacturer

	PLMN
	Public Land Mobile Network

	QoS
	Quality of Service

	SD
	Spare Digit

	SIM
	Subscriber Identity Module

	SNR
	Serial Number

	TAC
	Type Allocation Code

	UE
	User Equipment

	UMTS
	Universal Mobile Telecommunications System

	USB
	Universal Serial Bus

	VIN
	Vehicle Identification Number

	VLR
	Visitor Location Register

	3GPP
	3rd Generation Partnership Project

	CD
	Check Digit

	CDMA
	Code-Division Multiple Access

	EEPROM
	Electrically Erasable Programmable Read-Only Memory

	EIR
	Equipment Identity Register

	ESN
	Equipment Serial Number

	ETSI
	European Telecommunications Standards Institute

	GSM
	Global System for Mobile communications

	ICA
	Indian Cellular Association

	ICT		
	Information and Communications Technology

	IMEI
	International Mobile Equipment Identity

	IMSI
	International Mobile Subscriber Identity

	ITU
	International Telecommunication Union

	LSA
	Licensed Service Area

	LTE
	Long-term Evolution

	LU
	Location Update

	MAC
	Media Access Control

	MEID
	Mobile Equipment Identifier

	MME
	Mobile Switching Centre

	MME
	Mobility Management Entity

	MOT
	Ministry of Transport

	MS
	Mobile Station

	MSISDN
	Mobile Station International Subscriber Directory Number

	OEM
	Original Equipment Manufacturer

	PLMN
	Public Land Mobile Network

	QoS
	Quality of Service

	SD
	Spare Digit

	SIM
	Subscriber Identity Module

	SNR
	Serial Number

	TAC
	Type Allocation Code

	UE
	User Equipment

	UMTS
	Universal Mobile Telecommunications System

	USB
	Universal Serial Bus

	VIN
	Vehicle Identification Number

	VLR
	Visitor Location Register


[bookmark: _Toc286237445][bookmark: _Toc286246107]All other abbreviations used in the present document are listed in 3GPP TS 21.905.


[bookmark: _Toc1142598][The general concept of IMEI identifier]
[bookmark: _Toc1142599]General information
The International Mobile (Station) Equipment Identity (IMEI) is a number to identify 3GPP (GSM, UMTS and LTE), iDEN mobile devices and some satellite phones in mobile phone network. IMEI number is used to uniquely identify the mobile device in the communication network and can bar a mobile device from accessing the network. IMEI shall be allocated to each individual mobile station (MS) equipment in the PLMN and shall be unconditionally implemented by the MS manufacturer. [1] 
This number can be used to identify illegal mobile phone handsets and stopping an illegal mobile device from accessing the network. Each time a mobile phone is switched on or a call is made (optional), the network provider checks the IMEI number of the handset, then it cross references it with a blacklist register. If it is on the blacklist then the network will refuse to send a signal to the phone.
[bookmark: _Toc1142600]IMEI structure
The structure and allocation principles of the International Mobile station Equipment Identity and Software Version number (IMEISV) and the International Mobile station Equipment Identity (IMEI) are defined below.
The Mobile Station Equipment is uniquely defined by the IMEI or the IMEISV.
[bookmark: _Toc1142601]IMEI format
IMEI is a 15-digit number consisting of
8 digits
Type Allocation Code (TAC)
1 digit
Check Digit (CD)/ Spare Digit (SD)
6 digits
Serial number (SNRR)



Type Allocation Code (TAC) - reveals the brand ownermanufacturer, make and, model and country of production.[b-01]
Serial Number (SNRR) is an individual serial number uniquely identifying each equipment within each TAC. Its length is 6 digits.
If Check Digit is implemented, the IMEI (14 digits) is complemented by a Check Digit (CD). The Check Digit is not part of the digits transmitted when the IMEI is checked. The Check Digit is intended to avoid manual transmission errors, e.g. when customers register a stolen mobile device at the service provider’s customer care desk. The Check Digit is defined according to the Luhn formula.
If Spare Digit (SD) is implemented, it shall be set to zero, when transmitted by the Mobile device.
Example IMEI number 911347850560031 - where Type Allocation Code (TAC): 91134785, Serial Number: 056003, Luhn Checksum: 1
[bookmark: _Toc1142602]IMEISV format
The International Mobile Station Equipment Identity and Software Version Number (IMEISV) is composed as shown below -
2 digits
Software Version Number (SVN)
6 digits
Serial number (SNRR)
8 digits
Type Allocation Code (TAC)



Type Allocation Code (TAC) - reveals the manufacturer, make, model and country of production.
Serial Number (SNR) is an individual serial number uniquely identifying each equipment within each TAC. Its length is 6 digits;
Software Version Number (SVN) identifies the software version number of the mobile device. Its length is 2 digits.
Example IMEISV:
3568680000414120, where Type Allocation Code (TAC): 35686800, Serial Number (SNR): 004141, Software Version Number (SVN): 20
[bookmark: _Toc1142603]Allocation principles
The Type Allocation Code (TAC) is issued by the GSM Association (GSMA) in its capacity as the Global Decimal Administrator. [b-1]
Manufacturers shall allocate individual serial numbers (SNR) in a sequential order.
For a given ME, the combination of TAC and SNR used in the IMEI shall duplicate the combination of TAC and SNR used in the IMEISV.
The Software Version Number is allocated by the manufacturer. SVN value 99 is reserved for future use. [2]
As of now, there is no defined principle for allocating IMEI to the multiple (dual, triple or quad) SIM-based mobile devices. Some mobile manufacturers use sequential IMEI number in the multiple slots of the same mobile device. However, some manufacturers use different TAC codes for different slots of the same mobile devices – whereas the serial number (SNR) remains the same for all the slots of the same mobile device.
[bookmark: _Toc1142604]Procedure to check IMEI Number on mobile device
There are different methods to find out the IMEI Number of mobile devices. However, there are the following basic procedures, which suit most mobile devices:
· Enter a code--*#06# on dial pad and the number will be displayed automatically.
· By removing the battery cover and looking at the empty battery slot for a label noting the IMEI.
· For android smart phones from Home screen, press menu, then setting, then about phone and then status. IMEI will be located on the resulting screen.
· IMEI is also printed on mobile phone covering box and bill.
[bookmark: _Toc1142605]Procedure of IMEI checking in mobile network
Whenever any activated SIM is inserted in a mobile device and switched on, SIM is registered in the mobile network corresponding to the used mobile device. At the time of SIM registration (IMSI attach), it gets connected to the MSC/VLR/MME of that area. It first attempts to perform a registration procedure with the VLR/MME. VLR/MME sends a request to EIR before updating the HLR about the new location. This message contains the IMEI of the mobile device which is attempting to register. Optionally this message also contains the IMSI of the subscriber’s SIM card currently being used. After receiving the request, EIR searches the IMEI of MS in its White, Grey, and Black lists to find the match of the IMEI. Then the EIR gives a response to VLR/MSC/MME depending upon the result of the search. The response may contain the equipment status of the mobile device (whether the searched IMEI is valid/ Handset is allowed or not, depending on its status of the IMEI in the White, Grey or Black lists) or a User Error stating the IMEI is invalid. Based on the status provided in the response by EIR, MSC either continues the registration procedure or rejects it. If the IMEI is allowed then MSC allows the mobile device to continue with the authentication procedure or if the IMEI is blacklisted or invalid, MSC rejects the mobile device and stops the further authentication procedure. If the IMSI is also provided in the message, then EIR, before sending the response to MSC, checks the IMSI to one which is provisioned with the IMEI of the mobile device. If the match on IMSI is found by EIR then it overrides any black list condition found on the IMEI and allows the MS to connect to the network.
Other than the first switch on, the IMEI check is also performed on the following occasions:
1. Wherever there is change in MSC/VLR or mobile cell, location update (LU) is performed, which in-turn checks IMEI from EIR.
2. Whenever any communication is originated from any subscriber, optionally IMEI checking is performed (for all communications or some pre-defined % of it) – it is dependent on service providers configuration.
3. Even if there is no event with the subscriber, there is still a periodic location update – which is performed after a regular interval of time – when the IMEI check is done.
[bookmark: _Toc1142606]Different types of IMEIs
Service provider EIR validates the IMEI received from the MS. During validation the following types of IMEIs are to be observed:
1. Good IMEI – which conforms to all the validation checks and is allowed to access network services.
2. Invalid IMEI – format of the IMEI is not correct – like NULL IMEI, all zero IMEI, IMEI with alpha-numeric characters, incomplete digits (less than 14 digits)
3. Non-Type approved – TAC of the IMEI is not matched with latest GSMA TAC.
4. Duplicate IMEI. Although currently it is not checked at service provider EIR. 
[bookmark: _Toc1142607]Limitations of the existing model
The existing model only deals with the IMEI numbers in the EIR database of a particular network to which the subscribers’ handsets are connected. According to the existing model, if the subscriber loses his or her handset, the service provider blocks the IMEI of that handset in its own network to make the handset useless and to confirm that the mobile device cannot be misused by the thief. But if the thief changes the SIM card, the mobile device is latched onto another network in which the IMEI of that handset is not blocked, thereby giving the thief an authorized access to the network. Even in the same network, if the IMEI number is re-programmed, access to the network with the stolen mobile device will be allowed.


[bookmark: _Toc1142608]IMEI Reprogramming
[bookmark: _Toc1142609]General information about IMEI Reprogramming
IMEI Reprogramming refers to tampering/changing the IMEI number which was associated with a particular mobile device at the time of manufacturing. Reprogramming involves hacking the software of a mobile phone to change its identity. A handset’s IMEI number (equivalent to a car’s vehicle identification number - VIN) is altered to enable illegal re-sale, thus facilitating theft and robbery of mobile devices.
[bookmark: _Toc1142610]Existing guidelinesKey recommendation
The IMEI is incorporated in an MS/UE module which is contained within the MS/UE equipment. The IMEI shall not be changed after the ME’s final production process. It shall resist tampering, i.e. manipulation and change, by any means (e.g. physical, electrical and software) [1].
This requirement is valid for new GSM MEs type approved after 1st June 2002. However, this requirement is applicable to all 3GPP system compatible UEs from the start of production. 
The manufacturer implementing the IMEI module in the ME is responsible for ensuring that each IMEI within the allocated range is unique to the ME in which it resides, and is also responsible for keeping detailed records of produced and delivered MEs.
[bookmark: _Toc1142611]Key reasons of IMEI reprogramming
IMEI of Mobile devices are changed against the existing guidelines due to several unethical reasons. Some of them are listed below: 
1) To delete the tracking record of a stolen or lost phonedevice. It is one of the most preferable reasons for changing the IMEI of a mobile device. This means that, even if the stolen mobile device has been reported stolen and blacklisted by phone mobile networks via its original IMEI, the new re-programmed IMEI then passes network log-on checks.
2) To delete the tracking of the manufacturer and model.
3) To inject a phone device which has been blacklisted with another IMEI to allow the phone device to work on a mobile network.
4) For research and analysis purposes. 
[bookmark: _Toc1142612]Key vulnerabilities of IMEI
According to the technical specification 3GPP TS 22.016/ ETSI TS 22.016, IMEIs should not be changeable, but the specification does not indicate any details on implementation characteristics. In order not to stifle innovation, the GSMA retains the view of not proposing to mandate a standardized way to achieve IMEI integrity. [b-3]
In most modern smartphones, the IMEI is stored on EEPROM (Electrically Erasable Programmable Read-Only Memory) which is a type of non-volatile memory allowing individual bytes to be erased and reprogrammed. This begs the question why manufacturers do not use one-time programmable non-volatile memory for storing IMEI. There can be a couple of reasons for this:
1. Manufacturing costs are the primary driver of this flexibility. While phones often have many names on the outside, on the inside, there are a much smaller number of actual hardware manufacturers. Since one hardware builderODM has to create kit for several brandsOEMs, it is much easier to build the systems with EEPROMs that can be re-flashed. again and again, so that products which fail a test while being built for Manufacturer A, can be reworked, re-flashed, and end up being shipped for Manufacturer B. [b-4]
2. Afterwards, when on-board Ethernet appeared, MAC addresses were originally distributed on non-modifiable chips. This meant that when a partially completed board made it up to test, and it was determined to be faulty, the company building on-board Ethernet devices for manufacturers A and B had to keep a log book of all the thrown-away MAC addresses, so that more chips could be burnt, so those addresses would not be 'wasted'. Once they moved to putting MAC's in EEPROMs, failures could be reworked, while the MAC addresses were returned to the pool of available numbers instantly. [b-2].
3. In a rare legitimate case where the IMEI of a user’s phone gets corrupted, it needs to be serviced to inject the original IMEI into the phone again. If such a procedure is not possible due to the use of a one-time programmable read only memory, the motherboard would need to be changed which would incur heavy costs to the user.
[bookmark: _Toc1142613]The existing methods for IMEI reprogramming
IMEIs of mobile phones are either Hardware or Software based. In this regard, there are two methods for changing the IMEIs of mobile phones:
1. Hardware based: by replacing the RX12 chip in a mobile with that of an old phone. [Editor’s note: to revisit for reference]
2. Software based: to change IMEI of mobile phones, various tools and hardware flashers are available on the illicit market. [b-5] 
[bookmark: _Toc1142614]“Flashers” tools
Flashers are a combination of software and, hardware and drivers. They were originally designed for repair purposes, but they can be illegally used to change the IMEI numbers of some mobilee phone devices.
There are many varieties of flasher boxes covering a wide variety of mobile phonesdevices. Therefore, choosing the correct box for a type of mobile phone device or devicephone model or mobile phone device manufacturer can be a daunting task. There are two main categories of flasher boxes:
1. Branded boxes:
They are more expensive than their proprietary counterparts, have well-known names and model numbers and have unique serial numbers.
Some boxes need activation. Software, updates and support is provided for these boxes. The level of support varies depending on the manufacturer of the box. They are widely used by service technicians.
They are sold by recognized suppliers and an “Approved supplier list” is often found on the manufacturer’s website. Thus, it is easier to obtain support for them in forums and on other websites.
Some boxes come with a large amount of cables and can cover both GSM and CDMA phones. They do not usually require an external power supply to function. They rely on the USB interface as a power source. [b-6]
2. Unbranded (Proprietary) boxes: -
These are much cheaper than branded boxes and sometimes match the original flasher boxes in components and functionality. They sometimes combine the functionality and phone support of more than one branded flasher box. They sometimes support the addition of a smartcard from branded flasher boxes.
These do not usually come with any software and/or drivers and put the onus on the buyer to come up with the software from other Internet sources. Some boxes come with phone flashing/servicing cables while others do not. Some require an external power supply that is not usually provided with the purchase.
Flasher Dongles are also available and  can be used for changing the IMEI of mobile phonesdevices. They often offer less functionality than Flasher Boxes but may offer additional services. [b-6]
[bookmark: _Toc1142615]Software Tools
Some of the tools used for IMEI Reprogramming in various types of chipsets are mentioned in the table below- [Editor’s note: need to check]
[bookmark: _Toc1212154]Table 1: Tools for IMEI reprogramming
	S.No.
	Chipset Manufacturer
	Tools used in IMEI Reprogramming
	Manufacturers which use this chipset

	1
	MediaTek (MTK)
	MTK Droid Root and Tools, MobileUncle tools, SP Flash Tool, SigmaKey
	Samsung, HTC, LG, Motorola, Micromax, Lava, Lenovo, Panasonic etc.

	2
	Qualcomm Snapdragon
	NV-Items-Reader-Writer Tool, SigmaKey
	Samsung, Nokia, HTC, LG, Lenovo, Xiaomi, Micromax etc.

	3
	Broadcom
	SigmaKey, Repair 3G Tool, Brcm_Flash_Tool_V2.0.7.0, MultiFun Tool
	Samsung, Lava, Karbonn, Micromax etc.

	4
	Apple A4, A5, A6
	Ziphone
	Apple iPhone, iPad

	5
	
	Xposed App
	Android mobile



Some other Flashers used are Smart-Clip2, Vygis, GTS Box, Universal Box, MT-Box, UFS 3 Tornado. 
Note: Real cases of Flash Tools being used for IMEI Reprogramming can be found in news reports [b-7], [b-8] and [b-9]. 
[bookmark: _Toc1142616]Terminal Emulator
A simple method is presented to change IMEI number on Single-SIM based Android phones using a Terminal Emulator. [b-10] [Editor’s note: need to check]
(i)	Downloading and installing the Terminal Emulator to Android phone.
(ii)	To get the Super User access, open it, type SU and press enter key to gain Superuser access.
(iii)	Then type this command and press enter key: 
echo AT+EGMR=1,7, ”IMEI_NUMBER”>/dev/pttycmd1 or
echo AT +EGMR=1*7*IMEI_1 >/dev/pttycmd1ForDual-SIM Android phones
Type this command: echo AT +EGMR=1,10, “IMEI_NUMBER” >/dev/pttycmd1


[bookmark: _Toc1142617]Dimensions Scale of tampered IMEI
Following are some facts and figures from different news items, reports and statistics which shows the dimensions scale of IMEI tampering:
1. "Not less than 50% of the phones readily available on the market are cloned imitation phones," Vodafone said in its comments to the National Communications Authority (NCA) on why there is no need for an Interconnect Clearinghouse (ICH) in Ghana. [b-22]
2. In 2011, 125 million substandard and counterfeit handsets were sold globally, which increased to 148 million in 2013. [b-11]
3. 184 million fake mobiles globally in 2017 as per SpotaFakePhone. [b-12]
4. The Karnataka (India) police is trying to tackle a serious problem- the counterfeiting of IMEI numbers. Police suspect that over a 100’000 International Mobile Station Equipment Identity (IMEI) numbers have been cloned in Karnataka and at least 1’000’000 phones use such cloned numbers, states a report by The New Indian Express. In fact, in one case the Bengaluru police was probing, a single number was being used by 1,800 phones. This does not just pose a threat to national security, but is also a major hurdle in police investigation. Millions of IMEI numbers are being cloned across the country. [b-13], [b-14]
5. The share of mobile device with “zero” or duplicated IMEI in “Rostelecom” network is about 10%. [b-15]
6. In Egypt, the National Telecommunications Regulatory Authority established a Central Equipment Identity Register (CEIR) in 2010 to combat counterfeit handsets. Around 500,000 mobile handsets have been found with fake IMEI codes. [b-16]
7. The Communications Commission of Kenya gave notice to all mobile network operators to phase out counterfeit handsets from their networks– some 1.89 million counterfeit mobile phones have been phased out since 2012. [b-16]
8. Turkey’s Communication Technologies Authority established in 2006 a CEIR to prevent the usage of non-registered mobile phones, tax loss, unfair competition and hijacking. As of the end of 2010, there were some 14 million blacklisted IMEI numbers. [b-16]
9. During 2012, the counterfeit handset market shares in Tanzania have fluctuated between 10% and 20% of the entire market volume. [b-17]
10. In India, in 2009, the Government banned services on mobile handsets without IMEI numbers; an estimated 25 million mobile handsets became ineffective. [b-17]
11. In India, over 50671434 cases (out of 91.492 crores wireless connections in Telecom Network of the country) of mobile phone identification number (IMEI) cloning have been reportedly observed across the country during an exercise carried out in June, 2014. 
In a separate exercise, it was found that the number of multiple connections working with the same IMEI to be as high as 37354. The gist of the cases reported having the same IMEI attached to different devices within the network of the same operator is listed in table below.
[bookmark: _Toc1212155]Table 2: Existence of multiple mobile device with same IMEI, India 2014
	S.No
	Number of mobile devices attached with an IMEI
	Number of cases 

	1
	> 10000
	28

	2
	 500-1000
	13

	3
	100-500
	551



12. In a recent survey in a particular LSA in India, it was found that 83.3% mobile devices are being used with only single SIM. 13.6% mobile devices are being used with more than one SIM, whereas 2.8% devices are being used by more than 2 SIMs. Few number (0.3%) of mobile devices are found with invalid IMEI. 

[bookmark: _Toc1212213]Figure 1: IMEI analysis – all service providers in single LSA in India
However, it is very early to conclude that the mobile device which is being used by more than one SIM is duplicate. In a genuine case it may be possible that the subscriber has used someone else’s SIM in their own mobile device for testing purposes.

13. In the same survey it was observed that the number of multiple connections working with the same IMEI to be as high as 14653 within the same LSA.
14. As per Indian Cellular Association (ICA), on a national basis, the grey market accounted for 75 per cent of the total market, with the estimated loss to Central Government at Rs 25 Billion. The mobile handset was among the five top items under the scrutiny of the Department of Revenue Intelligence for study of tax evasion. [b-23]
15. All countries, especially developing countries are targeted for counterfeit mobile devices. A significant negative impact in all regions can be illustrated by IHS iSuppli forecast for grey-handset markets for 2013:
· Asia-Pacific -103 million units,
· Middle East and Africa -38.2 million units,
· Central and Latin America -37.3 million units,
· countries in Eastern Europe also are major target markets. [b-24]
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[bookmark: _Toc1212214]Figure 2: Counterfeit effected regions
16. About 19% of mobile handsets sold in the world, are counterfeits and the number has been growing in recent years. [b-28]
17. Research conducted by the Intellectual Property Office of EU (EUIPO) and International Telecommunication Union (ITU) revealed that counterfeiting has impacted on smartphone sales by an estimated 184 million units valued at €45.3 ($52) billion, or 12.9% of the total smartphone sales. These sale losses have a domino effect - in the EU, US and Latin America markets, the losses accounted for more than €4 billion each, in Africa € 1 billion, the Arab States €2 billion and in China more than €16 billion. [b-28]
18. The Executive Vice Chairman of the Nigerian Communications Commission (NCC) in 2015, disclosed that about 250 million substandard phones were being sold yearly in the country. Counterfeiting is a growing economic problem affecting a wide range of products in the ICT sector. Mobile phones are especially targeted with some 250 million counterfeits sold yearly. This number constitutes about 15 to 20 per cent of the global mobile phone market. [b-29]
19. In Columbia, there was almost 13% mobile devices which were linked to more than 3 SIMs, showing potential duplication of IMEI.
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[bookmark: _Toc1212215]Figure 3: Duplicate IMEI in Colombia, 2016
Control of duplicate IMEI started in 2017 and after that there is a sharp fall in the number as shown in the figure below.
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[bookmark: _Toc1212216]Figure 4: Trends of duplicate IMEI presence in Colombia
20. As per the report presented by Qualcomm [34], following is the list of duplicate IMEIs - 
[image: ]
[bookmark: _Toc1212217]Figure 5: IMEI associated with multiple MSISDNs
21. There is a huge gap between mobile device supply and consumption – which is surely due to counterfeiting [b-30]
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[bookmark: _Toc1212218]Figure 6: Mobile supply and consumption gap – India 2012.



[bookmark: _Toc1142618][Impacts of tampered IMEI] 
[Editor’s note: invalid/ counterfeit- to work with GSMA, Nigeria and Qualcomm]
Counterfeit devices are usually neither conformity tested nor approved according to any regulatory requirements that may be applicable. The use of counterfeit products can be extremely dangerous. For example, there are reports of deaths due to the explosion of counterfeit batteries, cases of electrocution and fires caused by chargers, and documented instances of these devices containing high levels of hazardous substances such as lead and cadmium. Counterfeit equipment impacts several sectors including manufacturers, operators, consumers and governments through loss of revenue, erosion of brand value, loss of goodwill, network disruptions, poor quality of service (QoS) delivery and risks to public health. [b-18]
Following are the sector-wise impacts of counterfeit devices:
[bookmark: _Toc1142619]Subscriber perspective
1. Counterfeit and health hazards: A substantial number of counterfeit mobile phones are active in the mobile networks with fake IMEI numbers. They are mostly illegal copies of popular brands and models of mobile phones and do not carry a valid and unique IMEI. They can pose health risks to the users as they have not been tested against safety standards and may emit higher level of radiation than recommended (specific absorption rate - SAR).
It is also reported that counterfeit equipment has high levels of hazardous substances like lead and cadmium. They are not subjected to extensive testing (i.e. health and safety, electromagnetic compatibility, low voltage) compared to genuine devices and are not normally type approved hence posing a very high safety risk to consumers.  
2. Security issue: Counterfeit smartphones are a danger to consumers. These devices are made with cheap sub-standard materials and have been shown to contain dangerous levels of metals and chemicals like lead. The devices and their chargers often fail to meet even basic electrical safety standards. [20] 
As the IMEI number is not valid, the mobile device is re-programmed, there is therefore a high chance of the presence of malware which can capture important data from the user, transfer it to any remote server and use it for mala fide intentions. 
3. Non-traceability of stolen handsets: There is a huge grey market involved in the IMEI cloning of mobile devices. The stolen mobile devices are reprogrammed with the genuine IMEI number already existing in the network. Even if a stolen IMEI number is blocked and the IMEI number is present in the black list of all the EIRs of all telecom operators, it is not possible to identify the cloned devices present in the network and to recover the stolen handsets or devices to the users. 
4. Warranty cover: Unlike branded mobile devices, counterfeit devices do not offer any warranty. Hence these consumers have no recourse when counterfeit devices cease to function. As the devices are normally sold without an invoice and warranty, the consumer is denied the right to have their device replaced if faulty, which is usually the case. Thus, counterfeit devices have a shorter life span and therefore become expensive to the consumer in the long run. [b-19]
[bookmark: _Toc1142620]Manufacturers perspective
Unfair competition and pricing pressure: Manufacturers of original devices invest huge sums of money in producing quality devices. As mobile device manufacturing includes TAC allocation from GSMA, conformity testing against all existing safety and security guidelines etc. to ensure a quality product that is harmless for use. However, for the duplicate mobile device manufacturers these checks are not performed, as a result duplicate/cloned phones are sold at a much lower price.
[bookmark: _Toc1142621]Service provider’s perspective
Degraded and non-reliable Quality of Service: As the duplicate/cloned mobile devices do not pass the desired security and quality testing, it remains unstable and vulnerable. Studies conducted in India and Brazil have shown that such mobile devices have failed call attempts, high call drop rates and handover failure. As far as counterfeit ICT devices are cheaper, consumers prefer to buy them at the expense of the original devices that are relatively expensive. This directly impacts on the manufacturers’ supply chain of genuine devices. [19]
As an MNO (Expresso), conducted an experiment in 20 tampered IMEI Smartphones (7 devices with all 0s, 3 devices with all 1s and 10 devices with all 5s) alongside 20 original Smartphones from different vendors connected to one BTS area in Guinea. An investigation was started from a voice and data quality of service perspective as well as user experience. The results found that there is a huge loss in voice and data capacity alongside the dropped calls that occurred in all the manipulated IMEI devices. Several laboratory tests and implementations emulating real cellular coverage were performed. Results showed that counterfeit phones have degraded quality of service for the user and also impact other subscribers (14 dB sensitivity difference from the original). Additionally, higher dropped calls and access failures rates (up to three times more) were observed. [b-31]
[bookmark: _Toc1142622]Government/ Regulator perspective
1. Non-traceability of miscreants: Now-a-days mobile devices are used by everybody including anti-social & anti-national activists. Often mobile devices provide valuable inputs to law enforcement agencies in preventing and detecting crimes. But IMEI cloned mobile devices in the telecom network pose a severe security threat to the nation as it is impossible to trace the miscreant users amongst the genuine and non-genuine users.
2. Restrict option of blocking IMEIs: Although technically it is possible to block all the devices having the same IMEI numbers present in the network, it also blocks the user having mobile handset with a genuine IMEI number. Thus, blocking or barring the mobile devices having the same IMEI numbers may invite complaints from genuine owners including the filing of legal cases. Thus, blocking all devices with the same IMEI is not an appropriate solution.
3. Lawful Interception: Sometimes it becomes necessary to trace any miscreant through a mobile device, in that case the IMEI number is put in lawful interception based on national rules and regulations. When the miscreant is using several new SIMs in the same mobile, interception through IMEI is the only option available. However, a problem arises when multiple instances of the same IMEI exist in the network. Intercepted content floods the Lawful Agency server. For example, if the IMEI with 1800 instances is put under interception, it will be really impossible to identify the actually intended intercept from the huge number of instances intercepted.

[image: ]

[bookmark: _Toc1212219]Figure: 7 Loss to Government

4. Tax evasion and network health issues: The IMEI cloning and falsification also involves non-compliance to Certification Standards, tax evasion, Customs/Border Protection, Intellectual Property Protection including threat to Public Health and Network Health. Although the loss of government is not limited to Tax evasion only, other loss factors are shown in the figure above.
5. Mobile device theft (and the associated violent crime): Controlling mobile theft is a major priority for government and law enforcement agencies. To date resale value of the stolen mobile devices is quite lucrative as after IMEI number re-programming it is not traceable. 


[bookmark: _Toc1142623]Concerns on misuse of IMEI numbers raised by Member States
[bookmark: _Toc1142624]Concerns of ITU Council-17
The important issue discussed in ITU Council-17 was regarding misuse of International Mobile Equipment Identity (IMEI) numbers. According to the 3GPP technical specifications and GSM Association (GSMA) guidelines it was intended to ensure that the integration of IMEI numbers in mobile telephones at the time of manufacture would be done in such a way as to render the mobile devices unusable if their IMEIS were altered. This is a very serious problem, in socio-economic terms and, above all, in terms of security. The problem needed to be tackled through a combination of country programmes and international cooperation initiatives, with the aim of at least ensuring that IMEI numbers were non-erasable and non-reprogrammable. 
As per the ITU Council-17, it was important to involve service providers, equipment manufacturers, national enforcement authorities and other interested parties in moves to resolve these issues. The importance of specific measures to implement regulations was specially discussed. All councillors agreed that the question could be taken on by TSB, to be included as part of the work done by Study Group 11, and that there should be collaboration for that purpose with GSMA.
While ITU-T Study Group 11 could come up with the technical means of preventing an IMEI number from being changed or tampered with, it would still need to be made obligatory for manufacturers at the country, regional or international level to do so. It would be helpful if the Council could adopt a resolution along those lines to ensure that the process was properly implemented.
[bookmark: _Toc1142625]Concerns of ITU Council-18
For the above-mentioned purpose GSMA collected data and took targeted action, but GSMA was also aware that implementation was patchy. ITU had adopted various resolutions dealing with the impact of counterfeit devices, and ITU-T should therefore ask GSMA for more information and for timelines. Noting that Resolution 97 (Hammamet, 2016) gave ITU-T a mandate to address tampering and non-reliability of unique identifiers, it was requested that TSB take action in that regard and report back to Council-19. TSB could draw on the summary record of the present meeting for guidance in that respect. 
Tampering with unique telecommunication device identifiers was a challenge faced by all members and an especially critical issue for developing countries. Rather than develop new unique identifiers, steps should be taken to guarantee that existing identifiers could be securely stored on devices and rendered tamper-proof, and to implement means of detecting clones and differentiating them from genuine devices. Moreover, projects to build databases to store the IMEIs of mobile handsets and thereby prevent counterfeiting –would fail if the IMEI numbers changed or were duplicated. ITU-T Study Groups, in particular Study Group 11, should therefore continue to develop Recommendations, technical reports and guidelines to address the problems posed by counterfeits, in accordance with Resolutions 96 (Hammamet, 2016) and 97 (Hammamet, 2016).
Resolution 97 resolved that "ITU-T should, in collaboration with the relevant standards organizations, develop solutions to address the problem of duplication of unique identifiers". 
[bookmark: _Toc1142626]Consolidation of the existing concerns
1. Misuse of International Mobile Equipment Identity (IMEI) numbers.
2. Tampering with unique telecommunication device identifiers is a challenge faced by all members and an especially critical issue for developing countries.
3. Projects to build databases to store the IMEIs of mobile handsets and thereby prevent counterfeiting would fail if the IMEI numbers changed or were duplicated.
4. Steps should be taken to guarantee that existing identifiers could be securely stored on devices and rendered tamper proof, and to implement means of detecting clones and differentiating them from genuine devices.
5. The problem needed to be tackled through a combination of country programmes and international cooperation initiatives, with the aim of at least ensuring that IMEI numbers were non-erasable and non-reprogrammable.
6. Resolution 97 (Hammamet, 2016) gave ITU-T a mandate to address tampering and non-reliability of unique identifiers.
7. Study Group 11 should therefore continue to develop Recommendations, technical reports and guidelines to address the problems posed by counterfeits, in accordance with Resolution 96 and Resolution 97 (Hammamet, 2016)
[bookmark: _Toc1142627]Key weaknesses of IMEI
Ideally, IMEI re-programming may be required only at the authorized service centre of the mobile device manufacturer. IMEI number is stored in EFS (Encrypted File System) partition in the mobile storage. [Editor’s note: Ref to be added] [Editor’s note: link between FES, EEPROM and RX12]Decryption algorithm and corresponding keys are available with the re-programming utility. As this utility is very significant for national security and misuse of this utility could be very dangerous, this utility should not be available publicly. However, practical access to these utilities is widely available, for example, such a utility is available to more than 1000 service centres of a popular brand in India. It is very difficult to maintain secrecy of this important utility amongst such a huge number of employees of these service centres. As a result, these utilities are available in the grey market for IMEI re-programming. Although IMEI could be re-programmed, some specific brand mobile devices are still well known for their IMEI security and there is little resale value of those particular stolen mobile devices.
If mobile manufacturers are serious about the concerns related to IMEI re-programming, it is possible to have control over these tools and misuse could be prevented. 
Alternately, if the IMEI is kept in a non-editable area – all the problems related to IMEI reprogramming will be resolved. Currently IMEI corruption issues occur as the area where IMEI is written could be edited or modified – so by mistake it can be modified by the operating system or by any other application running on the operating system., But, if the area become non-editable, there is no chance of IMEI corruption.
ITU-T also involved GSMA to make a recommendation to prevent IMEI reprogramming. GSMA is also desirous for this but does not want to stifle innovation. GSMA retains the view of not proposing to mandate a standardized way to achieve IMEI integrity. However, GSMA has suggested 9 principles on IMEI storing mechanism. If these security principles are followed IMEI is expected to be protected. 
As of now, there is no strict rule for mobile manufacturers to secure IMEI, as a result they do not take effective precaution to make the IMEI reliable. To resolve the reliability of IMEI permanently, in cooperation with the mobile manufacturers, there is a need to set up such rules globally so that they can follow them to make IMEI non-editable in all future mobile devices.
Even after that happens, problems will persist for a few more years until all the old counterfeit mobiles are phased out from the operation. 



[bookmark: _Toc1142628]Concerns on misuse of IMEI raised by Member States

[Editor’s Note: The meet agreed that is necessary to review the order and rearrange the items on the report].
Concerns of ITU Council-17
The important issue discussed in ITU Council-17 was regarding misuse of International Mobile Equipment Identity (IMEI). According to the 3GPP technical specifications and GSM Association (GSMA) guidelines it was intended to ensure that the integration of IMEI in mobile devices at the time of manufacture would be done in such a way as to render the mobile devices unusable if their IMEIs were altered. This is a very serious problem, in socio-economic terms and, above all, in terms of security. The problem needed to be tackled through a combination of country programmes and international cooperation initiatives, with the aim of at least ensuring that IMEIs were non-erasable and non-reprogrammable. 
As per the ITU Council-17, it was important to involve service providers, equipment manufacturers, national enforcement authorities and other interested parties in moves to resolve these issues. The importance of specific measures to implement regulations was specially discussed. All councillors agreed that the question could be taken on by TSB, to be included as part of the work done by Study Group 11, and that there should be collaboration for that purpose with GSMA.
While ITU-T Study Group 11 could come up with the technical means of preventing an IMEI number from being changed or tampered with, it would still need to be made obligatory for manufacturers at the country, regional or international level to do so. It would be helpful if the Council could adopt a resolution along those lines to ensure that the process was properly implemented.
Concerns of ITU Council-18
For the above-mentioned purpose GSMA collected data and took targeted action, but GSMA was also aware that implementation was patchy. ITU had adopted various resolutions dealing with the impact of counterfeit devices, and ITU-T should therefore ask GSMA for more information and for timelines. Noting that Resolution 97 (Hammamet, 2016) gave ITU-T a mandate to address tampering and non-reliability of unique identifiers, it was requested that TSB take action in that regard and report back to Council-19. TSB could draw on the summary record of the present meeting for guidance in that respect. 
Tampering with unique telecommunication device identifiers was a challenge faced by all members and an especially critical issue for developing countries. Rather than develop new unique identifiers, steps should be taken to guarantee that existing identifiers could be securely stored on devices and rendered tamper-proof, and to implement means of detecting clones and differentiating them from genuine devices. Moreover, projects to build databases to store the IMEIs of mobile handsets and thereby prevent counterfeiting –would fail if the IMEI numbers changed or were duplicated. ITU-T Study Groups, in particular Study Group 11, should therefore continue to develop Recommendations, technical reports and guidelines to address the problems posed by counterfeits, in accordance with Resolutions 96 (Hammamet, 2016) and 97 (Hammamet, 2016).
Resolution 97 resolved that "ITU-T should, in collaboration with the relevant standards organizations, develop solutions to address the problem of duplication of unique identifiers". 
Consolidation of the existing concerns
8. Misuse of International Mobile Equipment Identity (IMEI).
9. Tampering with unique telecommunication device identifiers is a challenge faced by all members and an especially critical issue for developing countries.
10. Projects to build databases to store the IMEIs of mobile handsets and thereby prevent counterfeiting would fail if the IMEIs changed or were duplicated.
11. Steps should be taken to guarantee that existing identifiers could be securely stored on devices and rendered tamper proof, and to implement means of detecting clones and differentiating them from genuine devices.
12. The problem needed to be tackled through a combination of country programmes and international cooperation initiatives, with the aim of at least ensuring that IMEIs were non-erasable and non-reprogrammable.
13. Resolution 97 (Hammamet, 2016) gave ITU-T a mandate to address tampering and non-reliability of unique identifiers.
14. Study Group 11 should therefore continue to develop Recommendations, technical reports and guidelines to address the problems posed by counterfeits, in accordance with Resolution 96 and Resolution 97 (Hammamet, 2016).
Approaches to secure IMEI
Storage of IMEI is a non-editable area is the ideal solution to make IMEI secure, but practical feasibility on mandating this to all the mobile manufacturers globally needs to be exercised. 
[bookmark: _Toc1142629]Stolen/lost mobile not reported
As of now, lots of stolen/lost phones remain unreported and hence not un-blacklisted – which is a major source of mobile devices for re-programming. Solution is to encourage reporting; incentivize victim reporting via insurers; require police communication to phone networks; regulate networks and incentivize call takers to solicit information from callers.
[bookmark: _Toc1142630]IMEI unknown to victim
While obtaining stolen/lost mobile device data, it was found that to a major portion of victims who reported the theft – IMEI number was not known to them. So, practically there is no use of stolen reporting as it cannot identify the actual mobile device. This problem could be solved through CEIR. CEIR will be having all IMEI-IMSI-MSISDN triplets of the existing subscriber base. When the mobile theft/lost is reported, even if the IMEI number is not known to the subscriber, MSISDN number will be available from system. From CEIR, last used IMEI for that MSISDN (before the theft occurs) could be retrieved. Identified IMEI could then be black-listed through CEIR so that blacklisted IMEI is circulated to all service providers. [Editor’s note: contributions are expected to improve this section]
[bookmark: _Toc1142631]IMEI not blacklisted by network
Occasionally it happens that the reported mobile device is not blocked by the network even in a local network. For complete effective blocking – the IMEI needs to be blocked in the whole country, and for further accuracy – in the world. This could also be achieved through CEIR and a Global Black list. National level regulation and enforcement is required for the same reasons.
[bookmark: _Toc1142632]Lack of Effective implementation/ enforcement of Law and regulation
In some countries there are national law against the tampering of IMEI identity of mobile devices, IMEI re-programming is defined as an illegal activity, punishment for this unlawful activity is also defined. IMEI security is becoming more serious and critical day by day and due priority is to be given to the enforcement of the regulations. 
[bookmark: _Toc1142633]Lack of knowledge about Genuine mobile devices
A major portion of citizens are not aware about the procedures and checks that should be performed before buying a mobile device, in order to check whether it is genuine or not. Lots of mobile devices are available on the illicit market, the interface looks like an iPhone, but internally it is using a pirated android OS.
To overcome the IMEI reliabilitysecurity issues discussed above, the following options have been identified, which are required to be implemented nationally and internationally.  
[bookmark: _Toc1142634]Public awareness
Most consumers are not aware of counterfeit devices and the negative effects of such devices. They even do not know how to check that a mobile device is genuine. As the cost of counterfeit mobile devices are on average 10-25% less than genuine devices, consumers opt for the cheaper device. So, there is an urgent requirement of a public awareness campaign mainly through TV, newspaper, social media, SMS and radio announcements to promote public awareness of the dangers of counterfeit mobile devices. 
[bookmark: _Toc1142635]Conformity Assessment Check Process for market entry
All cars on the road in the UK are required to undergo an inspection to obtain a certificate of roadworthiness or MoOT. The MoOT system is not infallible but acts as a constraint on stolen, un-roadworthy or otherwise illegal cars. [Editor’s note: example to be removed and to be re-written] Something similar for mobile phones could reduce reprogramming, increase consumer responsibility and drive some thieves out of the market. More stringent measures could be envisaged: An amnesty could precede legislation that punishes anyone found using a stolen and reprogrammed mobile phone. Existing duplicate/tampered devices could be allowed to operate on the networks for a sufficient period of time before phasing them out. [Editor’s note: Explain the process before example]
In January 2015, the government of India banned the import of mobile phones with duplicate or fake IMEI numbers in a bid to help security agencies in tracking callers using different SIM cards. In a notification, the Director General of foreign trade had said that GSM handsets with duplicate or fake IMEI and CDMA handsets with fake or duplicate ESN/MEID are added to the list of prohibited items for import.
Prior to this, there was already an order in place which banned the import of mobile phones with fake IMEI numbers in 2009. The new rule further extended the ban to duplicate handsets as well. Generally, the grey market in India thrives on cloning the IMEI numbers of genuine handsets. [Editor’s note: other than reference, mention DoT document. b-27]
In Brazil, to combat counterfeit devices there is stringent legal provisions which clearly say that all equipment must be certified to be used on Brazil’s mobile network, operators must activate only certified equipment on their network, users must only use certified equipment and cannot tamper with them. [Editor’s note: Reference to be added]
[bookmark: _Toc1142636]Market surveillance activity/Random Spot-checking
There may be scope for random spot checks of mobile devices including customers and s. Drink-driving incurs random checks so why does the same rationale not apply to carrying stolen goods? The victim of a robbery may have experienced significant emotional and physical as well as financial costs. Random spot checks would incentivize both sellers and customers to avoid stolen mobiles. However, the feasibility of this type of check needs to be considered as this may create nuisance to the public. [Editor’s note: re-write]
[bookmark: _Toc1142637]Rating of mobile device or manufacturer
Handset security is currently not particularly marketable. The recent phone theft index may go some way towards remedying this. Other possibilities may exist. If safety ratings for individual handset models could be generated, perhaps they could be published by popular magazine or newspapers, and used to incentivize the security market. There could be ratings for handset IMEI reliabilitysecurity and for network blacklisting rates (the likelihood that a network disconnects a handset reported as stolen). Such indicators could be monitored by an independent agency of the country. For example, the Bureau of Energy Efficiency is an agency of the Government of India, under the Ministry of Power, which introduced Standards and Levelling Program under which all manufacturers are required to place a level showing how much electricity an appliance will consume under certain conditions. Gradually customers would switch to more secure reliable and safer mobile devices. [Editor’s note: re-write]
[bookmark: _Toc1142638]Global Black-listing
Some stolen mobiles, as with valuable cars, are shipped overseas for re-sale. There is a need for international cooperation, particularly on blacklisting by networks. How is it that fast-moving global manufacturers can coordinate the global roll-outs of new models, yet cannot coordinate the transfer of information for international blacklisting? The mobile phone industry is said to suggest that it is the responsibility of national governments to ensure this transfer of information. GSMA maintains a Global Black list and service providers of different countries share their black-list data with GSMA. GSMA in turn broadcasts this global black-list to all service providers of all the connected countries. Thus, any mobile device reported as stolen will be blacklisted globally and cannot be used anywhere in the world. [21][Editor’s note: contributions are expected to improve this section] 
[bookmark: _Toc1142639]Increasing the security reliability of handset software to make reprogramming harder
IMEI number could be stored in different locations with added encryption and maybe with digits reshuffled so that the OS can join the digits and find out the actual IMEI. When the IMEI is stored in different areas and with different encryption and hashes, it will be difficult to modify the IMEI. In case of any change, the hash will be modified and the OS should not allow the mismatch. Even some mobile OS initially reads and store that internally. In case of any change to the IMEI it sends the information to a specific central server – which could be used for tracking IMEI re-programming.
[bookmark: _Toc1142640]Controlling ofAvoid stolen handsets 
It is increasingly common for the police to recuperate the proceeds of crime. Recovering the profits made by networks from calls on stolen mobile phones seems reasonable in this context. This would promote corporate social responsibility among network providers, and incentivize them to avoid stolen handsets. The possibility for networks to examine duplicate IMEIs on their systems, a possible indicator of a stolen phone, has been suggested elsewhere, and one socially responsible network obliged stores that had sold stolen handsets to provide replacements to customers. [Editor’s note: re-word – as regulation]
[Editor’s note: document is reviewed up to this point. The text from session 12 and below has not been consented by the Q15/11 group]
[bookmark: _Toc1142641]The way forward
Over recent years, it is seen that lots of users are using kill switch mobile app to reduce data loss in the case of mobile theft. A kill switch is a mechanism used to shut down or disable machinery or a device or program. The purpose of a kill switch is usually either to prevent theft of a machine or data or as a means of shutting down machinery in an emergency. In mobile computing, a kill switch can disable a device that has been reported lost or stolen. By activating a kill switch, the network administrator can protect the data on the device from being stolen or altered. In a car or boat, a kill switch can prevent the vehicle from starting unless an associated security mechanism is activated.
A mobile kill switch is activated remotely by phone owners whose handset has been stolen. This can also trigger deletion of handset data and disable all handset operations. This appears to have the advantage of being more comprehensive and possibly more difficult to overcome than blacklisting in respect of user data protection. 
Other than kill switches there are other types of mobile applications with similar functionality. But all these are available on smart phones only. There is no generalized solution for both feature phone and smart phones. 
This provides clear evidence that a seemingly intractable high-volume crime can be prevented by improved design, without much, if any displacement. However, while it provides further evidence that industry is best placed to develop product security, it also shows the need to overcome market failure via a mix of regulation and incentives. There is growing evidence that market failure is common when it comes to crime prevention, because there is no natural incentive for the relevant industry to develop the required security.
If left to its own devices, no industry will pay for security without an added incentive to do so. This necessitates government intervention, and it took many years to incentivize car security. There is a clear case for more immediate and more forceful action by government to promote efforts to curtail phone theft, and for international coordination to plug the gaping holes in the international IMEI database. The alternative is an apathy that effectively causes more crime at great cost to victims and society.
Mobile phone manufacturers have made some effort to reduce reprogramming. The mobile industry’s trade association, GSMA published “9 principles”, to encourage manufacturers’ security concerns. 
[image: ]
[bookmark: _Toc1212220]Figure:8 Principles for IMEI security
Changes in IMEI security are monitored via a “Weakness Reporting and Correction Process”, the results of which do not appear to be publicly available. There are now some phone handsets that store the IMEI in a one-time programmable, non-rewritable, memory chip (termed a “UEM” chip). Since, in theory, it cannot be re-written, replacing the chip is the only option. There are possibilities to integrate the chip with other aspects of handset circuitry such as removing the chip results in the phone being incapacitated. At the same time, however, it is also likely that kits and parts will become more readily available, and cheaper, particularly via the internet. This will allow offenders to replace the chips themselves, enabling them to reprogram the new chip with any IMEI that they wish. [b-26]
Changing the identity of stolen products is a major issue for crime prevention and community safety. Unique identification should be an aim for manufacturers of all valuable products. With unique identification, possibilities exist for tracking, detection and deactivation of stolen items. Reprogramming in various forms is then the tactical displacement issue that needs to be overcome. 
Reprogramming of some phones has become trickier where the IMEI is stored on a non-reprogrammable chip. Some smartphones have an internal non-removable battery and the shell is more difficult to open. It takes greater expertise to physically replace a chip rather than alter software. However, there are webpages offering instructions on how to change, for example, the IMEI of some iPhone models and many smartphone models are reprogrammable. A reprogrammed phone uses an IMEI number that is a duplicate of that of a legitimate phone in order to be able to login to the network when its original IMEI is blacklisted. This means that if duplicate IMEIs can be identified then they can be blacklisted. Vodafone Ireland successfully identified duplicate IMEIs and blacklisted them in order to stop stolen phones from working. Since networks can identify and blacklist duplicate IMEIs, this offers a relatively straightforward solution to the problem. If there are legitimate reasons why a duplicate IMEI is needed, those phones should be easily identifiable and taken care of. If this practice was widespread and routinized, it could have a dramatic effect by disabling stolen phones on any network that shares that blacklist. 
As shown above, even after all the efforts, public awareness, stringent rules and effective enforcement of the regulations, there will be a percent of mobile devices which are still being reprogrammed. One cannot expect that everything will be corrected overnight. After a joint effort by all stakeholders, issues will diminish and eventually reprogramming is expected to be obsolete. 
To cope with the interim period, there should be some system in place which will try to detect the counterfeit tampered mobile devices and restrict their use in the mobile network – anywhere in the world.
As most countries have multiple service providers and some countries have distinct LSAs with different service providers, mere EIR cannot take care of this issue – as the EIR is local to a service provider, it is not interfacing with other LSA or other service provider’s EIR. As a result, if any mobile device is detected as counterfeit and restricted service in local network, it could be used in other networks – where it may not be detected as a duplicate. So, there is a requirement of Central Equipment Identity Register (CEIR) –which will act as central server for all the telecom service providers across all LSAs of the country. In CEIR, all the mobile device IMEI numbers used in the country along with mobile numbers will be stored. In this case, if any IMEI number is in use in the whole country with any mobile number, if the same IMEI comes again with another mobile number – duplication of IMEI will be detected by the system and as per national policy service to the newly detected duplicate IMEI could be blocked or warned with some message and would be allowed in the network for a pre-defined period of time.
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[bookmark: _Toc1212221]Figure 9: Existing message flow for mobile device checking
CEIR should also have a device registry method for all the mobile devices manufactured in the country and all the devices imported to the country. Implementation of import regulatory procedure based on registration of mobile devices is extremely important for elimination of legal import counterfeit mobiles.
For effective implementation of CEIR system, each and every mobile device IMEI, IMSI and MSISDN triplet is required to be available to the CEIR in real time for verification and the response received from CEIR needs be followed in giving service to the IMEI in local networks. 
Whenever any new IMEI-IMSI-MSISDN combination received by CEIR, it should check –format of the IMEI, TAC verification with respect to latest GSMA data, availability of the IMEI in device registry and availability in existing IMEI-IMSI combination.
With the above-mentioned validity check it should be confirmed that –
1. NULL or all zero IMEI will not be allowed in the mobile network.
2. IMEI with alpha numeric characters will not be allowed in the mobile network.
3. IMEI with invalid/non-allocated TAC will not be allowed in the mobile network.
4. IMEI which is not registered/ not available in device registry will not be allowed in the mobile network.
5. IMEI which is already in use with one IMSI – which is not expected to be used with another SIM. In case of national requirement, procedure of SIM change could be formulated separately.
When the above-mentioned validation is done in CEIR, counterfeit - IMEI through reprogramming/ tampering could be detected and restricted for the following cases –
1. When implanted IMEI is invalid, assigned randomly, like all zero, NULL.
2. When implanted IMEI having invalid TAC – which is not allocated by GSMA.
3. When implanted TAC is allocated by GSMA, but IMEI is not manufactured by mobile manufacturer.
4. When implanted IMEI is valid and already in use in the country mobile network by another user.
So, it is expected that through CEIR implementation majority of the tampered/reprogrammed IMEIs will be detected and could be restricted as required by national policy.
As described in Figure 9, most of mobile network currently use Check-IMEI/ ME-Identity-check message to check the validity of the mobile device. IMEI number is the argument passed from MSC/VLR/MME to EIR in this message. Status of the given IMEI is returned back from EIR and according to the returned status access to the network is allowed or rejected. EIR stores the black listed and grey listed IMEI numbers. Black listed IMEIs are not allowed in the network whereas grey listed numbers are allowed in the network with some level of observation is enabled. EIRs mostly do not store the white listed numbers, rather it stores GSMA TAC code list and validates as per TAC to allow in the mobile network as white listed.
If there is no duplicate or counterfeit mobile device in the network, the existing procedure is sufficient. But issues arise when the same IMEI number is present in the network multiple times and one of these multiple IMEIs is legitimate. The service to the legitimate IMEI number could not be barred. If the IMEI number is black listed through CEIR, service to all such IMEI numbers will be blocked – including the genuine legitimate user. Finally, this cannot be considered as a viable solution.
Requirement is that – IMEI to be blocked but the same IMEI with specific IMSI to be allowed in the network. To allow the same, some enhancement in the mobile network will be required. Figure 10 shows the required message flow – where Enhanced Check IMEI or ME-Identity-Check message will pass both IMEI and IMSI for mobile device checking to EIR. EIR will check the IMEI, if it is there in the black list, it will again check whether IMEI-IMSI combination is available in the EIR or not. If the IMEI-IMSI combination is available in the white list, then this particular SIM bearing the IMSI will be allowed service even on the black listed IMEI.

MSC/ VLR/ MME

CEIR

                                 Check-IMEI/				      Check IMEI StatusEIR

			     ME-Identity-Check

[bookmark: _Toc1212222]Figure 10: Required message flow for mobile device checking
The list of IMEI-IMSI combination, where IMEI is black listed and the combination is allowed for mobile service is termed as Black List Override (BLO).
Whenever any query for mobile device check will be received by CEIR from service provider EIR, CEIR is expected to provide current status of the IMEI with White list or Black list. In case of BLO, CEIR should respond that IMEI-IMSI combination is in white list. Accordingly, EIR will send back response to the network MSC/ VLR/ MME. To reduce network bandwidth, processing load on CEIR and to minimize delay in IMEI-Attach/LU, it is recommended that service provider EIR should store the responses received from CEIR for further checking of already checked IMEI-IMSI combinations. In case a new combination received at EIR, it will be verified from CEIR.
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