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Abstract: This document contains some clarifying text about the role of the 5G network and the MNO when it comes to medical data processing.
---------- BEGIN OF CHANGE #1 ----------

Actors and Responsibilities

In the field of data security, the following roles are often defined: 

· Controllers:  natural or legal person that is responsible for handling the whole data life cycle and will have to establish or amend technical and organizational measures to ensure and prove that the processing of personal data fully complies with regulatory requirements. In practise, controllers can be e.g. hospitals, health houses or physicians…

· Processors: natural or legal person that processes medical data. A processor is required to maintain records of all its processing activities and to maintain disclosure readiness of this information to show compliance. A processor could be for instance a cloud provider offering services to a controller for data storage and processing.
In the process of transporting medical data over a 5G network, in particular if the mobile operator is responsible for any key material that can be used to decrypt the medical data, or is otherwise involved in storing or adjusting the data, then this would involve assigning a processor role to telecom operators. Also, if the operator did not provide sufficient safeguards to protect data loss or if the operator lacks behind in fixing known security holes and vulnerabilities, they may be held accountable by health data controllers and processors.
Interactions between data subjects, regulators, controllers and processors are shown on the picture below:
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Figure 5: Role model on personal data security
For more information on general data requirements from regulatory bodies, see Annex A.
------------------------- END OF CHANGE #1 ----------------------------

