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4.1
Introduction

For the purpose of this document, a vertical domain is a particular industry or group of enterprises in which similar products or services are developed, produced, and provided. Automation refers to the control of processes, devices, or systems in vertical domains by automatic means. The main control functions of automated control systems include taking measurements, comparing results, computing any detected or anticipated errors, and correcting the process to avoid future errors.  These functions are performed by sensors, transmitters, controllers, and actuators.

In the context of this document, cyber-physical systems are referred to as systems that include engineered, interacting networks of physical and computational components. Cyber-physical control applications are to be understood as applications that control physical processes. Cyber-physical control applications in automation follow certain activity patterns, which are open-loop control, closed-loop control, sequence control, and batch control (see Clause 4.2).

Communication services supporting cyber-physical control applications need to be ultra-reliable, dependable with a high communication service availability, and often require low or (in some cases) very low end-to-end latency.
Communication in automation in vertical domains follows certain communication patterns. The most well-known is periodic deterministic communication, others are a-periodic deterministic communication and non-deterministic communication (see Clause 4.3).

Communication for cyber-physical control applications supports operation in various vertical domains, for instance industrial automation and energy automation. This document addresses service requirements for cyber-physical control applications and supporting communication services from the vertical domains of factories of the future (smart manufacturing), electric power distribution, and central power generation. Service requirements for cyber-physical control applications and supporting communication services for rail-bound mass transit are addressed in TS 22.289 [23].
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5.2
Periodic deterministic communication
Periodic deterministic communication is periodic with stringent requirements on timeliness and availability of the communication service. A transmission occurs every transfer interval. A description of periodic deterministic communication can be found in Clauses 4.3 and 4.4. Additional information on the underlying use cases of the sets of requirements in Table 5.2-1 can be found in Annex A. Further information on characteristic parameters and influence quantities used in Table 5.2-1 can be found in Annex C.

Table 5.2-1: Periodic deterministic communication service performance requirements
	Characteristic parameter
	Influence quantity
	

	Communi​ca​tion service availability: target value (note 1)
	Communication service reliabi​li​ty: mean time between failures
	End-to-end latency: maximum (note 2)
	Service bit rate: user experienced data rate
	Message size [byte]
	Transfer interval: target value
	Survival time
	UE 
speed
	# of UEs
	Service area 
(note 3)
	Remarks

	
	
	
	
	
	
	
	
	
	
	

	99,999 % to 99,99999 %
	~ 10 years


	< transfer interval value
	–
	50
	500 μs 
	500 μs
	≤ 75 km/h
	≤ 20
	50 m x 10 m x 10 m
	Motion control (A.2.2.1)


	99,9999 % to 99,999999 %
	~ 10 years
	< transfer interval value
	–
	40
	1 ms 
	1 ms
	≤ 75 km/h
	≤ 50
	50 m x 10 m x 10 m
	Motion control (A.2.2.1)

	99,9999 % to 99,999999 %
	~ 10 years
	< transfer interval value
	–
	20
	2 ms 
	2 ms
	≤ 75 km/h
	≤ 100
	50 m x 10 m x 10 m
	Motion control (A.2.2.1)

	99,9999 %
	–
	< 5 ms
	1 kbit/s (steady state)
1,5 Mbit/s (fault case)
	< 1500
	< 60 s 
(steady state)
≥ 1 ms (fault case)
	TBD
	stationary
	20
	30 km x 20 km
	Electrical Distribution – Dis​tri​buted automated switch​ing for isolation and service restoration (A.4.4); (note 5) 

	99,9999 % to 99,999999 %
	~ 10 years
	< transfer interval value
	
	1 k
	≤ 10 ms
	10 ms
	-
	5 to 10
	100 m x 30 m x 10 m
	Control-to-control in motion control (A.2.2.2)

	> 99,9999 %
	~ 10 years
	< transfer interval value
	–
	40 to 250
	1 ms to 50 ms (note 6) (note 7)
	transfer interval value
	≤ 50 km/h
	≤ 100
	≤ 1 km2
	Mobile robots (A.2.2.3)

	99,9999 % to 99,999999 %
	~ 1 month
	< transfer interval value
	–
	40 to 250
	4 ms to 8 ms (note 7)
	transfer interval value
	< 8 km/h
	TBD
	50 m x 10 m x 4 m
	Mobile control panels – remote control of e.g. assembly robots, milling machines (A.2.4.1)

	99,9999 % to 99,999999 %
	~ 1 year
	< transfer interval
	–
	40 to 250


	< 12 ms (note 7)
	12 ms
	< 8 km/h
	TBD
	typically 40 m x 60 m; maximum 200 m x 300 m
	Mobile control panels -remote control of e.g. mobile cranes, mobile pumps, fixed portal cranes(A.2.4.1)

	99,9999 % to 99,999999 %
	≥ 1 year
	< transfer interval value
	–
	20
	≥ 10 ms (note 8)
	0
	typically stationary
	typically 10 to 20
	typically ≤ 100 m x 100 m x 50 m
	Process automation – closed loop control (A.2.3.1)

	99,999 %
	TBD
	~ 50 ms  
	–
	~ 100
	~ 50 ms
	TBD
	stationary
	≤ 100 000
	several km2 up to 100 000 km2
	Primary frequency control (A.4.2); (note 9)

	99,999 %
	TBD
	~ 100 ms
	–
	~ 100
	~ 200 ms
	TBD
	stationary
	≤ 100 000
	several km2 up to 100 000 km2
	Distributed Voltage Control (A.4.3) (note 9)

	> 99,9999 %
	~ 1 year
	< transfer interval value
	–
	15 k to 250 k
	10 ms to 100 ms (note 7)
	transfer interval value
	≤ 50 km/h
	≤ 100
	≤ 1 km2
	Mobile robots – video-operated remote control (A.2.2.3)

	> 99,9999 %
	~ 1 year
	< transfer interval value
	–
	40 to 250
	40 ms to 500 ms (note 7)
	transfer interval value
	≤ 50 km/h
	≤ 100
	≤ 1 km2
	Mobile robots (A.2.2.3)

	99,99 %
	≥ 1 week
	< transfer interval value
	–
	20 to 255
	100 ms to 60s (note 7)
	≥ 3 x transfer interval value
	typically stationary
	≤ 10 000 to 100 000
	≤ 10 km x 10 km x 50 m
	Process monitoring (A.2.3.2), Plant asset management (A.2.3.3)

	NOTE 1:
One or more retransmissions of network layer packets may take place in order to satisfy the communication service availability requirement.

NOTE 2:
Unless otherwise specified, all communication includes 1 wireless link (UE to network node or network node to UE) rather than two wireless links (UE to UE).

NOTE 3:
Length x width (x height).
NOTE 4:
(void)
NOTE 5:
Communication includes two wireless links (UE to UE).

NOTE 6:
This covers different transfer intervals for different similar use cases with target values of 1 ms, 1 ms to 10 ms, and 10 ms to 50 ms.

NOTE 7:
The transfer interval deviates around its target value by < ± 25 %.

NOTE 8:
The transfer interval deviates around its target value by < ± 5 %.

NOTE 9:
Communication may include two wireless links (UE to UE)


5.3
Aperiodic deterministic communication

Aperiodic deterministic communication is without a pre-set sending time, but still with stringent requirements on timeliness and availability of the communication service. A description of aperiodic deterministic communication can be found in Clauses 4.3 and 4.4. Additional information on the underlying use cases of the sets of requirements in Table 5.3-1 can be found in Annex A. Further information on characteristic parameters and influence quantities used in Table 5.3-1 can be found in Annex C.

Table 5.3-1: Aperiodic deterministic communication service performance requirements
	Characteristic parameter (KPI)
	Influence quantity
	

	Communication service availability
	Communication service reliability: mean time between failures
	Max Allowed End-to-end latency (note 1)
	Service bit rate: user-experienced data rate
	Message size [byte]
	Survival time
	UE speed
	# of UEs


	Service Area
	Remarks

	> 99,9999 %
	~ 1 week
	10 ms
	> 10 Mbit/s
	
	
	≤ 50 km/h
	≤ 100
	≤ 1 km2
	Mobile robots – video streaming (A.2.2.3)

	99,9999 % to 99,999999 %
	~ 1 month
	< 30 ms
	> 5 Mbit/s
	
	
	< 8 km/h
	TBD
	TBD
	Mobile control panels - parallel data transmission (A.2.4.1)

	99,9999 %
	– 
	< 50 ms
	0,59 kbit/s
28 kbit/s
	< 100
	–
	stationary
	10~100 /km2
	TBD
	Smart grid millisecond level precise load control (A.4.5)

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	> 99,9 %
	~ 1 month
	< 10 ms
	
	
	
	< 8 km/h
	≥ 3
	20 m x 20 m x 4 m
	Augmented reality; bi-directional transmission to image processing server (A.2.4.2)

	NOTE 1:
Unless otherwise specified, all communication includes 1 wireless link (UE to network node or network node to UE) rather than two wireless links (UE to UE).

NOTE 2:
(void)


5.4
Non-deterministic communication

Non-deterministic communication subsumes all other traffic types than periodic/aperiodic deterministic communication. This includes periodic/aperiodic non-real-time traffic. A description of non-deterministic communication can be found in Clauses 4.3 and 4.4. Additional information on the underlying use cases of the sets of requirements in Table 5.4‑1 can be found in Annex A. Further information on characteristic parameters and influence quantities used in Table 5.4-1 can be found in Annex C.

Table 5.4-1: Non-deterministic communication service performance requirements
	Characteristic parameter (KPI)
	Influence quantity
	

	Communication service reliability: mean time between failures
	Service bit rate: user-experienced data rate
	UE speed
	# of UEs
	Service area (note)
	Remark

	~ 1 month
	≥ 1 Mbit/s
	~ 0 km/h
≤ 75 km/h
	
≤ 100
	50 m x 10 m x 10 m
	Motion control - software updates (A.2.2.1)

	
	> 10 Mbit/s
	≤ 50 km/h
	≤ 100
	≤ 1 km2
	Mobile robots; real-time video stream

	
	
	
	
	
	

	NOTE:
Length x width x height


5.5
Mixed traffic

Mixed traffic cannot be assigned to one of the other communication patterns exclusively. Additional information on the underlying use cases of the sets of requirements in Table 5.5-1 can be found in Annex A. Further information on characteristic parameters and influence quantities used in Table 5.5-1 can be found in Annex C.

Table 5.5-1: Mixed traffic communication service performance requirements
	Characteristic parameter (KPI)
	Influence quantity
	Remarks

	Communication service availability
	Communication service reliability: mean time between failures
	Max Allowed End-to-end latency (note 1)
	Service bit rate: aggregate user-experienced data rate
	Survival time
	UE speed
	# of UEs
	Service Area
	

	
	
	
	
	
	
	
	
	

	99,9999999 %
	~ 10 years
	16 ms
	
	
	stationary
	< 1 000
	several km²
	Wind power plant – control traffic (A.5.2); 

	NOTE 1:
Unless otherwise specified, all communication includes 1 wireless link (UE to network node or network node to UE) rather than two wireless links (UE to UE).

NOTE 2:
(void)
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A1
About the vertical domains addressed in this Annex

A vertical domain is an industry or group of enterprises in which similar products or services are developed, produced, and provided. 
The vertical domains addressed in this Annex are

-
Factories of the Future (A.2);


-
electric-power distribution (A.4);

-
central power generation (A.5)
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A3
(Void)










	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	










	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	






 End of Change 5 



END OF PROPOSED CHANGES


