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Abstract: This contribution proposes a use case for onboarding of industrial IoT devices on a factory non-public network. This would introduce a new use case into either a new TR 22.8xy or into TR 22.804, depending on the agreed target for the FS_cpCAV17 study item.

---------- Start Change ----------

5.Y	Onboarding of industrial IoT devices on a factory non-public network
5.Y.1	Description
This scenario describes a bootstrapping procedure for granting connectivity via an NPN to industrial equipment. In this scenario, a factory with a deployed NPN brings new a device into service (onboarding), potentially using credentials provided by the device manufacturer.
As an initial consideration, it cannot be expected that IoT devices are provisioned with the credentials for an NPN at the time of manufacture. IoT devices, even industrial IoT devices, are expected to be produced agnostic to the eventual purchaser and operator. It is also clear from TS 22.104 that devices will require credentials in order to be able to use an NPN. For this reason, several of the use cases documented in TR 22.804 refer to some method of “[provisioning] the [NPN] credentials via a secure mechanism”. Service requirements for this mechanism have not been explored or set in TS 22.104.
In this scenario, a factory owner purchases industrial IoT devices for use in a manufacturing facility. These industrial IoT devices provide a diverse set of functions, as discussed in examples available in Section A2.2, TS 22.104. The devices are procured from different vendors, for example, a motion controller, a mobile robot and a control panel from three different vendors A, B and C. The devices may not have any user-interface (i.e. screen, keyboard etc.)
The factory owner wishes to connect these industrial IoT devices to a non-public network (NPN) deployed in his factory. Further, it is desirable to perform this connection without physical interfacing with the industrial IoT device, for example by avoiding pushing credentials into the industrial IoT device with a debug cable interface, or a smartcard interface. This translates to a “zero-touch” onboarding requirement. 
In this scenario the IoT device can connect to the NPN for provisioning purposes only and, without NPN credentials, gain access to a provisioning service which allows it to be authorised to securely retrieve NPN credentials.

5.Y.2	Pre-conditions
1. An NPN has been deployed in a factory.
2. The factory procures an industrial IoT device from an industrial device vendor
3. The industrial IoT device does not have credentials to make an operational connection to the NPN within the factory

5.Y.3	Service Flows
1. Device is powered on within coverage of the NPN
2. Device connects to the NPN for provisioning purposes
3. Device is provisioned with credentials to be operational in the NPN
Note: This step may involve interaction between a provisioning system potentially with a system maintained by the IoT device manufacturer.

5.Y.4	Post-conditions
1. Device begins operating within the NPN
Note: Device can operate within the NPN without any further interaction with any system maintained by the IoT device manufacturer.

5.Y.5	Existing features partly or fully covering the use case functionality
TS 22.261, clause 6.14.2: The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.

5.Y.6	Potential Requirements
[PR-5.y.6-001]	An NPN shall be able to offer connectivity to a device for provisioning purposes.
[PR-5.y.6-002]	The connectivity provided for provisioning shall not negatively effect the connectivity of devices that are already operational in the NPN.
[PR-5.y.6-003]	A provisioning system shall be able to provision an IoT device with credentials that allow it to operate within the NPN.
[PR-5.y.6-004]	The NPN owner shall be able to interact with the provisioning system to ensure the correct credentials are provisioned to the correct device.
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