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1. Overall Description:

SA1 thanks SA3 for the LS in S3-183717 related to authentication of group of IoT devices.  SA1 has discussed this and has the following feedback to the questions raised in the LS:
1) What kind of scenarios is SA1 considering for authentication of group of IoT devices?

SA1 answer: 
To answer this question, SA1 would like to refer to SA1 study TR 22.861 clause 5.3.2.1 “Bulk provisioning”:
Understanding the IoT use cases depicting devices being deployed in large numbers in a given coverage area, a method by which they can be authenticated without requiring the arduous task of provisioning individual devices with identifiers and shared keys is required.

In addition, there are some requirements referring to efficient bulk operations and authentication for IoT in TS 22.261:

6.4.2.2            Efficient bulk operations for IoT
The 5G network shall optimize the resource use of the control plane and/or user plane to support high connection density (e.g., 1 million connections per square kilometre) of grouped UEs.
The 5G network shall optimize the resource use of the control plane and/or user plane to manage (e.g., provide service parameters, activate, deactivate) groups of UEs.
The 5G system shall support a timely, efficient, and/or reliable mechanism to transmit the same information to multiple UEs.

8.3                  Authentication

The 5G network shall support a resource efficient mechanism for authenticating groups of IoT devices.
From the above description and requirements, it is clear that SA1 considered an efficient authentication mechanisms for bulk/groups of IoT devices without performing arduous task for each individual devices, i.e. bulk authentication for high connection density of IoT devices. SA1 also considered efficient control and user plane optimization for efficient bulk operations for IoT.  
2) What is a definition of a group, i.e. who defines the group, is it a group of devices or subscriptions, are the devices in physical proximity, etc.?

SA1 answer: 
SA1 requirements specify that bulk authentication for high connection density of IoT devices shall be supported by 5G system. How these IoT devices are grouped should depend on SA3 study from solution perspective. 
3) On which layer (i.e. network or application layer) is group authentication taking place?

SA1 answer: 
According to above requirements, the bulk authentication for IoT devices shall be supported by 5G system, i.e., on network layer. 
2. Actions:

To SA3 group.

ACTION: 
SA1 asks SA3 group to take the above answers into account.
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