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********************** First Change *********************
1
Scope

The present document examines the business role models for network slicing in order to identify potential requirements that will enable a 3GPP system to adequately support those models, including:

Business role models for network slicing,

Trust relationships between MNOs and 3rd parties under various business role models, 

Security relationships based on business role models,

Relationship of business role models with slice characteristics (e.g., slice scalability, slice flexibility), and

3GPP enhancements needed to support the business role models for slices.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

non-public network: a network that is intended for non-public use

private slice: a dedicated network slice deployment for the sole use by a specific 3rd party.
4
Overview

4.2
Trust relationships
The degree of trust between the MNO and 3rd party has an impact on the 3GPP system. In model 3a, the 3rd party must be able to trust the MNO to provide the necessary capabilities.  In the other models, the MNO must also be able to ensure that the degree of control provided to the 3rd party does not allow the 3rd party to negatively impact the MNOs network. TS 22.261 addresses the trust relationships for models 3a and 3b. For models 3c and 3d to be supported, additional consideration is needed on the mechanisms to provide the isolation and interfaces that give the 3rd party the appropriate level of control while securing the PLMN.

Specifically for models 3c and 3d, where the 3rd party provides V/NFs or provides and manages some of the virtual/physical infrastructure and V/NFs, SLAs may be used to address some trust issues, such as what each party will provide and manage. However, the principles of trust and verification also come into play. The 3rd party must be able to verify, though the management interface, that all terms of the SLA are being met by the MNO. Similarly, the MNO must be able to verify that the 3rd party is managing resources appropriately so that there is no adverse impact to the rest of the network. Appropriate management interfaces are needed to support both the network operator and 3rd party.

The underlying trust relationships support such models and may lead to new 3GPP requirements, such as the abilities to provide slice based authentication and slice based encryption and integrity protection. The present document considers the trust relationships related to extended control by a 3rd party.
5.1
3rd party encryption

5.1.1
Description

A mobile network operator provides a slice for small business customers. This small business slice supports capabilities such as LAN emulation for the office environment, support for employee smartphones (e.g., voice, high speed data), and internet connectivity to support the business’ social media and advertising needs. The slice can be customized by individual small business customers to better meet their specific needs, using APIs provided by the operator. 

In this scenario, a small business wants to ensure the privacy of its communications within the slice. The trust relationship between the network operator and the 3rd party requires that communications within the slice be private both in terms of other users of the network and the network operator.  This trust relationship can be met by allowing the 3rd party to provide their own encryption algorithm for intra-slice communications, using a customization capability provided by the network operator.

This 3rd party encryption ensures the privacy of the business’ communications within the private slice, although certain metadata may still be visible to the MNO, providing the MNO with resource management data.

The new requirement for this model concerns the ability for the 3rd party to provide its own encryption algorithm for intra-slice communication. Such encryption could be done as an OTT capability, but this would have a negative impact on the overall efficiency of the slice communications. The additional layer of encryption/decryption at each UE and network element, on top of the normal 3GPP processing, increases resource usage, which reduces efficiency and impacts battery life. The time to perform the OTT encryption/decryption also adds to the latency delay for each communication.

Being able to use the 3rd party encryption in a 3GPP-supported manner allows the small business to ensure the privacy of its internal communications and to do so in a resource efficient manner. This requirement would be added to the network capability exposure clause of TS 22.261 [2].
5.2
Private slice selection

5.2.1
Description

A business wants to have a secure and isolated set of network capabilities that meets its communication needs, without having to purchase and maintain the network infrastructure. In this case, a mobile network operator can use network slicing as a means to provide a virtual private network, or private slice, for the enterprise. 

The criteria for the private slice include the following:

-
only UEs belonging to the 3rd party have access to the resources allocated to the slice – this prevents unauthorized UEs from consuming slice resources potentially resulting in an authorized UE not being able to access a needed resource

-
some UEs belonging to the 3rd party may be authorized for use only on the slice (i.e., no access to other slices of the network) – a robot should only use resources belonging to the slice to ensure it receives the necessary service support (QoS etc.) 

-
some UEs belonging to the 3rd party may be authorized for use on the slice as well as on other slices of the network.

The MNO allocates the necessary resources that meet the agreed KPIs for the business to the private slice. The slice includes radio resources allocated for the sole use of the business as well as core network functionality. A business may arrange for more than 1 private slice to differentiate service offerings for different types of equipment, e.g., robotic manufacturing equipment that requires URLLC may be assigned to a specific slice while access to databases and office equipment may be assigned to a separate slice with different KPIs.  Some equipment may need to have access to more than one of the private slices used by the business.  

A mechanism is needed to ensure that the business’ traffic is confined to the slices allocated to the business. This avoids potential churn to the remaining network resources as well as constrains resource usage metrics for slice management and charging purposes. For similar reasons, a mechanism is also needed to prevent non-authorized UEs from attaching to a slice. If the business uses more than one slice (e.g., URLLC/non-URLLC) then a mechanism is needed to ensure that UEs only access the slice(s) within the business that they are authorized for (e.g., printer cannot access a URLLC slice). At the same time, some UEs need to be able to access both slices and slices open to other users (e.g., employee phones). Techniques similar to CSG could be used to optimize the access attempts to certain slices. An optional secondary authentication may also be used to ensure that only authorized UEs access the functionality of the private slice.

The trust relationships in this scenario include the following aspects.

-
The business trusts the MNO to provide the agreed resources and functionality needed by the business.

-
The MNO is responsible for ensuring isolation of the slice communications from the rest of the network, including only allowing authorized UEs to access a slice and constraining authorized UEs to the authorized slice.

-
The business may provide a secondary authentication to ensure only authorized UEs access the private slice.
5.9
Network slicing roles in (off-shore) wind farm

5.9.1
Description

Several roles for network slicing can be inferred from use cases for wind power plant networks, especially for off-shore or remote wind farms. The use case “Customised access of stakeholders to wind power plant network” in [3] details pertinent usage scenarios.

The wind power plant communication network is realised by a 5G system, i.e., a 5G core network and base stations at each wind turbine. The base stations enable wireless communication in their vicinity, e.g., to UEs in helicopters. The wind turbine networks and the local control centre are part of the wind power plant communication network. Moreover, the local control centre connects to a remote service centre, e.g., through the core of a PLMN. The network structure is illustrated in Figure 5.9.1-1.
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Figure 5.9.1-1: Example of a communication network for a wind power plant

The wind power plant communication network is deployed as a non-public network. This network consists of at least one slice. The operator of the network can be a PLMN MNO or, for instance, the wind farm operator or grid operator. The operator of the wind power plant communication network has full control over the operation of the network, including the definition, instantiation, configuration, and operation of any network slices. The operator also manages the subscriber data base for this non-public network. 

The remote service communication between the local control centre in the wind power plant communication network and the remote service centre uses one or more PLMNs. If more than one PLMN is involved, the private slices in the different PLMNs are connected by suitable mechanisms and APIs.

The main objective of the wind power plant communication is to provide customised access for different stakeholders to the applications in a wind power plant. The setup of the communication services with different service requirements is dynamic.

The applications are very diverse. They range from monitoring of sensor data (e.g., collection of sensor data at local control centre) over audio and video surveillance (local at wind turbine and between wind turbine and local control centre) to control applications for controlling the wind turbine operation (locally, from local control centre, and from remote service centre). Most of these applications require dependable communication, control applications require URLLC.

Network slicing enables the assurance of demanding QoS requirements such as low latency, high dependability, and high communication service availability. Network slicing ensures that the not so demanding communication services do not disturb the communication services with high, demanding requirements such as URLLC. Communication services with similar characteristics might be clustered in network slices. However, the operator of the wind power plant communication network might assign select communication services to separate network slices in order to enforce strict isolation between them (one communication service per network slice).

An important use of network slices is the separation of the different users (3rd parties) of the wind power plant communication network. Besides the operator of the wind power plant communication network, there are several external stakeholders that require temporary or continuous access to the network, e.g., grid regulation signalling and grid pricing, external maintenance and helicopter companies. Often, this access is restricted to certain parts of the wind power plant communication network, e.g., a select subset of the UEs attached to this network. The UEs are assigned to corresponding network slices in order to enforce the separation of the different users.

The network slices will be monitored via suitable APIs such as network slice status, slice KPIs, UEs connected to the network slice, etc.

The so-called wind turbine network requires special network slicing roles. It is part of the wind power plant communication network and it contains all network devices of a single wind turbine (see Figure 5.9.1-1). Each wind turbine has a local wind turbine controller for autonomous operation of the wind turbine (in case the connectivity to the local control centre is lost). Furthermore, certain activities on a wind turbine such as maintenance work require network slices restricted to (a subset of) devices of the wind turbine.

External stakeholders have to get access to certain UEs of the wind power plant communication network. Network slices will be set up in order to separate the external stakeholders from the other communication services of the wind power plant communication network (for instance, from the control application of the wind farm). Furthermore, the access to the network slice has to be restricted to the necessary UEs. 

The setup of network slices has to be dynamic and automatic (for instance, if on-site maintenance personnel connects to the wind turbine network wirelessly for performing test procedures).

Several network slices of the wind power plant communication network may extend through a PLMN to the remote service centre (network slices for sensor information, monitoring information, data analytics information).
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