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Introduction

This contribution proposes normative security requirements to 22.261 based on the consolidated potential requirements in FS_CAV.  
Discussion

The following table lists the consolidated potential requirements addressed by this contribution. Modifications are proposed when clarification would be helpful to downstream groups as well as to remove potential duplications/overlap between requirements. For each requirement, a proposal is made on placement in 22.261.
	Requirement
	Reason for modification, if any
	Proposal for 22.261 placement

	Nsa.Aa.3

The 5G system shall support a suitable framework for subscriber network access authentication for type-b networks, e.g., EAP.
	Modified for clarification per the following points:
Changing type-a or type-b to non-public network results in redundancy between the other requirements. The redundancies are removed in the proposed merged requirement.

Nsd.Pnd.8 is not needed any longer as a requirement. A note is added to reflect the concept from Nsd.Pnd.8 that a non-public network may use either the alternative authentication (EAP) or the 3GPP authentication (AKA). 

Referencing a 3rd party is not meaningful for non-public networks which are owned/operated by a vertical. The vertical is essentially the MNO of the non-public network – no longer a 3rd party.
The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with different types of identities and credentials to be used for UE network access authentication in non-public networks.
NOTE: Non-public networks can use 3GPP authentication methods, identities, and credentials for network access but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.
	Add to clause 8.3

	Nsd.Pnd.8

Type-a networks shall only use 3GPP authentication methods, identities, and credentials for network access.
	
	

	Nsd.Pnd.9

The 5G system shall support operator-controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices connecting to type-b networks (e.g., for industrial automation). 
	
	

	Nsd.Pnd.10

For a type-b network, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP. 
	
	

	Nse.Sp.1

The 5G system shall support data integrity protection and per message authentication of the sender.

	Modified for clarification into 2 requirements. Based on discussion at SA1#81, URLLC and energy constrained devices are mentioned specifically as guidance to SA3 that existing data integrity protection and message integrity verification may need enhancement to meet the additional time/energy constraints. 
The 5G system shall support data integrity protection and confidentiality methods that are optimized for URLLC and energy constrained devices.

The 5G system shall support a mechanism to verify the integrity of a message as well as the integrity of the sender of a message.
	Add to new clause 8.x Data security and privacy

	Nse.Sp.2

The 5G system shall provide mechanism for denial-of-service prevention.
	Modified for grammar.

The 5G system shall provide a mechanism for denial-of-service prevention.
	

	Nsa.Aa.1

The 5G system shall support encryption and authentication for the (bi-directional) URLLC service with high bandwidth.
	Modified for clarification.
The 5G system shall support encryption for URLLC services within the  requested end-to-end latency.
	

	Nsa.Aa.2

The 5G system shall be able to authorise 5G service with defined restrictions and enforce the restrictions for each authorised UE. NOTE: The restrictions can be defined areas, network segments, automation devices type, or applications.
	This is covered by existing requirements in 22.261 clause 6.25.2.
	Not carried forward to 22.261 

	Nsa.Aa.5

The 5G system shall support authentication in a network slice of a MNO even when backhaul connection to the slice is not available.
	This may be supported by deployment option based on an agreement between the MNO and 3rd party and depending on the cause of the disconnect to the rest of the network. No additional technical support is needed in stage 2/3.
	


Proposal

According to the above proposals, a CR to 22.261 will be provided to make the changes.
