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This contribution proposes content for annexe B in TS 22.104. This input is based on annexe B in TR 22.804.
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------------------------- Start of Change 1 ----------------------------

Annex B (informative): Communication service errors

B.1

Introduction

IEC 61784-3-3 describes fundamental communication errors that can be identified for applications with functional safety requirements [x1]. The description of these communication errors is adjusted to field buses. These errors may however also occur in other communication systems. As explained in Annex C, some of these errors are also used for the assessment of communication services that do not support safety-critical applications
B.2

Corruption

Messages may be corrupted due to errors within an application, due to errors on the transmission medium, or due to message interference.

NOTE 1: Message error during transfer is a normal event for any standard communication system; such events are detected with high probability at receivers by use of, for instance, hash functions.

NOTE 2: Most communication systems include protocols for recovery from transmission errors, so these messages will not be classed as 'loss' until recovery or repetition procedures have failed or are not used.

NOTE 3: If the recovery or repetition procedures take longer than a specified deadline, a message is classed as 'unacceptable delay'. See also the discussion in Clause ??.

Editor’s Note: Replace “??” above with a link to the pertinent Clause in Annex C (discussion availability and survival time).
NOTE 4: In the very low probability event that multiple errors result in a new message with correct message structure (for example addressing, length, hash function such as CRC, etc.), the message will be accepted and processed further. Evaluations based on a message sequence number or a time stamp can result in fault classifications such as unintended repetition, incorrect sequence, unacceptable delay, insertion [x1].

B.3

Unintended repetition

Due to an error, fault, or interference, not updated messages are accidentally repeated.

NOTE 1:
Repetition by the sender is a common procedure when an expected acknowledgment/response is not received from a target station, or when a receiver detects a missing message and asks for it to be resent.

In some cases, the lack of response can be detected, and the message repeated with minimal delay and no loss of sequence, in other cases the repetition occurs later and arrives out of sequence with other messages.

NOTE 2:
Some field buses use redundancy to send the same message multiple times or via multiple alternate routes to increase the probability of good reception [x1].

B.4

Incorrect sequence

Due to an error, fault, or interference, the predefined sequence (for example natural numbers, time references) associated with messages from a source is incorrect.

NOTE 1:
Field bus systems can contain elements that store messages (for example FIFOs in switches, bridges, routers) or use protocols that can alter the sequence (for example, by allowing messages with high priority to overtake those with lower priority).

NOTE 2:
When multiple sequences are active, such as transmission of messages from different source entities or reports relating to different object types, these sequences are monitored separately, and errors can be reported for each sequence [x1].

B.5

Loss

Due to an error, fault or interference, a message or acknowledgment is not received [x1].

B.6

Unacceptable deviation from target end-to-end latency
Messages may be delayed or advanced beyond their permitted arrival time window. Causes for this behaviour include errors in the transmission medium, congested transmission lines, interference, and applications sending messages in such a manner that communication services are delayed or denied.

NOTE: 
In field buses using scheduled or cyclic scans, message errors can be recovered in the following ways:

a)
immediate repetition;

b)
repetition using spare time at the end of the cycle;

c)
treating the message as lost and waiting for the next cycle to receive the next value.

In case of (a), all subsequent messages in that cycle are slightly delayed, while in case (b) only the resent message is delayed.

Cases (a) and (b) are often not classed as an unacceptable deviation from the target end-to-end latency.
Case (c) would be classed as an unacceptable delay for cyclic, distributed automation functions, unless the cycle repetition interval is short enough to ensure that delays between cycles are not significant and that the next cyclic value can be accepted as a replacement for the missed previous value before the survival time expiries (see Clause ??) [x1].
Editor's Note: Replace ?? with pertinent clause # in Annex C ("Characteristic parameters and influence quantities for the definition of service performance requirements").
B.7

Masquerade

Due to a fault or interference, a message is inserted that relates to an apparently valid source entity, so a non-safety related message may be received by a safety-related participant, which then treats it as safety related.

NOTE:
Communication systems used for safety-related applications can use additional checks to detect masquerade, such as authorised source identities and pass-phrases or cryptography [x1].

B.8

Insertion

Due to a fault or interference, a message is received that relates to an unexpected or unknown source entity.

NOTE:
These messages are additional to the expected message stream, and because they do not have expected sources, they cannot be classified as correct, unintended repetition, or incorrect sequence [x1].

B.9

Addressing

Due to a fault or interference, a safety-related message is delivered to the incorrect safety related participant, which then treats reception as correct [x1].
------------------------- End of Change 1 ----------------------------
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CRC

cyclic redundancy check 
FIFO
first in, first out
------------------------- End of Change 3 ----------------------------
------------------------- Start of Change 4 ----------------------------
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

error: 
discrepancy between a computed, observed or measured value or condition and the true, specified or theoretically correct value or condition 
NOTE: taken from [x1]
------------------------- End of Change 4 ----------------------------
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