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Abstract: The contribution presents a new use case concerning the detection and management of a rogue UAS.
The present use case is important, mainly because the case of rogue UAS (or more generally of a 3GPP UE acting suspiciously like an unauthorized UAS) is likely to be a potential issue for which a specific case must be defined. Obviously, it differs from use case 5.1 (initial authorization) because the 3GPP UE does not seek initial authorization.

The 3GPP system must be able to enable, at any time, a MNO to contact a UTM with such a notification request.

---------- Use Case template ----------

5.x
Use case for detection and management of a rogue UAS

5.x.1
Description


Some UAS may seek to operate without initial authorization from the UTM. In addition, they may attempt to avoid detection from the 3GPP system and being identified as UAS-capable UE. For instance, they may embedd a terrestrial 3GPP UE and identify as a regular 3GPP UE.

These UAS may hinder network performance and represent a breach of regulation in some airspaces. However, even in the absence of an explicit identification as a UAS-capable UE, the 3GPP system may detect, based on implicit information such as mobility pattern history, that the 3GPP UE is actually a UAS-capable UE in flying mode. In that case, the primary scope of the 3GPP involvement would be to notify the UTM that a specific UE is believed to be in flying mode, to provide live positioning information into the UTM, and to obtain timely feedback from the UTM in order to determine how the UAS should be handled.


5.x.2
Scenario

During a routine analysis of network data related to the UE mobility history patterns, the MNO detects that one of the 3GPP UE has a mobility pattern and more generally, a behaviour  that is consistent with a UAS in flight mode. Furthermore, the MNO notices that this specific 3GPP UE did not request permission to access UAS data services and therefore has no credentials to operate as a UAS. The MNO decides to send a notification request to the UTM, with relevant information regarding the 3GPP UE. 

The UTM then checks the list of all declared UAS that are being operated in the close vicinity of the notified 3GPP UE, and verifies whether the 3GPP UE matches one of these UAS. Based on these verifications, the UTM may consider the 3GPP UE as a probable rogue UAS and, in particular, may update its obstacle databases accordingly. In any case, the UTM provides a feedback to the MNO containing the course of action to adopt with respect to this 3GPP UE. As a result, the MNO takes proper action (e.g. by terminating the 3GPP UE connection and, if required by regulation, contacting the relevant authorities to notify the incident).

5.x.3
Potential service requirements 

The 3GPP system may enable an MNO to notify a UTM that a 3GPP UE is believed to be an unauthorized UAS.

The 3GPP system shall enable a UTM to send a reply to a MNO with the proper course of action regarding a suspicious 3GPP UE.
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Figure 5.x.1-� SEQ Figure \* ARABIC �1�: Detection and management of a rogue UAS








