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Introduction

During SA1#82 some new use cases and requirements were agreed, which could not be included in the consolidation during this meeting. This document proposes how to include these remaining requirements in clause 6 Consolidated potential requirements. Also requirements that were already consolidated at SA1#82 have been reviewed and further clarified.
Discussion

The following table lists the new requirements that have been introduced during SA1#82, compares them to the existing requirements in clause 6 and proposes how to include them.

	Requirement
	Comparison / remarks
	Proposal

	[PR 5.1-10] The 3GPP system shall be able to support automatic deactivation of an active user identity after a certain period of time of inactivity, as configured by the operator.
	New requirement concerning User Identifiers and user authentication handling by the operator
	Add requirement in 6.5

	[PR 5.1-11] The 3GPP system shall be able to support a fast activation mechanism, based on MNOs’ configuration.
	New requirement concerning User Identifiers and user authentication handling by the operator
Clarifies that this applies to “deactivated user” to better understand what is a “fast activation”.
	Add requirement in 6.5:

[PR 5.1-11] The 3GPP system shall be able to support fast re-activation mechanism for a deactivated user identity, based on MNOs’ configuration.

	[PR 5.5-1] The 3GPP system shall be able to store a User Profile for a user, which can include the following information: 

- information regarding authentication policies required by different slices to authenticate a User Identity for access to these slices.
	Covered in clause 6.4 by
[PR 5.3-1] The 3GPP system shall be able to store and update a User Profile for a user. The User Profile can include the following information: 

- […]
- information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.


	Keep existing text in 6.4, no additions.

	[PR 5.5-2] The 3GPP system shall support a mechanism to interact with a 3rd party network entity for User Identity authentication.
	Covered in clause 6.1 by

[PR 5.1-1 part 3] The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.

[PR 5.1-2] The 3GPP system shall support a mechanism to perform authentication of a User Identity regardless of the user's access, the user's UE and its HPLMN as well as the provider of the User Identifier.
	Keep existing text in 6.1, no additions.

	[PR 5.5-3] The 3GPP system shall support a mechanism to deny a UE access to a slice based on unsuccessful User Identity authentication, while still allowing access to other services associated with the UE subscription.
	New requirement concerning access to services.
The sentence is misleading as it denies access based on “slice” criteria, but allows access based on “service” criteria. It is currently unclear whether these other services can be served by this denied slice or not. It is assumed that the slice is completely denied. So other accessible services shall be on other slices.
	Add simplified requirement in 6.2
[PR 5.5-3] The 3GPP system shall support a mechanism to deny a UE access to a slice based on unsuccessful User Identity authentication.

	[PR 5.6-1] The 3GPP system shall be able to store and link User Profile with the User Identifier. The User Profile shall include specific network parameters (e.g., QoS parameters), and/or specific network resources (e.g., network slice).
	Partly covered in clause 6.4 by
[PR 5.3-1] The 3GPP system shall be able to store and update a User Profile for a user. The User Profile can include the following information: 

- User Identifiers of the user's User Identities and potentially linked subscriptions, 
- […]
as the User Identifier is part of the User Profile. The aspect of storing specific network resources (e.g., network slice) is not covered.
It is unclear whether the User Profile has all the proposed parameters, for example the policies.   
	Add the part concerning the specific network resources as new bullet point in 6.4, PR 5.3-1 and clarify whether a User Profile contains all parameters:
[PR 5.3-1] The 3GPP system shall be able to store and update a User Profile for a user. 
The User Profile shall include a User Identifier. 
The User Profile may include one or more pieces of the following information: 

- Additional User Identifiers of the user's User Identities and potentially linked subscriptions, 

- used UEs (identified by their subscription and device identifiers), 

- capabilities the used UEs support for authentication,

- information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.

- [PR-5.1-3] User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
- [PR 5.6-1] User Identity specific network resources (e.g., network slice).

	[PR 5.6-2] The 3GPP system shall be able to update User Profile related to a User Identifier, according to the information shared by a 3rd party. 
	New requirement concerning the User Profile. It should be clarified that the final decision to update the Profile is up to the network and that only authorized 3rd parties’ information is taken into account.
	Add modified requirement in 6.4:
[PR 5.6-2] Subject to operator policy the 3GPP system shall be able to update User Profile related to a User Identifier, according to the information shared by a trusted 3rd party.

	[PR 5.6-3] The 3GPP network shall be able to take the User Profile into account when assigning a UE to a network slice, moving a UE from one network slice to another, and removing a UE from a network slice.
	New requirement concerning access to services.
	Add requirement in 6.2

	[PR 5.9-1] The 3GPP system shall enable a user to configure, within the boundaries set by the network operator, which services shall be available on a device where a user logs in. These services include voice, video, and messaging.
	New requirement concerning the User Profile.
	Add requirement in 6.5

	[PR 5.9-2] The service settings shall be the same as if they were used from the user’s UE.
	Already covered by 5.1-4 and 5.1-3
	Keep existing text, do not add requirement to the consolidation section.


Furthermore, a review of already consolidated requirements also showed some room for improvements, which are given in the following table:

	Requirement
	Comparison / remarks
	Proposal

	[PR 5.1-8] The user shall be able to activate, suspend and deactivate the use of the User Identifiers and the associated settings in its user profile. Upon deactivation, all links between the subscription and the User Identifier shall be erased.
	Second part of requirement can be left to implementation.
	Delete second sentence.

	[PR 5.2-4] The 3GPP system shall protect the privacy of the user by only transferring User Identity information to a service that is necessary to provide the service and for which the user has consented to when registering for the service. 
	Unclear wording. As it is written now it refers to the receiver of user identity information, and not to the type of information as was the original intent. Some reshuffling of the text should fix this.
	Change to

[PR 5.2-4] The 3GPP system shall protect the privacy of the user by transferring  to a service only User Identity information that is necessary to provide the service and for which the user has consented to when registering for the service.


	[PR 5.7-1] The 3GPP system shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.


	Using the terminology “the 3GPP system” could cause misunderstandings since system includes both network and UE. “3GPP system” should be replaced by “3GPP network”.
	Change to
[PR 5.7-1] The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.



	[PR 5.7-2] The 3GPP system shall support a mechanism to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.


	Using the terminology “the 3GPP system” could cause misunderstandings since system includes both network and UE. “3GPP system” should be replaced by “3GPP network”.
	Change to

[PR 5.7-2] The 3GPP network shall support a mechanism to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway. 

	[PR 5.1-4] The 3GPP system shall be able to take settings into account that are specific to a User Identity when delivering a service.
	The word “setting” is not clearly defined. It means “User Identity specific service settings and parameters”, as specified in [PR 5.3-1].
	Align with wording in PR 5.3-1 and change to

[PR 5.1-4] The 3GPP system shall be able to take User Identity specific service settings and parameters into account when delivering a service.

	[merging PRs 5.4-1, 2 and 3] The 3GPP system shall support a mechanism to interwork with a 3rd party network entity to authorize the UE to access network slices, based on active User Identifiers at the UE.
	Merged requirement is not clear enough. Wording should be aligned with new version of PR 5.5-3.


	Split, simplify and align requirement and move PR 5.4-2 to clause 6.1: 

[merging PRs 5.4-1 and 3] The 3GPP system shall support a mechanism to allow a UE access to a slice based on successful User Identity authentication.
[PR 5.4-2] The 3GPP system shall support a mechanism to interwork with a 3rd party network entity for authentication of the User Identity.


	[PR 5.1-1 part 2] The User Identifier shall be independent of existing identifiers relating to subscription or device (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI, IMEI).
	The User Identifier is also independent of other User Identifiers. This should be added to the requirement.
	[PR 5.1-1 part 2] The User Identifier shall be independent of existing identifiers relating to subscription or device (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI, IMEI) and of other User Identifiers.

	[PR 5.8-4] The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a device that was authorized with its User Identifier linked to a subscription.
	It should be clarified that this requirement is only applicable for non-3GPP devices. 
	[PR 5.8-4] The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a non-3GPP device that was authorized with its User Identifier linked to a subscription.

	The 3GPP System shall support to authenticate a User Identity to a service with a User Identifier. (first requirement in 6.2 without numbering, because introduced in first consolidation)
	Add “a mechanism” for clarification.
	The 3GPP System shall support a mechanism to authenticate a User Identity to a service with a User Identifier.

	[PR 5.1-6] The operator shall be able to set the boundaries within which the user specific settings are taken into account in his network. The operator shall be able to restrict the feature depending of the provider of the User Identifier, the roaming status of the UE, the service, and its specific parameters.
	It is unclear what “its” refers to. The comma should be removed to clarify that it refers to the service.
	[PR 5.1-6] The operator shall be able to set the boundaries within which the user specific settings are taken into account in his network. The operator shall be able to restrict the feature depending of the provider of the User Identifier, the roaming status of the UE, the service and its specific parameters.

	[PR 5.8-5] The operator shall be able to set restrictions for devices accessing the network and its services via non-3GPP access with their user account based on the User Identity provider, the roaming status of the device and the network service.
	Unclear requirements. Should be split for better readability and clarified.
	[PR 5.8-5] The operator shall be able to set restrictions for devices accessing the network and its services via non-3GPP access with their User Identity linked to a 3GPP subscription. The 3GPP system shall support restrictions based on the User Identity provider, the roaming status of the linked subscription, and the network service that is accessed.


A further problem came up concerning the use of the term User Profile. It is already used in TS 22.101 in a dedicated clause, but the requirements there are not related to the requirements that should be introduced with LUCIA and it was not intended to merge LUCIA requirements into this section.

It is proposed to rename “User Profile” as “User Identity Profile” to avoid any unintended overlap with existing normative text. The change should be implemented on top of the proposed changes below. Those changes are not shown in this discussion document but will be implemented in the associated CR to 22.904.
A new definition for “User Identity Profile” is proposed:

User Identity Profile: A collection of information associated with the User Identities of a user.
Proposal

According to the above proposals a CR to 22.904, clause 6 will be provided to make the changes as follows. On top of that all occurrences of “User Profile” will be replaced by “User Identity Profile” in the CR. A new definition for “User Identity Profile” is introduced.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Gateway UE: a UE, which acts as a gateway providing access to and from the 3GPP network for one or more non-3GPP devices that are connected to the gateway UE.

User: As defined in TR 21.905 [1]: An entity, not part of the 3GPP System, which uses 3GPP System services. Example: a person using a 3GPP System mobile station as a portable telephone.

Additional examples for a user in the context of this TR: a non-3GPP device connected to the 3GPP system via a gateway, or an application running on a UE.

User Identity: information representing a user in a specific context. A user can have several user identities, e.g. a User Identity in the context of his profession, or a private User Identity for some aspects of private life.

User Identifier: a piece of information used to identify one specific User Identity in one or more systems.

User Identity Profile: A collection of information associated with the User Identities of a user.
6
Consolidated potential requirements

6.1
User Identifiers and user authentication

[PR 5.1-1 part 1] The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.

[PR 5.1-1 part 2] The User Identifier shall be independent of existing identifiers relating to subscription or device (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI, IMEI) and of other User Identifiers.
[PR 5.1-1 part 3]The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
[PR 5.4-2] The 3GPP system shall support a mechanism to interwork with a 3rd party network entity for authentication of the User Identity.
[PR 5.1-2] The 3GPP system shall support a mechanism to perform authentication of a User Identity regardless of the user's access, the user's UE and its HPLMN as well as the provider of the User Identifier.

[PR 5.7-1] The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.

[PR 5.7-2] The 3GPP network shall support a mechanism to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.

[PR 5.1-4] The 3GPP system shall be able to take User Identity specific service settings and parameters into account when delivering a service.

[replacing PR 5.8-1] A subscriber shall be able to link and unlink one or more user Identities with his subscription.

[PR 5.8-2] The 3GPP system shall support user authentication with User Identifiers from devices that connect via the internet; the 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the subscription that has been linked with the User Identity.

[PR 5.2-3] The 3GPP system shall be able to assess the level of confidence in the User Identity by taking into account information regarding the used mechanism for obtaining that User Identity (e.g. algorithms, key-length, time since last authentication), information from the network (e.g. UE or device in use, access technology, location).

[PR 5.1-7] The operator and the subscriber shall be able to restrict the number of simultaneously active User Identifiers per UE.

6.2
Access to services

The 3GPP System shall support a mechanism to authenticate a User Identity to a service with a User Identifier.

Note: The requirement applies to 3GPP services and non-3GPP services that are accessed via the 3GPP System

[PR 5.2-2] The 3GPP system shall be able to provide information to services concerning the level of confidence of the User Identity and authentication process.

[replacing PR 5.3-2] A service shall be able to request the 3GPP network to only authenticate users to the service for which the association of the user with a User Identifier has been established according to specified authentication policies of the service.

[replacing PR 5.3-2] When a user requests to access a service the 3GPP System shall support authentication of the User Identity with a User Identifier towards the service if the level of confidence for the correct association of a User Identity with a User Identifier complies to specified policies of the service.
[PR 5.6-3] The 3GPP network shall be able to take the User Profile into account when assigning a UE to a network slice, moving a UE from one network slice to another, and removing a UE from a network slice.
[merging PRs 5.4-1 and 3] The 3GPP system shall support a mechanism to allow a UE access to a slice based on successful User Identity authentication.
[PR 5.5-3] The 3GPP system shall support a mechanism to deny a UE access to a slice based on unsuccessful User Identity authentication.
6.3
Charging for services

[PR 5.1-9] The 3GPP system shall be able to include the User Identifier including information concerning the provider of the User Identifier in the charging data for on- and offline charging.

[PR 5.3-3] The 3GPP system shall be able to record charging data for user authentication.
[PR 5.8-4] The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a non-3GPP device that was authorized with its User Identifier linked to a subscription.

6.4
User Profile and its User Identities

[PR 5.3-1] The 3GPP system shall be able to store and update a User Profile for a user. 
The User Profile shall include a User Identifier. 
The User Profile may include one or more pieces of the following information: 

- Additional User Identifiers of the user's User Identities and potentially linked subscriptions, 

- used UEs (identified by their subscription and device identifiers), 

- capabilities the used UEs support for authentication,

- information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.
- [PR-5.1-3] User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
 [PR 5.6-1] User Identity specific network resources (e.g., network slice).
[PR 5.1-8] The user shall be able to activate, suspend and deactivate the use of the User Identifiers and the associated settings in its user profile.   
[PR 5.6-2] Subject to operator policy the 3GPP system shall be able to update User Profile related to a User Identifier, according to the information shared by a trusted 3rd party. 
6.5
Operator requirements

[PR 5.1-5] The operator shall be able to enable or disable the use of a User Identifier in his network.

[PR 5.2-1] The 3GPP System shall support operators to act as User Identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services

[PR 5.1-6] The operator shall be able to set the boundaries within which the user specific settings are taken into account in his network. The operator shall be able to restrict the feature depending of the provider of the User Identifier, the roaming status of the UE, the service and its specific parameters.

[PR 5.8-5] The operator shall be able to set restrictions for devices accessing the network and its services via non-3GPP access with their User Identity linked to a 3GPP subscription. The 3GPP system shall support restrictions based on the User Identity provider, the roaming status of the linked subscription, and the network service that is accessed.
[PR 5.1-10] The 3GPP system shall be able to support automatic deactivation of an active user identity after a certain period of time of inactivity, as configured by the operator.

[PR 5.1-11] The 3GPP system shall be able to support a fast re-activation mechanism for a deactivated user identity, based on MNOs’ configuration.
[PR 5.9-1] The 3GPP system shall enable a user to configure, within the boundaries set by the network operator, which services shall be available on a device where a user logs in. These services include voice, video, and messaging.

6.6
Privacy requirements:

[PR 5.2-4] The 3GPP system shall protect the privacy of the user by transferring to a service only User Identity information that is necessary to provide the service and for which the user has consented to when registering for the service. 

