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Abstract: Provides update to use case on the initial authorisation to operate aspect of UAS Identification.
Proposal

The paper proposes to add definition of UAS discovery and clarify the following aspects in the use case of the initial authorization in clause 5.1:

· Clarify the term “pairing” and replace with “UAS discovery”.

· Except for the preconfigured UAS discovery information of the UAS stored at the MNO, the MNO needs to be able to support mechanisms to assist UAS discovery or obtain UAS direct discovery information from the UAS. 

· It shall be possible for the UTM to associate the UAV controller and the UAV and identify them as a UAS. 
· Clarify that 3GPP or Non-3GPP access technology can be used for the communication between the UAV and the UAV controller.

This contribution proposes to add the following changes to the Use Case section of the TR 22.825.
	--- 1st CHANGE ---


3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Unmanned Aerial System (UAS):
the combination of a UAV and a UAV controller

Unmanned Aerial Vehicle (UAV): an aircraft without a human pilot onboard which is remotely controlled
UAV controller: a device used to remotely control a UAV
UAS Discovery: a process that identifies that a UAV and UAV controller are in proximity and associated for UAS operation
	--- 2nd CHANGE ---


5.1
Use case for Initial authorisation to operate

5.1.1
Description

As a UAS requests permission to access UAS data services from an MNO, the MNO performs a secondary check (after or in parallel to the initial mutual authentication) to establish the UASs credentials to operate.

The MNO is responsible for transporting and potentially adding additional data to the request to operate from the UAS to an Unmanned Aerial System Traffic Management (UTM). Note that the UTM is a 3GPP entity. This UTM is responsible for the authorization of UAS to operate and checks the credentials of the UAS and operator. One option is that the UTM is operated by air traffic control agencies. It stores all the data regarding the UAV, UAV controller and their live location.

If the UAS fails any part of this check, the MNO may refuse service to the UAS and hence deny permission to operate.
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Figure 5.1.1-1: Initial authorization to operate
5.1.2
Scenario

A UAS is made up of a UAV and a controller used by an operator. One controller may command and control one UAV or a fleet of UAVs. The UAV and the UAV controller both have certain credentials and identities which are factory set, related to the status of the UAS or operator, or related to the operating scenario. This includes unique 3GPP credentials and identities. The communication between the UAV controller and UAV is done via 3GPP or Non-3GPP communication service.
In this scenario, the UAS has been switched on in order for the operator to fly the UAV using the UAV controller. The operator initiates UAS discovery to allow the UAV and the UAV controller discovering each other for UAS operation.
The UAV passes UAV data to onboard 3GPP UE. The UE mutually authenticates with MNO. In parallel to the attach request, the UE sends the UAV data & 3GPP identifiers to the Unmanned Aerial System Traffic Management (UTM), requesting initial permission to attach to the network and fly.

The same operation is done by the UAV controller using its own credentials and identifiers.
During the initial authorization procedures, the MNO and UTM need to be able to associate the UAV and the UAV controller as a UAS.

If the UTM rejects a request, the MNO rejects the attach request of the UAV and/or UAV controller of the UAS.
If both registration requests are accepted for the UAS, the operator can use the UAV controller to fly the UAV using the 3GPP or Non-3GPP direct communication between the UAV and the UAV controller.
5.1.3
Potential service requirements 

The 3GPP system shall enable a UAS to send the following UAV data to a UTM: unique identity (this may be unique 3GPP identity), UE capability of the UAV, make & model, serial number, take-off weight, position, owner identity, owner address, owner contact details, owner certification, take-off location, mission type, route data, operating status, and UAS discovery information.

The 3GPP system shall enable a UAS to send the following UAV controller data to a UTM: unique identity, UE capability of the UAV controller, position, owner identity, owner address, owner contact details, owner certification, and UAS discovery information.

The 3GPP system shall protect against spoofing attacks of the UAS identities.

The 3GPP system shall protect the integrity of the message(s) sent from UAS to a UTM containing the UAS identities.

The 3GPP system shall enable a UE in a UAS to send the following identifiers to a UTM: IMSI, IMEI, MSISDN.
The 3GPP system shall protect the confidentiality of the message(s) sent between UAS to a UTM containing the UAS identities.

The 3GPP system may enable an MNO to augment the data sent to a UTM with the following: network-based positioning information, UAS subscription, and UAS discovery information.
A UAS may optimise subsequent messages sent to an UTM by omitting unchanged static or semi-static data (e.g. owner identity, owner address, owner contact details, owner certification).

The UTM shall be able to associate the UAV and UAV controller, identify them as a UAS, and authorise a UAS to operate.

The UTM shall be able to coordinate the route data provided in the authorisation to operate and change it if needed.

The UTM shall be able to refuse authorisation for a UAS to operate.

The UTM shall be able to inform an MNO of the outcome of an authorisation to operate.

An MNO shall be able to enforce the authorisation for a UAS to operate (e.g. by enabling or disabling communication between the UAV and UAV controller).

	--- END CHANGE -


























Figure 5.1.1-� SEQ Figure \* ARABIC �1�: Initial authorisation to operate  
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