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Abstract: As part of preparing CRs to bring the FS_5GLAN security and charging requirements into 22.261, some editorial changes are proposed in the requirements. Most of the changes are to clarify the requirements are on the 5G system in support of the 5G LAN-type service rather than on the 5G LAN-type service itself.
Discussion:
The following changes are proposed to the charging requirements. They are restructured to clarify the requirement is on the 5G core network. Two other changes are proposed, to clarify the MNO in the second requirement is the UE’s home operator. And to clarify that charging information should be collected when a UE either joins or leaves a private communication.
[PR 5.1.4-1] A 5G core network shall support collection of charging information for a 5G LAN-type service shall provide a mechanism to collect charging information based on resource usage (e.g., licensed or unlicensed spectrum, QoS, applications).
[PR 5.2.4-2] The 5G core network shall support collection of charging information for a 5G LAN-type service shall support a mechanism to collect charging information based on thea UE’s home operatorMNO.
[PR 5.9.6-4] The 5G core network shall support collection of charging information for a 5G LAN-type service shall be able to collect charging information when a UE joins or leaves a specific private communication.
[PR 5.24.4.1] The 5G core network shall support collection of charging information for a 5G LAN-type service shall support a mechanism to collect charging information for both home and roaming UEs.

The following changes are proposed to the security requirements. They are restructured to clarify the requirement is on the 5G system. Redundant ‘3GPP’ is removed from 2 requirements. The requirement for integrity protection is expanded to also include confidentiality. Other modifications are made for clarity.
[PR 5.1.4-1] A 5G LAN-type servicesystem shall support regulatory requirements for 5G LAN-type services.
[PR 5.2.3-3] The 5G LAN-type serviceVN shall support a 3GPP supported mechanism to authenticate legacy non-3GPP devices for 5G PVN LAN-VN access.

[PR 5.9.6-3] The 5G network shall be able to verify the identity of a UE requesting to join a specific private group communications.
[PR 5.19.6-1] The 5G network shall enable the MNO to authenticate and authorize a remote UE in indirect mode under a relay UE to use 5G LAN-type service.
[PR 5.22.6-1] The 5G system shall support a secure mechanism for an operator to provision 3GPP credentials to industrial IoT devices for 5G LAN-type services.
[PR 5.24.3.2] A The 5G system LAN-type service shall provide integrity protection and confidentiality for communications between authorized UEs using a 5G LAN-type service.
[PR 5.1.3-2] A 5G system shall provide a mechanism for an authorized 5G LAN-PVN administrator to enable or disable a UE from accessing the 5G LAN-PVN.
[PR 5.7.6-3] The 3GPP 5G network shall enable the MNO to pre-authorize on-demand UE to UE private communication connections through definition of a 5G LAN-type service. Only on-demand private communication requests from other members of the 5G LAN-type service are authorized.
[PR 5.7.6-4] The 3GPP 5G network shall enable the MNO to authorize on-demand UE to UE private communication connection within a 5G LAN-type service subject to third party authorization. The on-demand private communication connection will be established only in case of positive authorization by the third party (e.g. the owner of a UE).


Proposal:
CRs are provided to include the modified requirements into 22.261.
