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Security

6.1
Particularities of security for automation in vertical domains 

6.1.1
Introduction

Security concepts and solutions have mostly been developed for office IT systems and applications. Security for automation in vertical domains not only comes with different security priorities, it also comes with different management & operational characteristics and requirements. Before discussing the different security requirements in detail, the following three Subclauses present a bird's-eye view of the salient differences between office IT systems and automation systems.

6.1.2

Security priorities

Security has the main attributes: confidentiality, integrity, and availability (availability as in access to the system in question). While typical office IT prioritises confidentiality over integrity, and integrity over availability, the complete opposite is true for automation in many vertical domains (see Figure 6.1.1-1).
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Figure 6.1.1-1: Difference in security priorities between Office IT and automation
In other words, availability is the main concern of automation security, next comes integrity, and confidentiality has generally the lowest priority.

6.1.3
Management and operation characteristics

As shown in Table 6.1.3-1, the management and operation characteristics of automation and office systems are quite different.

Table 6.1.3-1: Automation and office IT systems have different management & operation characteristics
	
	Automation systems
	Office IT systems

	Target for security protection
	Automation resources including logistics
	IT infrastructure including personal, computers, etc.

	Required availability
	Very high
	Medium; delays acceptable

	Component lifetime
	Up to 20 years
	3-5 years

	Required real-time behaviour
	Can be critical
	Delays acceptable

	Physical security
	Varying
	High for data centres

	Application of security patches
	Slow; restricted by regulation
	Regular/scheduled

	Anti-virus programs
	Uncommon; hard to deploy; application whitelisting as an alternative
	Common and widely used

	Security testing and auditing
	Increasing prevalence
	Scheduled and mandated for critical infrastructure such as IT service centres


Automation systems put not only an emphasis on availability, but this availability has to be guaranteed over typically 5-7 times longer  component lifetimes than used in IT. Real-time behaviour of automation systems can be critical (especially for control applications). Another big difference is the security "culture". Security patches are applied rather slowly in automation, in particular due to regulatory limitations. Also, in many installations, patches can be installed only during scheduled maintenance windows of the automation system. Anti-virus programmes are rather uncommon in automation, as the virus patterns would have to be updated regularly. Instead, application whitelisting may be used for ensuring that only authorised, unmodified applications can be executed. While security testing and auditing is the norm for critical IT infrastructure such as service centres, these assurance approaches are still evolving for automation in vertical domains. A reason for this lag is that the reliable operation of the automation system must not be endangered by penetration tests. 

6.1.4

Security requirements – an overview

A high-level comparison of security requirements of automation and office IT systems is shown in Table 6.1.4-1.

Table 6.1.4-1: Automation and office IT systems have different security requirements
	
	Automation systems
	Office IT systems

	Security standards
	Under development; subject to regulation
	Existing

	Confidentiality (information)
	Low to medium for production floor; high for business-relevant know-how (know-how protection); high for operation in the public space (electricity distribution, etc.)
	High

	Integrity
	High
	Medium

	System availability and reliability (note)
	24 x 365 x ...
	Medium; delays acceptable

	Non-repudiation
	Medium to high (depending on vertical)
	Medium

	NOTE: For a definition of system availability and reliability see Subclause 4.3.3.


Security standards are well developed for office IT systems, but have been under development for automation systems in vertical domains. In particular, the industrial security standard IEC62443 is increasingly adopted in many vertical domains. 

While the importance of confidentiality is generally high in office environments, it is rather low to medium for physically access-restricted automation system such as production cells in a factory. However, confidentiality has to be protected for business-relevant know-how, e.g., for engineering data or for process parameters of a chemical production process. Integrity is paramount and, as already eluded to in Subclause 6.1.2, availability and reliability are of paramount importance. Non-repudiation may be high for automation systems, where the correct operation of the production has to be asserted, e.g., in pharmaceutical production, while it is typically medium for office environments.

6.2
Industrial-security responsibilities
In vertical use cases, security is, in general, a shared responsibility between a product supplier (typically the product manufacturer), the integrator, and the operator of the infrastructure in question. Hereafter, the latter is also referred to as infrastructure operator. 

Let us illustrate these roles for an electric-power distribution grid use case, i.e. the automation of an electric-power distribution grid (see Figure 6.2-1). In this case, the infrastructure operator in question is a utility, and the integrator is typically the company installing the hardware. The OT infrastructure in question is the energy automation equipment for operating the digital grid. Note that the infrastructure operator is responsible for both the IT and OT installation. In the case of electric-power distribution grid, an example for OT is an adjustable transformer, and an example for IT is consumer and prosumer billing software. The integrator can be the utility itself or a sub-contracted company. We emphasise the role as an OT infrastructure operator in Figure 6.2-1, since the OT infrastructure is controlling the physical world, which makes use cases in this study different from pure IT use cases such as multi-player gaming. In the case of automation equipment utilising a 5G network, the suppliers include both the supplier of the electric-power distribution grid automation equipment and the suppliers of the 5G equipment.

To address cyber security needs of the infrastructure operator, these actors rely on adequate processes for handling IT security as well as on technical and procedural security means. These actors thus require sufficiently secure products but also a secure integration of products into systems and solutions. 
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Figure 6.2-1: Distribution of security responsibilities for the example of an electric-power distribution grid
Starting from the left side of Figure 6.2-1, all participants, i.e. infrastructure operator, system integrator, and product supplier, operate an infrastructure that needs to be managed according to the associated risks. As noted for the infrastructure operator in Figure 6.2-1, this is specifically enforced through directives, e.g., the NIS directive for critical infrastructures in Europe. 

Risks regarding the operation of an IT infrastructure are typically addressed with an information security management system. The ISO 27000 series defines a generalised information security management system by specifying operational processes and procedures addressing security. This framework also provides specific guidance on certain vertical domains. Figure 6.2-1shows the example of an electric-power distribution grid (a.k.a. Smart Grid), for which ISO 27019 provides an augmentation of the general security controls described in ISO 27002 for the power system domain. 

Many of the aforementioned processes require interfaces, which come with requirements for the integrator and the device or system manufacturer. The integrator defines security requirements based on the intended operational use cases and determines security levels to be achieved. One standard supporting this is IEC 62443-3-3 [42] (see Subclause 6.3). Thanks to the definition of a target security level, which leaves the actual technical realisation open, the manufacturer can choose among various options for the implementation. As shown in Figure 6.2-1, the product supplier typically builds products according to established security standards. For instance, for communication security, the product supplier can employ IEC 62351, which is a domain-specific security standard series for the power system domain. This series, beyond other specifications, profiles already existing security standards like TLS for securing TCP/IP based communication. 5G security features can also be leveraged here for supporting secure network access.

In praxis, different deployments (based on equipment from different automation suppliers) often use different kinds of credentials. Also, it is noteworthy that automation devices often have different communication ports (e.g., WLAN and Ethernet), and that authentication of the device is done with the same credential, irrespective of the port used. In this context it is also important to remember that the security mechanisms used need to be supported for at least the life expectancy of the installed devices. This life expectancy is typically ten years or more. So, if 5G UEs etc. are installed in, for instance, a factory, the 5G system and future updates of the system have to support the initially used authentication mechanism for the same time span. Furthermore, it is worth mentioning that there is a pervasive trend toward EAP as a common authentication framework in non-3GPP communication technologies for verticals.

6.3
Background: the industrial security standard IEC 62443

5G security is essential for low-latency high-reliability communication applied to automation, e.g., in industrial automation, Industry 4. 0, industrial IoT, building automation, and the electric-power distribution grid. The industrial security standard IEC 62443 [40] is applied in various vertical domains, including factory automation, process automation, building automation, transportation systems, and energy management. Compatibility of 5G security solutions with IEC 62443 is important so that 5G offerings can be used flexibly in different industrial domains. 

The international industrial security standard IEC 62443 is a security framework defined by the International Electrotechnical Commission (IEC). It covers both organisational and technical aspects of security, without being prescriptive regarding the technical solution. In the set of corresponding documents, security requirements are defined, which target the solution operator and the integrator, but also the product vendor. 

As shown in Figure 6.3-1, the parts of the standard are grouped into four clusters covering 

-
common definitions and metrics;

-
requirements concerning setup of a security organisation (related to information security management systems), solution suppliers, and service provider processes;

-
technical requirements and methodology for security at a system-wide level;  

-
requirements concerning the security development lifecycle of system components, and security requirements for such components at a technical level. 

[image: image3.emf]Component

System

Policies and Procedures

General

1-1 Terminology, 

concepts and models

1-2 Master glossary of 

terms and 

abbreviations

1-3 System security 

compliance metrics

3-1 Security technologies 

for IACS

2-3 Patch management 

in the IACS environment

4-2 Technical security 

requirements for IACS 

products

4-1 Product development 

requirements

3-2 Security risk assessment 

and system design

2-1 Requirements for 

an IACS security 

management system

2-4 Requirements for 

IACS solution suppliers

3-3 System security 

requirements and security 

levels

IS

In Progress In Progress

1-4 IACS Security Life 

Cycle and Use Cases

Planned

2-2 Implementation 

Guidance 

for an IACS Security 

Management System

In Progress Planned TR IS Proc.

Func.

Proc. Proc. Proc.

Proc.

Func.

Func.

TR

In Progress

In Progress

IS

In Progress

Proc.

Proc. Func. = Scope  IS = Status / IS = International Standard, TR = Technical Report


Figure 6.3-1: IEC 62443 Overview and Status 
NOTE:
Proc.: process; Func.: function; IACS: industrial automation and control system.
According to the methodology described in IEC 62443-3-2 [41], a complex automation system is structured into zones that are connected by and communicate through so-called "conduits" that map, for example, to the logical network communication between two zones. Moreover, IEC 62443-3-3 defines security levels (SL) that correlate with the strength of a potential adversary as shown in Figure 6.3-2 below [42]. 
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Figure 6.3-2: Security levels according to IEC 62443-3-3 [42]
In order to reach a dedicated SL, the related requirements have to be fulfilled. For each security level, IEC 62443-3-3 defines a set of security requirements for an automation system. Seven foundational requirements group specific requirements:

-
FR 1: identification and authentication control;

-
FR 2: use control;

-
FR 3: system integrity;

-
FR 4: data confidentiality; 

-
FR 5: restricted data flow;

-
FR 6 timely response to events; 

-
FR 7: resource availability.

For each of the foundational requirements, there exist several concrete technical security requirements (SR) and further requirement enhancements (RE) that have to be fulfilled for a specific security level. In the context of communication security, the security levels are specifically interesting for the conduits connecting different zones. The following examples are taken from IEC 62443-3-3 [42] to illustrate some of the requirements.

-
FR1 SR 1.6 – Wireless access management: The control system shall provide the capability to identify and authenticate all users (humans, software processes or devices) engaged in wireless communication.

-
FR3, SR3.1 – Communication integrity: "The control system shall provide the capability to protect the integrity of transmitted information".

-
FR3, SR3.8 – Session integrity: "The control system shall provide the capability to protect the integrity of sessions. The control system shall reject any usage of invalid session IDs." 

-
FR4, SR 4.1, RE 1 – Protection of confidentiality at rest or in transit via untrusted networks: "The control system shall provide the capability to protect the confidentiality of information at rest and remote access sessions traversing an untrusted network."

-
FR5, SR 5.2 – Zone boundary protection: "The control system shall provide the capability to monitor and control communications at zone boundaries to enforce the compartmentalisation defined in the risk-based zones and conduits model."

As IEC 62443 gains more acceptance in different industry domains, different technical security solutions suitable for the application domain and coping with the security requirements are needed.
6.4
5G security for automation applications

6.4.1
Introduction

Depending on how 5G networks and 5G technologies are used by a vertical automation application, different requirements have to be met by the underlying 5G security solutions.  Subclause 6.4.2 addresses pertinent quality properties of the security solution, and Subclause 6.4.3 provides potential requirements that were—among others—inferred from IEC 62443 [42] and from an application-centric study [43].  

6.4.2
Quality properties of 5G security solutions

Authentication of communication peers and the 5G system: In many vertical use cases, security responsibilities are complex, as they are shared by several actors and need to be managed by credential pairs or certificates from different sources. Authentication and verification purposes are increasingly achieved using the EAP framework. Related potential requirements can be found in Subclause 5.3.19.6. 

Flexible subscriber access management: Efficient management of 5G subscriptions/permissions is important for small, medium and huge numbers of 5G UEs that provide communication among automation system entities (e.g., machinery on a factory floor). In this context, "small" is on the order of 10, and "huge" on the order of 10.000 or larger. In this context, management stands for adding UEs to a 5G subscription so that they can use 5G communication services, but also for removing UEs from the subscription base. One of the challenges here is medium-sized installations, where manual management is not practical, while fully automated solutions that require a complex infrastructure may be too cumbersome. 
Subscriber access management may involve action on the UE side, e.g., installation, or activation of pre-installed security credentials in the UE; as well as action at the network side, e.g., enabling network access to these UEs on the factory floor.

Long-term security: Devices in many verticals operate over long usage periods (in industrial environments typically 10 to 20 years), which makes long-term security an important topic. Note that in many vertical environments updates may be installed only during planned service windows. Note that such updates may imply that a laborious safety recertification has to be repeated, which generally is avoided. 

It is important that an automation application system can be kept in service over a long usage period without requiring regular physical access to the devices for upgrades (e.g., replacing hardware components; redesigning the technical solution). However, it is also critical for the distributed automation application that UEs are upgradable or can be patched (including firmware, security-related algorithms and long-term keys) in order to maintain the security of the system to the state-of-the art over the life span of the devices. For a related discussion see the note 3 in the requirement Factories of the Future 19.6 (Subclause 5.3.19.6).

5G as communication infrastructure: When the security provided by the communication system is deemed to be insufficient for a vertical automation application, security of the industrial solution is realised on top (e.g., using IPsec or TLS). A non-automation example for this is online banking. In many deployments, the 5G network is expected to provide certain dependability guarantees independently of security. Communication dependability is discussed in detail in Subclause 4.3.3. 

    NOTE 1:As discussed in Subclause 6.1.3, security and other patches/updates may often only be installed during the maintenance window of the automation system. For typical automation systems this window occurs once a year and lasts about one week, during which the automation system can be physically accessed. 
Also—for automation traffic requiring QoS—it is important that the required QoS can be provided irrespective of whether over-the-top (OTT) security is used.

NOTE 2: Since the 5G system is not in control of the automation application's security-related data flows, the aforementioned required communication service dependability and QoS can perhaps not be met due to high communication resource consumption. In this case, the automation application, including its security functions, would need to be optimised in order to lower the communication resource consumption and to thus increase the communication service dependability.

NOTE 3: If security for automation is only ensured by OTT security, the possible usages of 5G in vertical applications is limited (e.g., reduced lifetime of battery-powered devices, limited real-time capability). 

Reliance on 5G security alone: 5G systems may be used for connecting IoT devices. In such deployments, realising security on top of 5G could reduce the life time of battery-powered IoT devices, or deteriorate experienced dependability parameters (see above). Therefore, it may be decided to rely on 5G communication security alone. If that is the case, the vertical automation applications need to verify that the required 5G security mechanisms are actually active.  

Message integrity: As outlined in Subclause 6.1.2, integrity within automation systems—and thus information integrity and communication integrity—are of high importance, even if no encryption is in place. Current encryption mechanisms like authenticated encryption for protecting confidentiality typically also come with integrity protection mechanisms. However, when encryption mechanisms are not activated, communication integrity might not be protected. One motivation for not activating encryption may be to reduce the end-to-end latency of a 5G system when additional over-the-top security is in place. Another motivation is that encryption of telecommunication may not be permitted in certain countries. 

6.4.3
Potential security requirements

The following potential security requirements are considered to be essential for automation in vertical domains in addition to the potential requirements in Subclause 5.3.19.6.

	Reference number
	Requirement text
	Comment

	Security 1
	Private and exclusive 5G networks shall permit over-the-top end-to-end security protocols in general, and for "stringent QoS"–traffic in particular.
	For more information see "5G as communication infrastructure" in Subclause 6.4.2.

	Security 2
	An automation application that uses a 5G communication service shall be able to log and audit the 5G security mechanisms used by the communication service [43].


	For more information see "Reliance on 5G security alone" in Subclause 6.4.2.

	Security 3
	The 5G system shall expose an interface that provides to the automation system operator security logging information for UEs of the automation system (note 1).
	For more information see "Reliance on 5G security alone" in Subclause 6.4.2.

	Security 4
	Mutual authentication of UE and of the 5G system—plus the integrity of transmitted messages on the user plane—shall always be ensured. (note 2) 
	See requirements SR1.6 and SR3.8 in [42] and "Message integrity" in Subclause 6.4.2.

Also see subclauses 5.1.3 and 5.2.3 in [51]. 

	Security 5
	In case a 5G communication service in an exclusive network is provided through a network slice by a PLMN MNO, authentication should  still be possible even when backhaul connection is not available
	

	NOTE 1: The provided log information allows the automation system operator to check whether the expected security features for 5G access of UEs of the automation system are in fact active.
NOTE 2: This is also the case when communication confidentiality is not used, for instance due to telecom regulatory limitations.


Editor's Note: Requirement Security 5 is FFS.
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