3GPP TSG-SA WG1 Meeting #82
S1-181531
Dubrovnik, Croatia, 7 - 11 May 2018
(revision of S1-181201, S1-181545)
Title:
Privacy for UAS service
Agenda Item:
7.11
Source:
Qualcomm Incorporated 
Contact:
Eddy Hall

edhall@qti.qualcomm.com 
Abstract: Provides considerations on privacy aspect of UAS Identification
Description
In order to gain authorisation to be able to operate an Unmanned Ariel System, it is probable that several permanent identifiers may need to be supplied to and/or across the 3GPP network. Some possible example of these identifiers are UAV identifier, UAV controller identifier, or unique 3GPP identity for UAV and UAV controller. Such identifier would likely be linked to a particular user over a long period and as such present a privacy risk if they are sent in the clear. In addition to these identifiers, there may be other personally identifiable information that should also be similarly protected. 
While the user of UAV would have a right to privacy from members of the general public, it may be necessary for an individual with suitable authorization to be able to access, e.g. a law enforcement officer may need to access to the identifier in case of a crash. Hence the 3GPP system should be able to provide access to these identifiers to authorised personnel.
Proposal

This contribution proposes to add the following text to the consideration section of the TR 22.8de.

--- START CHANGE ---
6
Considerations

6.X
Considerations on security

The 3GPP system shall support confidentiality protection of identities related to the UAS and personally identifiable information.
The 3GPP system shall support non-repudiation of data sent from the UAS to UTM.
Data held at the UTM may be subject to local data retention and privacy regulations.


--- END CHANGE ---
