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Abstract: This document provides consolidation of the potential requirements related to network access requirement  
Change against S1-181233

Double-checked scope of consolidated potential requirements. 

Editorial clean up of consolidated potential requiremens.
Discussion:

The full set of security and privacy potential requirements is shown in the table below. The new terminology exclusive/segregated network is applied throughout as applicable.

8.2.1.2  Subscription requirements   
	Requirements 
	Use case requirement 

reference
	New/ existing requirement
	Consolidation analysis note
	potential requirement 

	A UE shall be required to have a subscription for each particular private network from which it can receive communication services.
	Factories of the Future15.3
	New
	1. This requirement extends the 3GPP subscription to exclusive network.
2. The same will be needed for exclusive networks ( scope extended to exclusive networks.
3. This requirement need to be rephrased to be requirement to 5G system but not UE requirement. 
	Nsa.Sub.1: A 5G UE shall have a subscription for each private or exclusive network from which it can receive communication services.

	A UE shall support multiple simultaneously active subscriptions.
	Factories of the Future 20.6
	New
	1. This requirement extends the 3GPP subscription to allow a UE to have multiple active subscriptions to both exclusive network and public network.

2. This requirement need to be rephrased to be requirement to 5G system but not UE requirement.
3. It is not a mandated requirement for all UEs. I.e. this applies only UEs which is willing to support multiple subscriptions
	Nsa.Sub.2: The 5G system shall be able to support UEs having multiple simultaneously active subscriptions from different networks. 


	A UE shall support a mechanism to simultaneously receive services using multiple subscriptions and connections to multiple private and/or public networks.
	Factories of the Future 20.7
	Existing
	4. Using the new terminology, this requirement applies for exclusive networks and PLMNs. As such, it is already acheivable by a dual SIM UE.
	None 

	The 5G system shall be able to support remote UE and relays with different subscriptions from different PLMNs.
	Smart Living 1.5
	22.278
	This requirement is covered by the existing PROSE feature as specified in 22.278 (Rel-15)
	None

	The 5G system shall support dynamic setup of new tenant and user profiles in exclusive networks.
	Centralised Power Generation X.12
	22.261
	1. This requirement is about adding user to a user group, which is already supported in existing 3GPP standard. This requirement will not be carried forward 
	None


8.2.1.2     Network discovery & selection 
	Requirements 
	Use case requirement 

reference
	New/ existing requirement
	Consolidation analysis note
	potential requirement 

	A UE shall be able to detect the identity of a private network before attempting to attach.
	Factories of the Future 15.2
	new
	1. This requirement is about private (15.2) and exclusive network (20.2) identification. 
2. This is a new requirement because this is for identifying a private or exclusive network which are introduced in this SI. 

3. Change the requirement to include exclusive network.

	Nsa.Nds.1: The 5G system shall support a mechanism for a UE to identify a private or exclusive network


	The 5G system shall support a mechanism for a UE to identify a private network.
	Factories of the Future 20.2
	
	4. 
	

	UEs that are only subscribed to a private network shall not attempt to join any public network.
	Factories of the Future 19.3
	Existing
	1. This requirement is the already covered in the existing 3GPP UE PLMN selection mechanism, so this requirement is not need to be carried forward. 
	None

	UEs that are only subscribed to a public network shall not attempt to join any exclusive or private network.
	Factories of the Future 19.4
	
	2. 
	

	The 3GPP system shall support a mechanism to allow a UE to select a private network it is authorised to access.
	Factories of the Future 20.3
	New
	1. NOTE: Wrong terminology in the requirement; this use case addresses exclusive networks, not private networks. 
2. This is also beneficial for private networks –> scope extended.
3. This is a new requirement because this is for selecting an  exclusive network which are introduced in this SI. 

4. Change “ 3GPP system “ to “5G system”
	Nsa.Nds.2: The 5G system shall support a mechanism to allow a UE to select a private or exclusive network that it is authorised to access.

	A UE shall be able to detect the availability of a private network supported by a cell before attempting to access the cell.
	Factories of the Future 20.4
	New
	5. NOTE: Wrong terminology in the requirement; this use case addresses exclusive networks, not private networks. 
1. This requirement is the extension of current 3GPP network discovery for exclusive network.
2. This requirement may be met in different ways, depending on how the exclusive network is realised, so the  cell in this requirement is an example. Therefore need to make the requirement more generic for network selection instead of cell selection.

1. Also beneficial for exclusive networks –> scope extended.

2. Rephrase the requirement to be a requirement for 5G system instead of UE implementation requirement.

	Nsa.Nds.3: The 5G system shall support a mechanism for a UE subscribing to a private or exclusive network to identify whether it is authorised to access a detected a private or exclusive network before attempting to access the network.


8.2.1.3   Authentication & Authorization requirements  
	Requirements 
	Use case requirement 

reference
	New/ existing requirement
	Consolidation analysis note
	potential requirement 

	The 5G system shall support automatic attachment (authentication and association) of previously unattached UE devices whilst providing service continuity for other UE devices in the network
	Factories of the Future 8.6
	Existing
	1. This requirement intend is to insure that the attached UE’s with guaranteed QoS will not be impacted by the new UEs, this is already covered by existing 3GPP standard. No need to be carried forward.  
	None.

	The (bi-directional) video stream between the AR device and the image processing server shall be encrypted and authenticated by the 5G system.
	Factories of the Future 10.6
	 new
	1. The original intention of this requirement is allow network to support a AR type traffic which is not only a URLCC but also with high bandwidth. Therefore the requirement needs to be rephrase to reflect the real intention.  Also the encryption and authentication are already supported in 3GPP.  
2. URLLC is not limited to private networks –> scope extended to 5G systems.
3. 
	Nsa.Aa.1: The 5G system shall support encryption and authentication for the (bi-directional) URLLC service with high bandwidth.

	The 5G system shall be able to limit authorised communication services to defined areas, network segments, automation devices, or applications. The related access rights can be organised by user groups.
	Factories of the Future 18.16
	new
	1. This requirement is to limit the authorization of the service to defined areas, the network segment, device type or applications for the exclusive network. 

2.  Organizing the access rights by user group is a implementation option, and it’s not service requirement. Therefore this part will not be covered in the potential requirement. 
3. 
	Nsa.Aa.2:  The 5G system shall be able to authorise 5G service with defined restrictions and enforce the restrictions for each authorised UE. (note)
NOTE: The restrictions can be defined areas, network segments, automation devices type, or applications. 


	Network access authentication credentials for private 5G networks shall not be valid for authentication in PLMN networks.
	Factories of the Future 19.1
	Existing
	4. This requirement is about UE only use the credential for the network it subscribed , which is already covered in current 3GPP standard, so this requirement will not be carried forwarded.  
	None 

	UEs that only provide private network credentials when trying to join a PLMN shall be barred from joining said PLMN.
	Factories of the Future 19.6
	
	5. 
	

	A private 5G network shall be able to deny network access authentication of UEs offering PLMN authentication credentials. Note 3.
	Factories of the Future 19.2
	existing
	1. A network can deny access to any UE that is not a subscriber and for which there is no roaming agreement with the home network.
	None

	The 5G system shall support a suitable framework for subscriber network access authentication, e.g., EAP. Note 1, note 2.
	Factories of the Future 19.8
	New
	1. This requirement is the extension of the exiting 3GPP authentication frame to be applied to exclusive network.
2. Already supported for exclusive networks.
	Nsa.Aa.3: The 5G system shall support the 3GPP authentication framework for  private networks.  



	The 3GPP system shall support a mechanism to prevent a UE from accessing a private network it is not authorised to select.
	Factories of the Future 20.5
	New
	1. NOTE: The original requirement uses the wrong term, it should be written for exclusive networks.
2. This requirement is about preventing access prior to authentication. The UE should not even attempt to attach
3. Private  networks will often face the same issues, i.e. being small deployments for which one want to avoid signalling from unauthorised devices. –> proposal to extend this private networks. We think this is beneficial for PLMNs too –> scope extended to 5G system.
	Nsa.Aa.4: The 5G system shall support a mechanism to prevent a UE from attempting to attach to a network it is not authorised to select.

	Mutual authentication of UE and of the 5G system—plus the integrity of transmitted messages on the user plane—shall always be ensured. This shall also be the case when communication confidentiality is not used, for instance due to telecom regulatory limitations.
	Security 4
	Existing
	1. The 5G system does mutual authentication and provides integrity protection of messages. No new requirement is needed. 
	 None

	In case a 5G communication service in an exclusive network is provided through a network slice by a PLMN MNO, authentication should  still be possible even when backhaul connection is not available
	Security 5
	New 
	1. This requirement is about local authentication within exclusive network slice, and this is new requirement for exclusive network which hasn’t been covered by other 3GPP SA1 service requirement specifications.

2. The requirement need to be rephrased to align with CAV requirement convention.  
3. 
	Nsa.Aa.5:  The 5G system shall support authentication in a network slice of a MNO even when backhaul connection to the slice is not available.



	The 3GPP system shall support mechanisms to differentiate between levels of authorisation required for decision
	Smart Living 1.1
	Existing
	1. This requirement is about 5G system to be able to create level of  different  authorization  for different 5G communication services. So This is already covered by existing 3GPP service authorization mechanism. This requirement will not be carrier forward
	None. 


Proposed text:

8.2.1 Network service access requirement

8.2.1.2   Subscription requirements  
	Reference number
	requirements
	Use case requirement reference

	Nsa.Sub.1
	A 5G UE shall have a subscription for each private or exclusive network from which it can receive communication services.
	· Factories of the Future15.3

	Nsa.Sub.2
	The 5G system shall be able to support UEs having multiple simultaneously active subscriptions from different networks. 


	· Factories of the Future 20.6


8.2.1.2     Network discovery & selection 
	Reference number
	requirements
	Use case

requirement reference

	Nsa.Nds.1
	The 5G system shall support a mechanism for a UE to identify a private or exclusive network.
	· Factories of the Future 19.3

· Factories of the Future 19.4

	Nsa.Nds.2
	The 5G system shall support a mechanism to allow a UE to select a private or exclusive network that it is authorised to access.
	· Factories of the Future 20.3

	Nsa.Nds.3
	The 5G system shall support a mechanism for a UE subscribing to a private or exclusive network to identify whether it is authorised to access a detected a private or exclusive network before attempting to access the network.
	· Factories of the Future 20.4


8.2.1.3   Authentication & authorization requirements 
	Reference number
	requirements
	Use case requirement reference

	Nsa.Aa.1
	The 5G system shall support encryption and authentication for the (bi-directional) URLLC service with high bandwidth.
	· Factories of the Future 10.6

	Nsa.Aa.2
	The 5G system shall be able to authorise 5G service with defined restrictions and enforce the restrictions for each authorised UE. (note)

. (note)


	· Factories of the Future 18.16

	Nsa.Aa.3
	The 5G system shall support the 3GPP authentication framework for  private networks.  


	· Factories of the Future 19.8

	Nsa.Aa.4
	The 5G system shall support a mechanism to prevent a UE from attempting to attach to a network it is not authorised to select.
	· Factories of the Future 20.5

	Nsa.Aa.5
	The 5G system shall support authentication in a network slice of a MNO even when backhaul connection to the slice is not available.
	· Security 5

	NOTE: The restrictions can be defined areas, network segments, automation devices type, or applications.




�This was originally written for "exclusive network realised by PLMN slice". This will be excluded by the new terminology, but will be covered by the editor's note for clause 8 (see S1-181468).  Not sure what to write here for the time being. Leave as is?


�This was originally written for "exclusive network realised by PLMN slice". This will be excluded by the new terminology, but will be covered by the editor's note for clause 8 (see S1-181468).  Not sure what to write here for the time being. Leave as is?





