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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Interest in using cellular connectivity to support Unmanned Aerial Systems (UAS) is strong, and the 3GPP ecosystem offers excellent benefits for UAS operation. Ubiquitous coverage, high reliability and QoS, robust security, and seamless mobility are critical factors to supporting UAS command and control functions. In parallel, regulators are investigating safety and performance standards and Registration and licensing programs to develop a well-functioning private and civil UAS ecosystem which can safely coexist with commercial air traffic, public and private infrastructure, and the general population.
Enabling UAS identification and tracking would allow authorised users (for example air traffic control, public safety agencies) to query the identity and metadata of a UAV and its UAV controller via Unmanned Aerial System Traffic Management (UTM).  The UTM stores the data required for UAS(s) to operate. Air traffic control agency uses the UTM server to authorise, enforce, and regulate UAS operation. This would assist in controlling airspace and for public safety applications.
1
Scope

The present document identifies the use cases and documents the derived potential requirements for meeting the business, security, and public safety needs for the remote identification and tracking of UAS linked to a 3GPP subscription.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Unmanned Aerial System:
the combination of a UAV and a UAV controller

Unmanned Aerial Vehicle:
an aircraft without a human pilot onboard which is remotely controlled
UAV controller: 
a device used to remotely control a UAV
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

UAS

Unmanned Aerial System

UAV

Unmanned Aerial Vehicle

UCAS
Unmanned Aerial Vehicle Collision Avoidance System

UTM
Unmanned Aerial Vehicle Traffic Management

4
Overview
[Editor’s Note: This clause provides a high-level overview of the feature that includes:

- description of feature

- benefit(s) the feature provides to the operator, end user, etc

- any other (background) information that helps the reader understand the feature]

5
Use cases
5.1
Use case for Initial authorisation to operate
5.1.1
Description

As a UAS requests permission to access UAS data services from an MNO, the MNO performs a secondary check (after or in parallel to the initial mutual authentication) to establish the UASs credentials to operate.

The MNO is responsible for transporting and potentially adding additional data to the request to operate from the UAS to an Unmanned Aerial System Traffic Management (UTM). Note that the UTM is a 3GPP entity. This UTM is responsible for the authorization of UAS to operate and checks the credentials of the UAS and operator. One option is that the UTM is operated by air traffic control agencies. It stores all the data regarding the UAV, UAV controller and their live location.

If the UAS fails any part of this check, the MNO may refuse service to the UAS and hence deny permission to operate.
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5.1.2
Scenario

A UAS is made up of a UAV and a controller used by an operator. One controller may command and control one UAV or a fleet of UAVs. The UAV and the UAV controller both have certain credentials and identities which are factory set, related to the status of the UAS or operator, or related to the operating scenario. This includes unique 3GPP credentials and identities. The communication between controller and UAV is done via 3GPP communication service offered by MNO.

In this scenario, the UAS has been switched on in order for the operator to fly the UAV using the controller. The operator pairs the UAV and controller through some mechanism.

The UAV passes UAV data to onboard 3GPP UE. The UE mutually authenticates with MNO. In parallel to the attach request, the UE sends the UAV data & 3GPP identifiers to the Unmanned Aerial System Traffic Management (UTM), requesting initial permission to attach to the network and fly.

The same operation is done by the UAV controller using its own credentials and identifiers.

If the UTM rejects a request, the MNO rejects the attach request of the specific element of the UAS.

5.1.3
Potential service requirements 
The 3GPP system shall enable a UAS to send the following UAV data to a UTM: unique identity (this may be unique 3GPP identity), make & model, serial number, take-off weight, position, owner identity, owner address, owner contact details, owner certification, take-off location, mission type, route data, operating status.

The 3GPP system shall enable a UAS to send the following UAV controller data to a UTM: unique identity, position, owner identity, owner address, owner contact details, owner certification.

The 3GPP system shall protect against spoofing attacks of the UAS identities.

The 3GPP system shall protect the integrity of the message(s) sent from UAS to a UTM containing the UAS identities.

The 3GPP system shall enable a UE in a UAS to send the following identifiers to a UTM: IMSI, IMEI, MSISDN.

The 3GPP system shall protect the confidentiality of the message(s) sent between UAS to a UTM containing the UAS identities.

The 3GPP system may enable an MNO to augment the data sent to a UTM with the following: network-based positioning information, preconfigured pairing data.

A UAS may optimise subsequent messages sent to an UTM by omitting unchanged static or semi-static data (e.g. owner identity, owner address, owner contact details, owner certification).

The UTM shall be able to authorise a UAS to operate.

The UTM shall be able to coordinate the route data provided in the authorisation to operate and change it if needed.

The UTM shall be able to refuse authorisation for a UAS to operate.

The UTM shall be able to inform an MNO of the outcome of an authorisation to operate.

An MNO shall be able to enforce the authorisation for a UAS to operate (e.g. by enabling or disabling communication between the UAV and UAV controller).

5.2
Use case for live data acquisition by UTM
5.2.1
Description
Infrastructure may be deployed in certain regions to ensure the safety of UAS operations. The purpose of such an infrastructure would be to keep drones separated from each other and also from the few aircraft such as low flying helicopters with which they may need to share the airspace.
The UTM may offer an Unmanned Aerial Vehicle Collision Avoidance System (UCAS) service. The primary scope of the 3GPP involvement in such a UCAS would be to provide accurate live positioning information into the UTM from the UAS or MNO, and to ensure timely feedback from the UTM to the UAS.

Most drones of a certain class already have collision avoidance systems on board. Such systems range is very wide from very poor to good – depending on size, quality, price of the drone and the know-how of the manufacturer. Active control from UTM is important and onboard systems can be used as a backup.

5.2.2
Scenario
Several UAVs are making deliveries to an office block simultaneously. They are each registered with the UTM. Each UAS is transmitting accurate positional information, which may be supplemented by the service MNO, to the UTM. The UTM has agreed their route data with the authorization to operate. The UTM offers a UCAS service.

The UAS provides the UTM with its live location.

As the UTM notices that the multiple UAVs pass some metric of proximity defined by speed of aircraft, density of airspace, etc. and decided to intervene to help prevent any collision. The UTM sends a notification message towards UAV controller to warn for possible collision. If after notification message there is no change of behaviour of UAV the UTM may send route change data to the UAS.

The route modifications are transmitted to each UAS and are incorporated into the planned routes of each UAS.

5.2.3
Potential service requirements 
Editor’s note: service requirements are TBD

5.3
Use case for data acquisition by law enforcement
5.3.1
Description
Police respond to a nuisance complaint about a UAV. Before entering the area where the report was made, they query the various sources of information about what UAS are operating in the area to identify and gather information about any operating UAV in that area.

5.3.2
Scenario
Police respond to a nuisance complaint about a UAV. Before entering the area where the report was made, they query the UTM to see if any have a live UAV in the area. For example, the police might supply a civic address, geographic polygon, a list of identities of known persistent offenders, etc. The UTM would return the subscription, equipment identity, route data, live location, and all data for the flight of any devices operating as a UAS in the submitted area or matching the submitted identity.

This could lead to a further request for more data to attempt to make visual contact with (a) the UAV, and (b) the UAV operator. 
5.3.3
Potential service requirements 
The 3GPP system shall enable an authorised official to query a UTM for information and identities of an active UAS when an authorised official provides a subset of UAS data (e.g. an IMSI, general location, or IMEI).

The 3GPP system shall enable an authorised official to query a UTM for the current location(s) of an active UAS when an authorised official provides a subset of UAS data (e.g. an IMSI, general location, or IMEI).

The 3GPP system shall enable a UTM to authenticate the identity and authority of the official making a request for UAS identity and information.

5.4
Use case for enforcement of no-fly zones
5.4.1
Description
Some sort of infrastructure may be deployed in certain regions to ensure the safety of UAS operations outside of the airspace open to civil aviation. The purpose of such an infrastructure would be to provide control methods for enforcing flight restrictions on UAVs. Such an Unmanned Aerial System Traffic Management (UTM) server would require the ability to identify, locate, and instruct the UAS (via the UAV controller).

The primary scope of the 3GPP involvement in such an Unmanned Aerial Vehicle Collision Avoidance System (UCAS) would be to provide accurate live positioning information into the UTM from the UAS or MNO, and to ensure timely feedback from the UTM to the UAS (via the UAV controller). 

5.4.2
Scenario
A UAS is approaching the no-fly zone around an airport. Other no-fly zones may be around prisons, highway roads, hospitals, road or crime incidents. The initial authorisation to fly did not contain a route which included this path as the UAV is small enough to not require a route in advance to be granted permission to operate. Or the no-fly zone was temporarily created because of a particular incident.

The UAS is transmitting accurate positional information, which may be supplemented by the serving MNO, to the UTM.

As the UTM notices that the UAV approaches the edge of the no-fly zone, the UTM decides to send warning to the UAS operator (via the UAV controller) with the details of the no-fly zone. If UAV has reached the edge of the no-fly zone the UTM decides to intervene to prevent any further incursion. The UTM determines a route to remove the UAV from the no-fly zone and provides a route modification to the UAS to achieve this correction. Optionally, the details of the no-fly zone are sent to the UAV controller for user information.

The route modifications are transmitted to the UAS and are executed by the UAS to correct the position of the UAV.

5.4.3
Potential service requirements 
The 3GPP system shall enable a UAS to update a UTM with the live location of a UAV.

The 3GPP system may enable an MNO to supplement location information sent to a UTM.

The 3GPP system shall enable a UTM to send route modification information to a UAS with a latency of less than [500ms].

The 3GPP system shall enable a UTM to send a notification to a UAV controller with a latency of less than [500ms].

6
Additional considerations
6.1
Considerations on lawful interception
It shall be possible to support lawful interception for UAS traffic.

6.2
Considerations on security

The 3GPP system shall support confidentiality protection of identities related to the UAS and personally identifiable information.

The 3GPP system shall support non-repudiation of data sent from the UAS to UTM.

Data held at the UTM may be subject to local data retention and privacy regulations.

7
Consolidated potential requirements
 [Editor’s note: Text to be provided.]
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Figure 5.1.1-� SEQ Figure \* ARABIC �1�: Initial authorisation to operate
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Figure 5.2.1-� SEQ Figure \* ARABIC �1�: Live data acquisition by UTM
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Figure 5.3.1-� SEQ Figure \* ARABIC �1�: Data acquisition by law enforcement
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Figure 5.4.1-� SEQ Figure \* ARABIC �1�: Enforcement of no-fly zones
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