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Abstract: This document provides consolidation of the potential requirements related to security and privacy.
Discussion:

The full set of security and privacy potential requirements is shown in the table below. The new terminology exclusive/private network is applied throughout as applicable.

	requirements
	Use case requirement 

reference
	New/ existing requirement
	Consolidation analysis note
	potential requirement 

	The 5G system shall support data integrity protection and message authentication, even for communication services with ultra-low latency and ultra-high reliability requirements
	Factories of the Future 2.5, 5.5 Electric Power Distribution 1.5, 2.5, PMSE 1.4, 2.2, 3.2
	22.261
	The new aspect beyond what is covered in 22.261 is extending this to exclusive and private networks. The specific applications are redundant from the perspective of 3GPP
	Req.1: The 5G system shall support data integrity protection and message authentication.

	The 5G system shall enable the network operator to protect the integrity of user data for services provided by a network slice
	Smart Cities 1.1,
	
	
	

	The integrity of the information exchanged via the 5G system shall be protected.
	Centralised Power Generation 1.1
	
	
	

	The cyclic data communication service of the 5G system shall be able support to satisfy the safety requirements according to [25] for safety integrity level 3 (SIL-3).
	Factories of the Future 5.7
	
	An application layer requirement out of scope of 3GPP. The requirement does not need to be carried forward.
	None

	The 5G system shall be able to ensure the confidentiality and integrity of data for/from the remote UE data in indirect communications.
	Smart Living 1.4
	22.278
	This has already been addressed in 22.278 clause 9.5. The requirement does not need to be carried forward.
	None

	The 5G system shall not violate valid, general privacy principles applicable for electrical networks in general, and support data minimisation and user consent if any data collection such as frequency and impedance measurements in the local smart grid are unavoidable for providing the required services.
	Electric-Power Distribution 1.7
	
	Both pertain to data privacy, data minimization, and user consent for data access. The data privacy aspects are addressed by the Req 1 added above. The data minimization and user consent for data access aspects are application layer requirements out of scope of 3GPP and do not need to be carried forward. 
	None

	The 5G system shall not violate valid, general privacy principles applicable for electrical networks in general, and support data minimisation and user consent if any data collection such as frequency and impedance measurements in the local smart grid are unavoidable for providing the required services.
	Voltage Control 2.7
	
	
	

	The 5G system shall provide state-of-the-art information security capabilities regarding user data authenticity, integrity, and confidentiality and denial-of-service prevention.
	Electric Power Distribution 3.9
	22.261
	Pertain data security as well as prevention of denial of service. The data privacy aspect is addressed by the requirement added per consolidated req.1. The denial of service aspect can be captured in a single requirement
	Req.2: The 5G system shall provide mechanism for denial-of-service prevention.

	Private and exclusive 5G networks shall permit  over-the-top end-to-end security protocols  in general, and for "stringent QoS"–traffic in particular.
	Security 2
	New
	It pertains to support for over the top security. It can be clarified in a single requirement.
	Req.3: The 5G system shall be able to support over-the-top end-to-end security protocols.


	The 3GPP system shall support mechanisms to provide secure processing of data
	Smart Farming 2.2
	Application layer requirement
	Potential requirement Smart Farming 2.2 is an application layer requirement out of scope of 3GPP. The requirement does not need to be carried forward.


	None


Proposed Texts:
====================================================


8.2.6
Security and privacy requirements  

	Reference number
	requirements
	Use case requirement 

reference

	Nse.Sp.1
	The 5G system shall support data integrity protection and message authentication.
	· Future of factory 2.5, 

· Future of factory 5.5, 

· Smart Cities 1.1, 

· Electric Power Distribution 1.5, 

· Electric Power Distribution 2.5, 

· Centralised Power Generation 1.1, 

· PMSE 1.4, 2.2, 3.2

	Nse.Sp.2
	The 5G system shall provide mechanism for denial-of-service prevention.
	· Electric-Power Distribution 3.9

	Nse.Sp.3
	The 5G system shall be able to support over-the-top end-to-end security protocols.
	· Security 2


