3GPP TSG-SA WG1 Meeting #82
S1-181103
Dubrovnik, Croatia,  7-11 May, 2018
(revision of S1-18xxxx)
Title:
FS_LUCIA 3rd party slice authentication failure
Agenda Item:
7.8
Source:
Nokia, Nokia Shanghai Bell
Contact:
Betsy Covell  betsy.covell@nokia.com
Abstract: This document provides a use case for FS_LUCIA to illustrating potential outcomes for a failed user authentication for slice access.
Proposed Text:
5.x
Secondary slice authentication by 3rd party – failure case
5.x.1
Description

A gaming company party provides 3 tiers of service, bronze, silver, gold, to its subscribers who can then login to play games with different capabilities (e.g., QoS). The gaming company provides its own devices to gamers, each of which has a subscription with the local MNO. Each device is capable of supporting multiple users where each user has a separate subscription with the gaming company. 

The gaming company leases 3 slices, each with appropriate resources, from the MNO to support the three tiers of service. The MNO know the gaming company UEs are authorized to gain access to the gaming company slices but the MNO does not manage which exact slice a UE is entitled to use for each access attempt. The gaming company maintains its own database indicating which tier of service is allowed for each subscriber. This allows changes to the tier associated with a particular UE, which may be based on changes in the users gaming company subscription (e.g., user changes subscription option or company offers a short term promotion) or on a change of user who has a different subscription option, to be transparent to the MNO. This also allows users to login on different gaming devices and get the same service regardless of device.

Any gaming company subscriber can login to the gaming device with the gaming company user  ID and credentials, triggering a new network access attempt to be initiated by the gaming device. Access authentication is then performed by the MNO on the UE credentials. Based on the network awareness that the UE is associated with the gaming company, before the UE is attached to a particular slice, the gaming company is requested to perform a second authentication and authorization of the user which determines the appropriate slice for the UE based on the subscription option for the current user.
If a gaming device is activated by a user who does not have a valid gaming company user ID and credentials, the 3rd party authentication fails. In this case, the device is not able to access the gaming company’s slice. Since the device has already been successfully authenticated for access, it may be allowed to access other slices, depending on operator policy and the subscription options associated with the device.
5.x.2
Pre-conditions

The gamer has a silver subscription with the gaming company.

The gamer receives a gaming device from the company which includes a subscription with the local MNO.

The gaming company maintains the association of the subscription with the slice for silver service.

The gamer’s younger brother does not have a subscription with the gaming company.
5,x.3
Service Flows

The gamer’s younger brother picks up the device and turns it on.
Based on the new access attempt, the gaming device is authenticated by the network as having a valid subscription with MNO.

The network determines the device also has a subscription with the gaming company that requires a secondary authentication to determine what slice it should attach to.

The gaming company attempts to authenticate the device user and determines that the current user does not have an active subscription (e.g., based on receiving invalid user credentials from the younger brother).
The gaming device is not connected to the gaming company slice for silver service.

5.x.4
Post-conditions

Based on operator policy, subscription options of the gaming device, and device capabilities (e.g., it is also a smartphone), the device may be denied service or it may be connected to another part of the network, where, for example, the younger brother could make a voice call using the device which has been successfully authenticated for network access.
5.x.5
Potential Requirements

The 3GPP system shall be able to store a user profile for a user, which can include the following information: 

- information regarding authentication policies required by different slices to authenticate a user for access to these slices.
The 3GPP system shall support a mechanism to interact with a 3rd party network entity for user authentication.

The 3GPP system shall support a mechanism to deny access to a slice based on unsuccessful user authentication.

