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Abstract: This document provides a use case for FS_LUCIA to illustrating potential outcomes for a failed user authentication for slice access.
Proposed Text:
5.x
Secondary slice authentication by 3rd party – failure case
5.x.1
Description




This use cases follows the same description as the use case in clause 5.4.
5.x.2
Pre-conditions

The gamer has a silver subscription with the gaming company.

The gamer receives a gaming device from the company which includes a subscription with the local MNO.

The gaming company maintains the association of the subscription with the slice for silver service.

The gamer’s younger brother does not have a subscription with the gaming company.
5,x.3
Service Flows

The gamer’s younger brother picks up the device and turns it on.
Based on the new access attempt, the gaming device is authenticated by the network as having a valid subscription with MNO.

The network determines the device also has a subscription with the gaming company that requires a secondary authentication to determine what slice it should attach to.

The gaming company attempts to authenticate the device user and determines that the current user does not have an active subscription (e.g., based on receiving invalid user credentials from the younger brother).
The gaming device is not connected to the gaming company slices.

5.x.4
Post-conditions

Based on operator policy, subscription options of the gaming device, and device capabilities (e.g., it is also a smartphone), the device may be denied service or it may be connected to another part of the network, where, for example, the younger brother could make a voice call using the device which has been successfully authenticated for network access.
5.x.5
Potential Requirements

The 3GPP system shall be able to store a user profile for a user, which can include the following information: 

- information regarding authentication policies required by different slices to authenticate a user identity for access to these slices.
The 3GPP system shall support a mechanism to interact with a 3rd party network entity for user identity authentication.

The 3GPP system shall support a mechanism to deny a UE access to a slice based on unsuccessful user identity authentication, while still allowing access to other services associated with the UE subscription.

