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Abstract: This document analyses existing potential requirements and proposes "Consolidated potential requirements" to section 7 of TR 22.904. (Study on user centric identifiers and authentication)
Discussion
The current potential requirements (per use case), that have been included in the consolidation, are:
[PR 5.1-1] The 3GPP system shall be able to provide a user identifier to a user. The user identifier shall be independent of existing identifiers relating to subscription (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI). The user identifier may be provided by some entity within the operator’s network or by a 3rd party.

[PR 5.1-2] The 3GPP system shall support a mechanism to perform authentication of a user identifier, regardless of the access, the UE and its HPLMN as well as the provider of the user identifier.

[PR 5.1-3] The 3GPP system shall be able to store or link user specific service settings and parameters with the user identifier. Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.

[PR 5.1-4] The 3GPP system shall be able to take user specific settings into account when delivering a service.

[PR 5.1-5] The operator shall be able to enable or disable the use of a user identifier in his network.

[PR 5.1-6] The operator shall be able to set the boundaries within which the user specific settings are taken into account in his network. The operator shall be able to restrict the feature depending of the provider of the user identifier, the roaming status of the UE, the service and its specific parameters. 

[PR 5.1-7] The operator shall be able to restrict the number of simultaneously active user identifiers per UE.

[PR 5.1-8] The user shall be able to activate and deactivate the use of the user identifier and the associated user account settings. With deactivation all links between a subscription and a certain user identifier shall be erased.

[PR 5.1-9] The 3GPP system shall be able to include the user identifier in the charging data for on- and offline charging.

… and additionally from use case 5:
[PR 5.5-1] The 3GPP system shall be able to provide a user identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.

NOTE 1: 
The user identified with a user identifier could be a person, a device or an application.

[PR 5.5-2] The 3GPP system shall support a mechanism to perform authentication of a user identity used by devices that are connected via a UE that acts as a gateway.

NOTE 2:
The above requirements are additional requirements to those described in clause 5.x, especially those for storing and applying user specific settings within the 3GPP network and for operator deployed services as well as for charging.
[PR 5.2-1] The 3GPP system shall be able to support operators to act as identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services.

[PR 5.2-2] The 3GPP system shall be able to provide information to services concerning the level of confidence of the user identity and authentication process.

[PR 5.2-3] The 3GPP system shall be able to assess the level of confidence of the user identity and authentication process by taking into account information regarding the used authentication mechanism (e.g. algorithms, key-length, time since last authentication), information from the network (e.g. UE or device in use, access technology, location).

[PR 5.2-4] The 3GPP system shall protect the privacy of the user by only transferring information that is necessary to provide the service and the user has consented when registering for the service.

[PR 5.3-1] The 3GPP system shall be able to store a user profile, which can include the following information

- user identities, 

- used UEs (identified by their subscription and device identities), 

- the capabilities the used UEs support for authentication,

- information regarding authentication policies (required authentication mechanism and level of confidence) for different services.
[PR 5.3-2] The 3GPP system shall be able to authenticate the user identity according to the authentication policies.

[PR 5.3-3] The 3GPP system shall be able to record charging data for user authentication. 
[PR 5.4-1] The 3GPP system shall support a mechanism to determine whether 3rd party authentication is needed for slice assignment.

[PR 5.4-2] The 3GPP system shall support a mechanism to interwork with a 3rd party network entity to authenticate the user and authorize the UE for slice access.

[PR 5.4-3] The 3GPP system shall support a mechanism to receive a slice authorization from a 3rd party network entity.

[PR 5.6-1] The 3GPP system shall be able to permanently link a user account with a subscription.

[PR 5.6-2] The 3GPP system shall support authenticating user identities from devices that connect via the internet and securely downloading credentials to those devices to enable them to access the network and its services via non-3GPP access.

[PR 5.6-3] The 3GPP system shall support using aliases with a user identity for 3GPP and non-3GPP services. 

[PR 5.6-4] The 3GPP system shall be able to create charging data containing the user identifier for access and use of network services by a device that was authorized with its user identifier.

[PR 5.6-5] The operator shall be able to set restrictions for devices accessing the network and its services via non-3GPP access with their user account based on the user identity provider, the roaming status of the device and the network service.
Proposal for "Consolidated potential requirements" in section 7 of TR 22.904.
User Identifiers and user authentication:
A user is an entity, not part of the 3GPP System, which uses 3GPP System services (see TS 21.905 [1]). 
A user can e.g. be a person, a (none-3GPP) device, an application, etc.

A user can have multiple User Identities, each User Identity being identified by one or more User Identifiers.

· [PR 5.1-1 part 1] The 3GPP system shall be able to provide User Identifiers for a user.
· [PR 5.1-1 part 2] The User Identifier shall be independent of existing identifiers relating to subscription or device (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI, IMEI).

·  [PR 5.1-1 part 3]The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.

· [PR 5.1-2] The 3GPP system shall support a mechanism to perform authentication of a User Identity regardless of the user's access, the user's UE and its HPLMN as well as the provider of the User Identifier.

· [PR 5.5-1] The 3GPP system shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.

· [PR 5.5-2] The 3GPP system shall support a mechanism to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.

· [PR 5.1-4] The 3GPP system shall be able to take settings into account that are specific to a User Identity when delivering a service.

· [replacing PR 5.6-1] A subscriber shall be able to link and unlink one or more user Identities with his subscription.

· [PR 5.6-2] The 3GPP system shall support user authentication with User Identifiers from devices that connect via the internet; the 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the subscription that has been linked with the User Identity.

·  
· [PR 5.2-3] The 3GPP system shall be able to assess the level of confidence in the User Identity by taking into account information regarding the used mechanism for obtaining that User iIdentity (e.g. algorithms, key-length, time since last authentication), information from the network (e.g. UE or device in use, access technology, location).

·  [PR 5.1-7] The operator and the subscriber shall be able to restrict the number of simultaneously active User Identifiers per UE.
Access to services:
· The 3GPP System shall support to authenticate a User Identity to a service with a User Identifier.

Note: The requirement applies to 3GPP services and non-3GPP services that are accessed via the 3GPP System

·  [PR 5.2-2] The 3GPP system shall be able to provide information to services concerning the level of confidence of the User Identity and authentication process.
· [replacing PR 5.3-2] A service shall be able to request the 3GPP network to only authenticate users to the service for which the association of the user with a User Identifier has been established according to specified authentication policies of the service.

· [replacing PR 5.3-2] When a user requests to access a service the 3GPP System shall support authentication of the User Identity with a User Identifier towards the service if the level of confidence for the correct association of a User Identity with a User Identifier complies to specified policies of the service.

· [merging PRs 5.4-1, 2 and 3] The 3GPP system shall support a mechanism to interwork with a 3rd party network entity to authorize the UE to access network slices, based on active User Identifiers at the UE.

Charging for services

· PR 5.1-9] The 3GPP system shall be able to include the User Identifier including information concerning the provider of the User Identifier in the charging data for on- and offline charging.

· [PR 5.3-3] The 3GPP system shall be able to record charging data for user authentication.
· [PR 5.6-4] The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a device that was authorized with its User Identifier linked to a subscription.

User profile and its User Identities

· [PR 5.3-1] The 3GPP system shall be able to store and update a User Profile for a user. The User Profile can include the following information: 

- User Identifiers of the user's User Identities and potentially linked subscriptions, 

- used UEs (identified by their subscription and device identifiers), 

- capabilities the used UEs support for authentication,

- information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.

- [PR-5.1-3] User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
· [PR 5.1-8] The user shall be able to activate, suspend and deactivate the use of the User Identifiers and the associated settings in its user profile. Upon deactivation, all links between the subscription and the User Identifier shall be erased.

Operator requirements
· [PR 5.1-5] The operator shall be able to enable or disable the use of a User Identifier in his network.

· [PR 5.2-1] The 3GPP System shall support operators to act as User Identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services
· [PR 5.1-6] The operator shall be able to set the boundaries within which the user specific settings are taken into account in his network. The operator shall be able to restrict the feature depending of the provider of the User Identifier, the roaming status of the UE, the service, and its specific parameters.

· [PR 5.6-5] The operator shall be able to set restrictions for devices accessing the network and its services via non-3GPP access with their user account based on the User Identity provider, the roaming status of the device and the network service.

Privacy requirements:

· [PR 5.2-4] The 3GPP system shall protect the privacy of the user by only transferring User Identity information to a service that is necessary to provide the service and for which the user has consented to when registering for the service. 
