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Abstract: This contribution proposes a use case for clause 5 of TR 22.854.  The use case involves invocation of a data transport communication session with priority from an MPS subscribed UE for Virtual Private Network (VPN) access to an Enterprise Network.
---------- Use Case template ----------
5.X
DTS Invocation from a MPS subscribed UE for VPN Access to an Enterprise Network
5.X.1
Description

The MPS Service User needs to connect to an Enterprise Network (i.e., private corporate network) to access information critical to the mission (e.g., to download data and/or access enterprise applications such as email, text/chat/presence, voice and video).  Using normal commercial data service, the Service User attempts to establish a Virtual Private Network (VPN) connection to its Enterprise Network but fails (e.g., because normal commercial data service is degraded as a result of a disaster or emergency event).  The Service User then retries the connection, but first invokes the DTS to have a higher probability of establishment.  

As an alternative, initial access to the Enterprise may succeed but future conditions (e.g., degradation of commercial data service) may render the connectivity ineffective.  In which case the Service User invokes DTS.  The Service User may invoke the DTS without first releasing the VPN.  It is not necessary to reestablish the VPN after activating the DTS.

When DTS is invoked by the Service User, the UE is directed to a server in the MPS Service Provider network.  The UE exchanges the needed information with the MPS Service Provider server. The information exchange and associated processing in the Service Provider network results in the authentication and authorization for DTS.  Invocation of the DTS is done either using a web browser or using a user-selectable option provided as part of the VPN client in the UE.  
Once the DTS session is established, the Service User is able to use its normal process to establish the VPN connection to its Enterprise Network.
When the need for priority communications ends, the Service User explicitly revokes the DTS.  If not explicitly revoked, the service is automatically revoked upon UE detachment/deregistration, e.g., power down.  To handle the cases when the detachment is not intentional, e.g., temporary loss of connectivity, the 3GPP network should delay revocation of the DTS to permit a reattachment to occur while keeping the DTS activated.

NOTE:  The difference between this use case and basic DTS use case is that this case adds priority in the network segment between the 3GPP system and the Enterprise Network.  

Figures X and Y illustrates the general concepts for DTS.  The 4G concepts shown in Figures X and Y are simply for illustrative purposes and corresponding 5G concepts can also be applied in a similar fashion, but not shown.  The following conventions are used to depict the IP flows in Figures X and Y to illustrate the concepts for DTS:

· Solid lines represent media flows, and dotted lines represent signaling flows.  

· An orange IP flow receives priority treatment, and a gray IP flow does not.  

· To identify that portion of the network which provides priority treatment from that which does not, a flow may be orange in part of the figure and gray elsewhere.  

A bearer begins at the UE and ends at the PDN-GW within the 3GPP system.  The following conventions are used to illustrate Bearers in Figures X and Y:

· Bearers are depicted as tubes traversing the 3GPP system from the UE to the PDN-GW.

· Color is used to distinguish priority and non-priority Bearers as follows:

· Yellow color indicates the Bearer is upgraded for MPS.  

· Gray color indicates the Bearer is not upgraded for MPS use.

Prior to the invocation of the DTS, the media flows are transported via the Default Bearer and the Managed IP Network, as shown in Figure X.
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Figure X - SDFs receive no priority prior to invocation of the DTS
Figure X illustrates IP packets (i.e., SDFs) carried on the Default Bearer may be destined to Web Servers in the MPS Service Provider Managed IP Network, or to ones over the Internet.  They may also be destined for an Enterprise via a terminating Access Network.  The terminating Access Network can be of any type, e.g., it may be wireline.

Since priority transport is required beyond the originating EPS, it is assumed that an MPS subscribed UE will receive its data services via the MPS Service Provider Managed IP Network.  Enterprise customers may be afforded specialized treatment in the MPS Service Provider Managed IP Network via Service-Provider-specific means.  To illustrate this capability in a general way, the concept of a Priority Transport Tunnel is shown in Figure Y.

In Figure Y, all SDFs carried on the Default Bearer receive priority treatment within the EPS and in the Managed IP Network.  A subset of flows carried over the Priority Default Bearer, those destined for the Enterprise customer, are shown as carried in a priority transport tunnel.
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Figure Y - DTS example upgrading all SDFs on the Default Bearer, with addition of end-to-end priority treatment to the Enterprise
While not shown in Figure Y, if the source / destination IP address and ports are configured within the PDN-GW, it is possible to identify those packets which should receive priority treatment within the Managed IP Network, and which should not.  

The terminating Access Network providing connectivity to the Enterprise should also provide priority transport of IP packets.  Flows to the Enterprise are shown as receiving priority.  Enterprise connectivity need not be via LTE, e.g., it may be via fixed access.  Specific procedures and security trust arrangements associated with the Access Network connected to the Enterprise will be needed.  

An end-to-end solution between the UE and the enterprise may rely upon Enterprise connectivity to the same MPS Service Provider serving the UE.  If the Enterprise is served by a different Service Provider, it is not expected that end-to-end priority can be provided in a standardized way, but would require peer-to-peer agreements.

A further variant, not shown, provides priority to a subset of flows destined for the Enterprise.  This requires a means to support simultaneous priority and non-priority access to the Enterprise.  For example, use of the Default Bearer for non-priority flows and priority dedicated bearer.
5.X.2
Pre-conditions

The following are pre-conditions for this use case:

· The UE has a subscription for MPS,

· The UE has basic network connectivity (i.e., connectivity to the MPS Service Provider network),
· The method for DTS invocation is pre-determined using a browser or using a user-selectable option provided as part of the VPN client in the UE.  

5.X.3
Service Flows

The following describes the sequence of events:

1. The Service User attempts to establish a VPN connection to its Enterprise Network using normal commercial data service.
2. Establishment of a VPN connection to the Enterprise Network is unsuccessful (e.g., because normal commercial data service degradation).

3. The Service User invokes the DTS using a web browser or using a user-selectable option provided as part of the VPN client in the UE.
4. The UE signals the request for DTS and is directed to a server in MPS Service Provider network responsible for DTS invocation/revocation.
5. The UE exchanges information with the MPS Service Provider invocation/revocation server. 
6. The information exchange and associated processing in the Service Provider network results in the authentication and authorization for DTS (Note: This process may be automated by a custom App.).

7. Authentication and authorization for the DTS is successful.

8. The MPS Service Provider network interacts with the Enterprise Network to establish a Priority Transport Tunnel between the MPS Service Provider Network and the Enterprise network.

9. When the DTS to the Enterprise Network is established, priority treatment is provided to all affected Service Data Flows (SDFs) (i.e., both unidirectional and bidirectional data packet flows) end-to-end between the UE and the Enterprise Network.
10. The Service User indicates the need to end the DTS session using a predetermined method (e.g., (a) closing the web browser session to the Service Provider server, (b) explicit interactions with the DTS invocation/revocation server via the web browser, or (c) a user-selectable option provided as part of the VPN client in the UE.
11. The UE exchange information with the MPS Service Provider server to end the DTS session.
5.X.4
Post-conditions

Upon end of a DTS session, the UE returns to normal conditions (i.e., use of normal commercial data service).
5.X.5
Potential Impacts or Interactions with Existing Services/Features

Activation of the DTS when the media bearer is congested needs to be considered.  Specifically, there is a need to be able to use a different channel for activation (including any authentication/authorization) when the media bearer is congested.  It is not expected to be able to deliver the invocation request over the same channel currently unusable due to congestion.

When the DTS service is activated, special QoS is provided to the bearer, which needs to:

-
Impact the allocation of resources for the bearer;

-
Impact packet forwarding treatment at 3GPP-specified nodes; and

-
Impact packet forwarding treatment at non-3GPP-specified nodes, e.g., IP routers.  There is a need for a solution for setting of the IP network DSCP marking.

5.X.6
Potential Requirements

1. The 3GPP system shall support establishment of an end-to-end DTS connection between an MPS subscribed UE and a pre-determined Enterprise Network.  
2. The 3GPP system shall support means for a Service User to indicate a request to activate a DTS session to a pre-determined Enterprise Network by (a) using a web browser or (b) using a user-selectable option provided as part of the VPN client in the UE.  
3. When the Service User initiates a request for a DTS session to an Enterprise Network, the UE shall signal the request to the MPS Service Provider network. 
4. The 3GPP system shall support means for the activation of a DTS session to the Enterprise Network when the media bearer is congested.  This involves the information exchange between the UE and the MPS Service Provider network for DTS activation (including any authentication/authorization).
5. The 3GPP system shall support means for the MPS Service Provider to establish a Priority Transport Tunnel between the MPS Service Provider Network and the Enterprise.   

6. The 3GPP system (i.e., MPS Service Provider network) shall be capable of providing priority treatment to all affected Service Data Flows (SDFs) (i.e., both unidirectional and bidirectional data packet flows) end-to-end between the UE and Enterprise Network when DTS to the Enterprise Network is activated.  
7. The 3GPP system shall support means for a Service User to indicate a request to end a DTS session to an Enterprise Network.
8. If DTS is not explicitly revoked by the Service User, the 3GPP system shall automatically revoke the service upon UE detachment/deregistration (e.g., power down).  To handle the cases when the detachment is not intentional, e.g., temporary loss of connectivity of specific duration to result in implicit detachment/deregistration, the 3GPP network should delay revocation of the DTS to permit a reattachment to occur while keeping the DTS activated.
_______________________
