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********************************************************************************************
Start of 1st change

****************************************************************************************************
9.x
Data communication to exchange key information for train safety application use cases
9.x.1
Introduction

In this chapter the use cases related to Key management communication are defined. The following use cases are defined:

· Initiation of a Key Management data communication
· Termination of a Key Management data communication
· Service interworking and service continuation with GSM-R 
9.x.2
Use case: Initiation of a Key Management data communication
9.x.2.1
Description

Key Management communication is the application which performs the functions that ensure the exchange of credentials/keys required by other applications (such as ATO, ATC) to ensure the correct authentication of the end users of each application and the integrity of the messages exchanged.
Some Key Management systems require radio communication to interchange the relevant data between a train and its corresponding key distribution centre (Key Management Center). This key distribution centre may be located in the same network or in an external network. 

The users in this case are the Key Management applications both on-board of the train and in the key distribution centre at the trackside (ground system).

Key Management communication is considered to be user-to-user data communication.  
The communication of keys may be requested each time that an ATC or ATO communication session is established or at any other time, depending on the specific configuration of the Key Management application. 
9.x.2.2
Pre-conditions

The initiating application on the FRMCS equipment is authorised to initiate the Key Management data communication. This is managed by the authorisation of communication application. 

The receiving application on the FRMCS equipment is authorised to use the Key Management data communication. This is managed by the authorisation of communication application.

9.x.2.3
Service flows

The initiating application on the FRMCS equipment (e.g. on-board of the train or the key distribution centre at the track side) initiates the Key Management data communication to the receiving side on the FRMCS equipment (e.g. key distribution centre at the trackside or on-board of the train). The QoS profile of the communication is managed by the QoS Profile application. The data communication requests the QoS profile which matches the application category of CRITICAL DATA (see [QoS]) within the FRMCS system, depending on the application needs. 

The FRMCS system establishes the bearer service required for the data communication within a setup time specified as IMMEDIATE (see [QoS]). 

The arbitration is managed by the arbitration application on the FRMCS equipment. 

The communication is recorded by the Data recording and access to recorded data application. 

9.x.2.4
Post-conditions

The initiating application on the FRMCS equipment is connected to the receiving application.

Data can be exchanged between the Key Management applications. 
9.x.2.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.2-001]
	For Key management communication, the communication shall be considered to be user-to-user data communication.  
	A
	
	[Need analysis]

	[R-9.x.2-002]
	For Key management communication, the initiating and the receiving application on the FRMCS equipment shall be able to be authorised to initiate the Key management communication. This shall be managed by the authorisation of data communication application.
	A
	
	[Need analysis]

	[R-9.x.2-003]
	For Key management communication, the initiating application on the FRMCS equipment (e.g. on-board of the train or the key distribution centre at the track side) shall be able to initiate the Key Management data communication to the receiving side on the FRMCS equipment (e.g. key distribution centre at the trackside or on-board of the train). The QoS profile of the communication shall be managed by the QoS Profile application. The data communication shall be able to request the QoS profile which matches the application category of CRITICAL DATA (see [QoS]) within the FRMCS system, depending on the application needs. 
	A
	
	[Need analysis]

	[R-9.x.2-004]
	For Key management communication, the FRMCS system shall be able to establish the bearer service required for the data communication within a setup time specified as IMMEDIATE (see [QoS]). 
	A
	
	[Need analysis]

	[R-9.x.2-005]
	For Key management communication, the arbitration shall be managed by the arbitration application on the FRMCS equipment. 
	A
	
	[Need analysis]

	[R-9.x.2-006]
	For Key management communication, the communication shall be recorded by the recording and access to recorded data application. 
	A
	
	[Need analysis]


9.x.3
Use case: Termination of a Key Management data communication
9.x.3.1
Description

The initiating or the receiving application can terminate de Key Management data communication. 

9.x.3.2
Pre-conditions

The Key Management applications on-board and trackside have a data communication initiated.  

9.x.3.3
Service flows

The terminating application on the FRMCS equipment (e.g. on-board of the train or the key distribution centre at the track side) terminates the Key Management data communication with the receiving side application on the FRMCS equipment (e.g. key distribution centre at the trackside or on-board of the train).

The FRMCS system terminates the bearer service required for the data communication. 

9.x.3.4
Post-conditions

The terminating Key Management data application is disconnected from the receiving application.

9.x.3.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.3-001]
	For Key management communication, the terminating application on the FRMCS equipment (e.g. on-board of the train or the key distribution centre at the track side) shall be able to terminate the Key Management data communication with the receiving side application on the FRMCS equipment (e.g. key distribution centre at the trackside or on-board of the train).
	A
	
	[Need analysis]

	[R-9.x.3-002]
	For Key management communication, the FRMCS system shall be able to terminate the bearer service required for the data communication. 
	A
	
	[Need analysis]


9.x.4
Use case: service interworking and service continuation with GSM-R
9.x.4.1
Description

For migration purposes the service interworking and service continuation between the GSM-R system and FRMCS system for Key Management data communication needs to be clear.

Depending on the migration scenario a key distribution centre can be attached to the FRMCS system, to the GSM-R system or both. The on-board Key Management application can be attached either in the GSM-R system or in the FRMCS system. Functional identities are applicable in one system only.

This use case only applies to end user devices supporting both FRMCS and GSM-R systems. 
Online Key Management data exchange is supported only with a packet switched (PS) bearer in the GSM-R system. Therefore, for service interworking and service continuation only the PS bearer is required.
9.x.4.2
Pre-conditions

The initiating application on the FRMCS equipment is authorised to initiate the Key Management data communication. This is managed by the authorisation of communication application. 

The receiving application on the FRMCS equipment is authorised to use the Key Management data communication. This is managed by the authorisation of communication application.

9.x.4.3
Service flows

Initiating Key Management application attached to GSM-R

When the initiating Key Management application on the FRMCS equipment is attached to the GSM-R system and is initiating data communication to another Key Management application, the GSM-R system will route the data communication accordingly. 

If the other Key Management application on the FRMCS equipment is attached to the FRMCS system, the GSM-R system can only route the data communication if the destination can be reached by an address or identity understood by the GSM-R system. The role management in FRMCS provides the appropriate address or identity e.g. by providing a mapping of GSM-R identities and FRMCS identities.

The information from the role management and presence application is used to route the communication and to present the identities. 

Initiating Key Management application attached to FRMCS

When the initiating Key Management application on the FRMCS equipment is attached to the FRMCS system and is initiating data communication to another Key Management application, the FRMCS system will route the communication accordingly. 

If the other Key Management application on the FRMCS equipment is attached to the GSM-R system, the FRMCS system can only route the data communication if the destination can be reached by an address or identity understood by the FRMCS system. The role management in FRMCS provides the appropriate address or identity e.g. by providing a mapping of GSM-R identities and FRMCS identities.

The information from the role management and presence application is used to route the communication and to present the identities. 

Key Management application moving from GSM-R to FRMCS

When the Key Management application on the FRMCS equipment is detached from the GSM-R system the FRMCS end user device shall provide service continuation by setting up the communication via the FRMCS system. An interruption of data communication is acceptable.

Key Management application moving from FRMCS to GSM-R

When the Key Management application on the FRMCS equipment is detached from the FRMCS system, the FRMCS end user device shall provide service continuation by setting up the communication via the GSM-R system. An interruption of data communication is acceptable.

9.x.4.4
Post-conditions

None.
9.x.4.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.4-001]
	The FRMCS System shall provide the necessary means to allow FRMCS Users to be reachable from a legacy GSM-R system. Interworking between FRMCS and GSM-R shall not require any changes on GSM-R network side.
	A
	
	[Need analysis]

	[R-9.x.4-002]
	The FRMCS System shall provide the necessary means to FRMCS Users to set up key management communication also to users in legacy GSM-R systems. Interworking between FRMCS and GSM-R shall not require any changes on GSM-R network side.
	A
	
	[Need analysis]

	[R-9.x.4-003]
	For key management communication, when the GSM-R UE becomes detached from the GSM-R system, e.g. due to coverage problems, the end user device, if capable of making use of the FRMCS System shall be able set up the communication on the FRMCS System. An interruption of data communication is acceptable.

Note 1: 
This use case only applies to end user devices containing a FRMCS UE and a GSM-R UE. It is assumed the FRMCS Application on the FRMCS Equipment will have some control of the GSM-R part of the UE which is referred to here as end user device.
	A
	
	[Need analysis]

	[R-9.x.4-004]
	For key management communication, when the FRMCS Equipment, becomes detached from the FRMCS System, e.g. due to coverage problems, the end user device, if capable of making use of legacy GSM-R shall be able to set up the communication on legacy GSM-R. An interruption of data communication is acceptable.

Note 2: 
This use case only applies to end user devices containing a FRMCS Equipment and a GSM-R UE. It is assumed the FRMCS Application on the FRMCS Equipment will have some control of the GSM-R part of the UE which is referred to here as end user device.
	A
	
	[Need analysis]
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