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5.1
Use case of Authorizing Others to Access One’s Resources 
5.1.1
Description

One  manages a kind of resources such as  the home video camera . And others may want to visit it. The manager hopes that only those that he allows or authorizes could access the managed resources and he shall know in real time who is accessing the resources.  Thus the manager needs to know who the visitor is and then authorizes him only when the manager trusts him.`

5.1.2
Pre-conditions

One Video camera (Ax)  is installed  at Tom’s house  and Tom is responsible to configure and manage it.

Camera( Ax) is embedded with an eSIM and subscribed to MNO X ‘s 5G service.  It has a web server and is configured  to inform the manager when a visiting happens and the visiting is allowed only when the manager authorizes it.

Tom ‘s mobile phone uses MNO X’s service and Tom has a profile on MNO X’s system . Tom’s profile tells that the one  passing the  Authentication method of security level 2(  finger print or face scanning  )  and using the device of ID 12345  could greatly be Tom, and Tom has the Camera Ax.  

 Jenny, Tom’s cousin , uses MNO Y’s service and has a profile on MNO Y’s system. Jenny’s profile tells that the one passing the  Authentication method of security level 2(  finger print or face scanning  )   and using the device of ID 54321 could greatly be Jenny. 

Tom has a new baby recently and many relatives would like to have a look at the cute baby via cameras remotely.    

Note: Jenny could also use MNO X’s service,the same with Tom, then in this case the process happens only in the MNO X’s system . Thus no requirement for system inter-operation is wanted.

5.1.3
Service Flows

Jenny wants to see  the new baby so she keys in the  the website of the camera on her phone . 

The camera Ax gets the request with Jenny’s credential and forwards it to Tom securely . 

Tom gets it and asks the corresponding MNO 's system whether it is from true . 

The system Authenticates Jenny’s credential and may also do additional verification,finally returns the result.

Tom authorizes the camera to allow it if the result is true; or else refuses the request .

MNO ‘s system records the charging data for the authentication request.

5.1.4
Potential Requirements

The 3GPP system shall record user ‘s all subscription and used devices in his profile and also provide the authentication policies(Levels of assurance of authentication mechanisms etc.) that could be configured by users or SPs
The 3GPP system shall be able to create credentials for users and authenticate user identity  according to the authentication policies.

The 3GPP system shall support mechanisms for device identification and be able to guarantee the deivces are really those belonging to the user.
The 3GPP system shall support inter-operation between different MNOs.

The 3GPP system shall be able to create the charging policy and record charging data.  

