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Abstract: We update Sublauses 6.4.2 and 6.4.3 in TR 22.804 (quality properties of 5G security solutions and potential security requirements)

Discussion

Our contribution achieves four goals concerning Subclauses 6.4.2 and 6.4.3:

1. Rectify grammatical mistakes and such; 

2. Add a missing security quality to Subclause 6.4.2., i.e. information integrity. This quality  corresponds to a potential requirement already part of v0.2.0;

3. Format the potential security requirements in line with the format used for potential use case requirements in Clause 5 of TR 22.804;

4. For those topics in Subclauses 6.4.2 for which potential requirements have not been provided yet, propose such.
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6.4
5G security for automation applications

6.4.1
Introduction

Depending on how  5G networks and 5G technologies are used by a vertical automation application, different requirements have to be met by the underlying 5G security solutions.  Subclause 6.3.2 addresses pertinent quality properties of the security solution, and Subclause 6.3.3 provides requirements that were—among others—inferred from IEC 62443 [42] and from an application-centric study [43].  

6.4.2
Quality properties of 5G security solutions

Authentication of communication peers and the 5G system: In many vertical use cases, security responsibilities are complex, as they are shared by several actors and need to be managed by credential pairs or certificates from different sources. Authentication and verification purposes are increasingly achieved using the EAP framework. Related potential requirements can be found in Subclause 5.3.19.6. 




Flexible subscriber access management: Efficient management of 5G subscriptions/permissions is important for small, medium and huge numbers of 5G UEs that provide communication among automation system entities (e.g. machinery on a factory floor). In this context small is on the order of 10 and huge on the order of 10.000 or larger. In this context, management stands for adding UEs to a 5G subscription so that they can use 5G communication services, but also for removing UEs from the subscription base. One of the challenges here is particularly medium-sized installations, where manual management is not practical, while fully automated solutions that require a complex infrastructure may be too cumbersome. 
Subscriber access management may involve action on the UE side, e.g. installation, or activation of pre-installed – security credentials in the UE; as well as action at the network side, e.g. enabling network access to these UEs on the factory floor.
Long-term security: Devices in many verticals operate over long usage periods (in industrial environments typically 10 to 20 years), which makes long-term security an important topic. Note that in many vertical environments updates may be installed only during planned service windows. Note that such updates may imply that a laborious safety recertification has to be repeated, which generally is avoided. 

It is important that an automation application system can be kept in service over a long usage period without requiring regular physical access to the devices for upgrades (e.g., replacing hardware components; redesigning the technical solution). However, it is also critical for the distributed automation application that UE are upgradable or can be patched (including firmware, security related algorithms and long-term keys) in order to maintain the security of the system to the state-of-the art over the life span of the devices. For a related dissussion see the requirement Factories of the Future 19.6, note 2 in Subclause 5.3.19.

5G as communication infrastructure: When the security provided by the communication system is deemed to be insufficient for a vertical automation application, security of the industrial solution is realised on top (e.g., using IPsec or TLS). A non-automation example for this is online banking. In many deployments, the 5G network is expected to provide certain dependability guarantees independently of security. Communication dependability is discussed in detail in Subclause 4.3.3. 
As discussed in Subclause 6.1.3, security and other patches/updates may often only be installed during the maintenance window of the automation system. For typical automation systems this window occurs once a year and lasts about one week during which the automation system can be physically accessed. 
Also—for automation traffic requiring QoS—it is important that the required QoS can be provided irrespective of whether over-the-top (OTT) security is used.
NOTE 1: Since the 5G system is not in control of the automation application's security-related data flows, the aforementioned required communication service dependability and QoS can perhaps not be met due to high communication resource consumption. In this case, the automation application, including its security functions, would need to be optimised in order to lower the communication resource consumption and to thus increase the communication service dependability.
NOTE 2: If security for automation is only ensured by OTT security, the possible usages of 5G in vertical applications is limited (e.g., reduced lifetime of battery-powered devices, limited real-time capability) 
Reliance on 5G security alone: 5G systems may be used for connecting IoT devices. In such deployments, realising security on top of 5G could reduce the life time of battery-powered IoT devices, or deteriorate experienced dependability parameters (see above). Therefore, it may be decided to rely on 5G communication security alone. If that is the case, the vertical automation applications need to verify that the required 5G security mechanisms are actually active.  
Message integrity: As outlined in Subclause 6.1.2, integrity within automation systems—and thus information integrity and communication integrity—are of high importance, even if no encryption is in place. Current encryption mechanisms like authenticated encryption for protecting confidentiality typically also come with integrity protection mechanisms. However, when encryption mechanisms are not activated, also communication integrity might not be protected. One motivation for not activating encryption may be to reduce the end-to-end latency of a 5G system when additional over-the-top security is in place. Another motivation is that encryption of telecommunication may not be permitted in certain countries. 

6.4.3
Potential security requirements

The following security requirements are considered to be essential for automation in vertical domains in addition to the potential requirements in Subclause 5.3.19.6.
	Reference Number
	Requirement text
	Comment

	
	
	


	Security 2
	Private and exclusive 5G networks shall permit  over-the-top end-to-end security protocols  in general, and for "strigent QoS"–traffic in particular.
	For more information see "5G as communication infrastructure" in Subclause 6.4.2.

	Security 3
	An automation application that uses a 5G communication service shall be able to log and audit the 5G security mechanisms used by the communication service [43].

The 5G system shall expose an interface that provides to the automation system operator security logging information for UEs of the automation system. Note.
	For more information see " Reliance on 5G security alone" in Subclause 6.4.2.

	Security 4
	Mutual authentication of UE and of the 5G system—plus the integrity of transmitted messages on the user plane—shall always be ensured. This shall also be the case when communication confidentiality is not used, for instance due to telecom regulatory limitations. 
	See requirements SR1.6 and SR3.8 in [42]) and "Message integrity" in Subclause 6.4.2.

Also see sublcauses 5.1.3 and 5.2.3 in [x1]. 

	Security 5
	In case a 5G communication service in an exclusive network is provided through a network slice by a PLMN MNO, authentication should  still be possible even when backhaul connection is not available
	

	
	
	


	
NOTE: The provided log information allows the automation system operator to check whether the expected security features for 5G access of UEs of the automation system are in fact active.
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3
Definitions, symbols and abbreviations

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AGV
Automated Guided Vehicle

AR
Augmented Reality

CAN
Controller Area Network

C2C
Control-to-Control 

EAP
Extensible Authentication Protocol

ERP
Enterprise Resource Planning

HD
High definition

GoA
Grade of Automation

QoS
Quality of Service

HMI
Human-Machine Interface

µDC

Micro Data Center 

MEC

Multi-Access Edge Computing

MES
Manufacturing Execution System

ML

Machine Learning

NRT
Non-Real-Time 

PCM

Pulse Code Modulation

PLC

Programmable Logic Controller

OT
Operational Technology

OTT
Over the Top

RT

Real-Time 

VR
Virtual Reality

WSN

Wireless Sensor Network
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