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5.3.X Communication monitoring, diagnosis, and error analysis

5.3.X.1 Description

An industrial automation application is a complex system that encompasses many hardware and software products of different types and from different vendors. Industrial automation systems are locally distributed and are typically served by wired and wireless communication networks of different types and with different characteristics. If the production process—or one of its sub-processes—does not work properly, there is the need to quickly find and eliminate the related error or fault in order to avoid significant production and thus financial losses. To that end, automation devices and applications implement diagnosis and error-analysis algorithms as well as predictive maintenance features.

Due to their inherent challenges, wireless communication systems are usually under suspicion in case an error occurs in a distributed automation application. Therefore, diagnosis and fault analysis features for 5G communication systems are required. The 5G communication system needs to provide sufficient monitoring information as input for such diagnosis features.
The related communication services can be provided by a locally deployed private 5G network or by a private slice in a PLMN.
5.3.X.2 Preconditions

The 5G system is installed and commissioned, and it operates appropriately. The distributed automation application is operating. At least one communication between automation devices is established and at least one communication service has been requested. One of the following events occurs:
· The communication network is to be commissioned after installation, and performance information about the communication network needs to be included in the commissioning documents;
· A periodic report interval for the communication network expires;
· A periodic maintenance interval for the production system expires;
· The production process does not operate as required;
· The automation application reports an error;
· The production system transits into a safe state without obvious reason;
· The automation system fails, i.e. it completely seizes to operate.

5.3.X.3 Service flows

The 5G system delivers one or several of the monitoring functionalities listed below.
· Providing (time-resolved) information about a communication service's error behaviour;
· Providing detailed (time-resolved) QoS and error information about a communication service for consecutive transmissions within a pre-defined time frame;
· Diagnosis of the end-to-end communication with respect to a particular communication layer of a communication service or connection; for instance: did the error occur at OSI level 2 or level 3?;
· Diagnosis of a communication service's transmission path including information on error location of a connection ("trace function");
· 
5.3.X.4 Post-conditions

The automation application has received information needed for, e.g.
· Assessing the dependability of network operation;

· Assessing the dependability of the communication services;

· Excluding particular communication errors;

· Identifying communication errors;

· Analysing the location of an error including the geographic location of the involved network component (UE; front-haul component; core node …);

· Activation of application-related countermeasures.

5.3.X.5 Challenges to the 5G system

Special challenges to the 3GPP system associated with this use case include the following aspects:

· Support mechanism for monitoring the QoS of the service in real time;
· Providing real time QoS parameters and event notifications to an application;
· Effective methods for managing the entailed high number of monitoring data and information records; 

· Appropriate statistical methods for characterising time and error behaviour of communication services;
· Methods for locating errors and faults with an accuracy that is acceptable for automation applications.
5.3.X.6 Potential requirements

	Reference Number
	Requirement text
	Application / Transport
	Comment

	Factories of the Future X.1
	The 5G system shall provide a mechanism for monitoring the QoS in real time.
	
	

	Factories of the Future X.2
	The 5G system shall be able to provide real time QoS parameters and events to an application.
	
	

	Factories of the Future X.3
	The 5G system shall be able to provide statistical data of end-to-end communication parameters that characterise the time and error behaviour of communication services for run-time operation.
	T
	See IEC 62657-2 [x1].

	Factories of the Future X.4
	The 5G system shall be able to provide communication service monitoring records to authorised users per pre-defined pattern. 
	T
	Examples for such patterns are: one-time request, time period; triggered by link error.

	Factories of the Future X.5
	The 5G system shall be able to provide information that identifies the error code and the location of a communication error.
	T
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