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Abstract: This document proposes a use case including potential requirements to be included in FS_LUCIA TR 22.904.
---------- Use Case template ----------
5.z
Several users or devices behind one gateway UE
5.z.1
Description

One or more devices (IoT, wearables etc.) without own subscription can be connected via gateway UEs to the network. With the option to identify the devices (users) behind the UE (gateway) the 3GPP system can act as identity provider, enable auto-log-in and single-sign-on as well as change settings in the operator’s network to enable the best user experience.

This use case is an enhancement of functionalities described in the use cases in clauses 5.x and 5.y. The potential requirements are in addition to the requirements described there. 
5.z.2
Pre-conditions

Rosy has some serious health condition. She regularly uses a portable ECG, which records her heart rate and function and is able to transmit the data to a medical centre, using a UE as a gateway.

For medication, amongst others, she uses a connected inhaler. It tracks the medication use and can also transmit data to Rosy’s medical centre, again over a gateway UE.
Finally for her own information she has a smart watch that measures her heart rate at the wrist, counts her activity during the day etc. The data from the smart watch can be synchronized with her smart phone and a cloud service from time to time.

Rosy has got a user account at operator TTT. 
Rosy is subscriber of operator TTT with her UE, her husband Joseph is subscriber of operator ONO.
Rosy paired all her medical devices and wearables with her smart phone. 
5.z.3
Service Flows
Rosy registers at the medical centre, referring to her user account at operator TTT, as well as for the smart watch cloud service. So her account is updated with a user identifier for Rosy’s ECG, another one for Rosy’s inhaler and third one for Rosy’s watch.
Rosy wears her ECG. The ECG establishes a data connection to the network via the smart phone as a gateway UE. This triggers the authentication process with operator TTT and enables the log-in at the medical centre, as Rosy’s ECG. The network provides the necessary resources (guaranteed bitrate) to enable a reliable real time transmission of ECG data. 
In parallel Rosy uses her smart phone to synchronize her smart watch with the cloud service. Credentials derived from her watch identifier in her user account are used to log in. The data are exchanged on a best effort basis (i.e. there is no guaranteed bitrate). 
After some time Rosy takes off the ECG, the data transmission is stopped and the device logged out from the service. 

A bit later Rosy’s smart phone needs re-charging. As she has to leave the house she takes the UE of her husband Joseph with her. Her devices (i.e. the smart watch and the inhaler) are paired with this phone because she had already done the configurations earlier. 
When Rosy uses her inhaler it connects to the medical centre via Joseph’s UE, and is logged in as Rosy’s inhaler, because of the previous user authentication over the 3GPP system.
5.z.4
Potential Requirements

The 3GPP system shall be able to provide a user identifier to a non-3GPP device that is connected to the network via a UE that acts as a gateway.
Note: The user identified with a user identifier could be a person, a device or an application.
The 3GPP system shall support a mechanism to perform authentication of a user identity used by devices that are connected via a UE that acts as a gateway.

Note:
The above requirements are additional requirements to those described in clause 5.x, especially those for storing and applying user specific settings within the 3GPP network and for operator deployed services as well as for charging.

