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Abstract: This document proposes a use case including potential requirements to be included in FS_LUCIA TR 22.904. 
---------- Use Case template ----------
5.y
Identity provisioning to external services
5.y.1
Description

With the option to identify the user the 3GPP system can support an operator to act as identity provider and enable auto-log-in and single-sign-on to operator and non-operator services. 
This use case is an enhancement of functionalities described in the use case in clause 5.x and the potential requirements are in addition to those described in clause 5.x.4.
5.y.2
Pre-conditions

Dorothea is a subscriber of operator TTT. She also has a user account at operator TTT. She is logged in on her UE with her user account and her user identity has been authenticated over the 3GPP system, using a strong authentication mechanism.

Dorothea also owns a bank account and has referred to her TTT user account when registering to the bank’s online services.
5.y.3
Service Flows

Dorothea uses her UE for online banking for which the bank requires strong user authentication. As she has already been authenticated by the 3GPP system there is a high level of confidence with regard to her identity. This level of confidence is increased by the fact that Dorothea uses her own UE from the location of her home address and was authenticated less than 1 minute ago when unlocking her UE.
Based on application layer information transferred by the 3GPP system, the banking system accepts her request to access her banking account without further need for Dorothea to provide additional credentials.

As later on Dorothea places an order to the bank for a money transfer, the bank however requests her strong re-authentication by the 3GPP system so as to ensure that she is still the actual user behind the UE, which is achieved by having Dorothea re-authenticating by operator TTT, e.g. over the fingerprint sensor of the UE.
5.y.4
Potential Requirements

The 3GPP system shall be able to support operators to act as identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services.
The 3GPP system shall be able to provide information to services concerning the level of confidence of the user identity and authentication process.
The 3GPP system shall be able to assess the level of confidence of the user identity and authentication process by taking into account information regarding the used authentication mechanism (e.g. algorithms, key-length, time since last authetication) , information from the network (e.g. UE or device in use, access technology, location).
The 3GPP system shall protect the privacy of the user by only transferring information that is necessary to provide the service and the user has consented when registering for the service.
