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5.1
3rd party encryption
5.1.1
Description
A mobile network operator provides a slice for a small business customers. This small business slice supports capabilities such as LAN emulation for the office environment, support for employee smartphones (e.g., voice, high speed data), and internet connectivity to support the business’ social media and advertising needs. The slice can be customized by individual small business customers to better meet their specific needs, using APIs provided by the operator. 
In this scenario, a small business wants to ensure the privacy its communications within the slice. The trust relationship between the network operator and the tenant requires that communications within the slice be private both in terms of other users of the network and the network operator.  This trust relationship can be met by allowing the tenant to provide their own encryption algorithm for intra-slice communications, using a customization capability provided by the network operator.
This 3rd party encryption ensures the privacy of the business’ communications within the private slice, although certain metadata may still be visible to the MNO, providing the MNO with resource management data.
The new requirement for this model concerns the ability for the 3rd party to provide its own encryption algorithm for intra-slice communication. Such encryption could be done as an OTT capability, but this would have a negative impact on the overall efficiency of the slice communications. The additional layer of encryption/decryption at each UE and network element, on top of the normal 3GPP processing, increases resource usage, which reduces efficiency and impacts battery life. The time to perform the OTT encryption/decryption also adds to the latency delay for each communication.

Being able to use the 3rd party encryption in a 3GPP-supported manner allows the small business to ensure the privacy of its internal communications and to do so in a resource efficient manner. This requirement would be added to the network capability exposure clause of TS 22.261 [x].
5.1.2
Potential Requirements 
[PR 5.1.2.1] The 3GPP system shall provide suitable APIs to allow use of a trusted 3rd party provided encryption between any UE served by a private slice and a core network entity in that private slice.
