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Discussion

SA1’s Release 15 results, documented in TS 22.261, has text on how IoT devices can be configured for service on a 3GPP system.
For example, the requirements in section 6.14.2 include:

An IoT device which is able to access a 5G PLMN in direct network connection mode using a 3GPP RAT shall have a 3GPP subscription.

The 5G system shall allow the operator to identify a UE as an IoT device based on UE characteristics (e.g., identified by an equipment identifier or a range of equipment identifiers) or subscription or the combination of both.

The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the IoT device) within the same operator and in between different operators in an automated or manual way.

The 5G system shall be able to support identification of subscriptions independently of identification of IoT devices. Both identities shall be secure.

An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g., for IoT device management purposes or to use indirect network connection mode). 
Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.

The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.

And Section 8.1 states the following:
IoT introduces new UEs with different life cycles, including IoT devices with no user interface (e.g., embedded sensors), long life spans during which an IoT device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods). These drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions.

Now that SA1 is studying IoT applications for industrial automation, we should revisit the points on device management and onboarding.  A use case is proposed below to fit this in the 5G_LAN template.
Proposal
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Start of Change 1

5
Use Cases

5.x
Device Management and Onboarding

5.x.1
Description

Grace is responsible for installing networked devices in a new production cell at a factory. She needs to unpack, configure, install, and test devices, and work with her colleagues to get the production process running smoothly.
5.16.2
Preconditions

Grace’s devices include sensors, actuators, and controllers that communicate using a 5G LAN service.  In this deployment, her factory owns and deploys a private network using 3GPP technology, and serves as the network operator.

5.16.3
Service flows

Grace uses tools to securely configure devices for service on the factory 5G LAN system. 
5.16.4
Post-conditions

Devices can communicate on the network, 3GPP 5G LAN service between devices is enabled. The level of security has been decided in this case by the local operator.  Operator will include features to support required security level from IEC-62443.
5.16.5
Potential Impacts or Interactions with Existing Services/Features
None identified.
5.16.6
Potential Requirements

The 5G system shall support a secure mechanism for an operator to provision 3GPP credentials to industrial IoT devices for 5G LAN-type services.  

End of Change 1
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