3GPP TSG-SA WG1 Meeting #80	S1-174320
Reno, USA, 25 Nov- 1 Dec 2017	(revision of S1-174143)

Title:	Mutual Trust of Different Authentications
Agenda Item:	8.11
Source:	China Telecom
Contact:	 Rong Zhang zhangr@gsta.com; Xu Xia xiaxu.bri@chinatelecom.cn  ; Yuyong Jia  jiayuy@gsta.com 

Abstract: We describe some scenarios where mutual trust between different authentications may be beneficial for operators and create better user experience. In general, we distinguish between mutual trust between different access authentications and mutual trust between an access authentication and an application trust. The mutual trust methods are greatly related with business models.

---------- Use Cases ----------
Currently, different networks need to be authenticated differently. If there is mutual trust between different authentications, it would save extra authentication processes and improve users’ experience when the terminal has already passed one access authentication.  
There are two classes of scenarios. 
· Class 1: mutual trust between multiple network access authentications
·   Sub-class 1.1  The access networks belong to the same MNO
Use case 1    
  A user with a terminal subscribed to MNO1 goes to a hotel and the hotel’s open WiFi is linked to the same MNO1’s infrastructure. How to provide users with WiFi easily and at the same time fulfil regulatory requirements?
· Existing method: the user needs to key in ESSID (extended service set identifier) password in the secured WiFi case or go to a portal to enter name and password in the captive portal case.
· Proposed method: Since it has already allowed to LTE networks and MNO1’s Auth entity knows it and could identify the terminal so it allows the terminal to access the WiFi. 
· Advantages: 
1　  Simplify user’s operation.
2　 Reduce hotels’ work to set up portal.
3　   More accurately record who gets online  and easier to fulfill regulatory requirements.

· Sub-class 1.2  access networks belong to different MNOs
User A with a terminal subscribed to MNO2 rents an apartment where BroadBand link is accessible (cause:  owner B has already subscribed MNO1’s  BB (Broad Band) service and the link is not bonded with B’s account or MNO1’s home BB policy is default link up). When User A wants go surfing online , he needs to have a BB account but it’s troublesome to subscribe MNO1’s BB and subscribe it days later since he only stays here for a week.
User A could use the phone to authenticate  and charge on their mobile account.
MNO1 provides users the method to use phones to authenticate, additionally MNO1 and MNO2 have roaming and interoperation agreement. Thus UserA could use his phone to scan the QR (Quick Response) code to open the auth page and enter his/her number. Then MNO1‘s BB AAA will get the request and forward it to MNO1‘s AUSF and then it will further forward the auth request to MNO2’s AUSF AUSF (Authentication Server Function) to do the authentication. 


· Class 2  mutual trust  between a network access authentication and an application 
Use case 2 .1   
User A rents an apartment and wants to watch a HF channel‘s programme. He needs to pay for it. No matter which MNO ‘s BB the STB (Set of Box ) uses, and regardless which MNO’s mobile network user A uses, he could use his mobile phone and mobile number to authenticate and do the charge as long as the SP has agreement and inter-operation with both MNOs. 
Use case 2.2 dual SIM dual standby terminal
The two sims of a 5G dual SIM dual standby terminal are both issued by SP1 , but physically one sim uses MNO1’s network  and the other uses MNO2’s network. SP1’s charging policies and QoS policies are different for the 2 kinds of SIMs.  The user could use MNO1’s link to carry data flow and use MNO2’s charging channel.
