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Abstract: This contribution introduces potential security requirements for Clause 6 in TR 22.804.
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6
Security

Editor’s note: Address how to enable existing and emerging industrial security solutions. Established security solutions are described for information. List of potential service requirements.

6.Y
5G security

Depending on how a 5G network and 5G technologies are used in an in industrial solution, different requirements have to be met by the underlying 5G security solutions. In Subclause 6.Y.1, we address pertinent quality properties of the security solution, and in Subclause 6.Y.2, we provide requirements that we inferred from IEC 62443 [x3] and from an application-centric study [x4].  

6.Y.1 Quality properties of 5G security solutions
Flexible subscriber access management: The management of 5G subscriptions/permissions shall be efficient for both small, medium and huge numbers of 5G UEs. Management here stands for adding UEs to a 5G subscription for using the 5G communication system but also for removing UEs from the subscription base. Challenging are in particular medium-sized installations, where manual management is not practical, while fully automated solutions that require a complex infrastructure may be too cumbersome. The management of 5G subscriptions/permissions should support different work flows applied by operators of vertical systems. 

Long-term security: 5G security shall be designed for long-term security, supporting devices that remain in operation over long usage periods (in industrial environments typically 10 to 20 years). In particular, it shall be foreseen to update 5G security mechanisms transparently (e.g., cryptographic algorithms and parameters as well as keys). Note that in many vertical environments, updates may be installed only during planned service windows. It is important that a vertical installation, e.g. an automation system, can be kept in service over a long usage period without requiring regular upgrades (e.g., replacing hardware components; redesigning the technical solution). Note that such updates may imply that a laborious safety recertification has to be repeated. 

5G as communication infrastructure: When the 5G network is used as untrusted communication infrastructure (communication channel), security of the industrial solution is realized on top (e.g., using IPsec or TLS). For those scenarios, the 3GPP system shall allow the use of an access-independent security framework. A non-automation example for this is online banking. In other words: the 5G system shall not prevent or hinder the realization of application-specific security on top of 5G. It shall be possible to realize strong end-to-end security on top of the 5G system. 

Note: In many deployments, the 5G network is expected to provide certain dependability guarantees independently of security.

Note: Since the 5G system is not in control of the application's security-related data flows, the required communication service dependability and QoS can perhaps not be met due to high resource consumption. In this case, the application, including its security functions, would need to be optimised in order to lower the resource consumption and thus increase the communication service dependability.

5G-based industrial solutions: 5G solutions may be used for offering solutions for vertical domains. Main examples are IoT devices and real-time clouds for controlling technical systems. In these scenarios, realising security on top of 5G would reduce the life time of battery powered IoT devices, or deteriorate QoS parameters. Therefore, it may be required to rely on 5G security alone. 

6.Y.2 Potential security requirements
The following security requirements are considered to be essential.
· Authentication of communication peers and of the 5G network, as well as the integrity of communication, shall be ensured even if the communication may not be encrypted (requirements SR1.6, SR3.8 in [x3]). 
Background: Even if encryption is not possible—for instance due to regulatory limitations—integrity and source authentication still has to be ensured reliably. 
· In isolated deployment scenarios—e.g., for process automation—the 5G system shall allow the access of vertical legacy devices to 5G services by use of 3GPP-supported credentials and the related authentication methods.[x4]. 
Rationale: This allows additional use cases where a device SIM would not be practical (e.g. vertical legacy devices without internal 5G support; for instance, allow the smooth migration of 5G as a replacement for industrial WLAN). 
· Visibility of 5G security mechanisms [x4]: It shall be possible for end users (devices) to be aware of invoked 5G security mechanisms. Visibility of active 5G security mechanisms is required for machine-oriented communication devices, e.g., for logging and auditing in the industrial domain.
Rationale: In cases where only 5G security is used, industrial devices need to verify that the required security mechanisms are in fact active. 
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