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********************************************************************************************
Start of 1st change

********************************************************************************************
9.x
Safety application key management communication related use cases
9.x.1
Introduction

In this chapter the use cases related to Safety application key management communication are defined. The following use cases are defined:

· Initiation of a Safety application key management data communication
· Termination of a Safety application key management data communication
· Service interworking and service continuation with GSM-R 
9.x.2
Use case: Initiation of a Safety application key management data communication
9.x.2.1
Description

Safety application key management is required to exchange of credentials/keys for Saftey applications such as ATO, ATC to ensure the authentication of the Safety application entities and the integrity of the messages exhanged.
Some Safety application key management systems require radio bearer services to exchange the relevant data between the train and its corresponding key distribution center (e.g. Key Management Center). 

The FRMCS users in this case are the entities involved in the Saftey application key exchange process - on-board  the train and the Key Management Center at the trackside (client server principle).

Satefy application key management communication is considered to be user-to-user data communication.
The exchange of Safety application key information may be required prior an ATC/ATO communication session becomes established or at any other time, depending on the specific configuration of the Safety application Key Management Center. 
9.x.2.2
Pre-conditions

The demanding FRMCS user is authorised to initiate the Safety application key management data communication and Key Management application. This is managed by the authorisation of communication application.

The targeted FRMCS user is authorised to establish the Saftey application key management data communication. This is managed by the authorisation of communication application.

9.x.2.3
Service flows

The demanding FRMCS user (e.g. trainborne/trackside) initiates the communication for Safety application key information exchange towards the targeted FRMCS user (e.g. trainborne/trackside).
The data communication requires the QoS profile which matches the application category of CRITICAL DATA (see [QoS]) within the FRMCS system. The QoS profile of the communication is managed by the QoS Profile application.

The FRMCS system establishes the bearer service required for the data communication within a setup time specified as IMMEDIATE (see [QoS]).

The arbitration of communication is managed by the arbitration application as part of the FRMCS system.

The data communication is recorded by the Data recording and access application.

9.x.2.4
Post-conditions

Both FRMCS user entities are able to exchange Safety application key information.

9.x.2.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.2-001]
	For Safety application key information exchange, the FRMCS system shall enforce user-to-user data communication.
	A
	Not covered
	

	[R-9.x.2-002]
	The FRMCS system shall enforce authorisation to establish the data communication applicable for Safety application key information exchange.
	A
	Not covered
	

	[R-9.x.2-003]
	The FRMCS system shall provide a bearer service for Safety application key management data communication that fulfill QoS profile requirements of CRITICAL DATA (see [QoS]).
	A
	Not covered
	

	[R-9.x.2-004]
	The FRMCS system shall be able to establish the bearer service required for Safety application key management data communication within a setup time specified as IMMEDIATE (see [QoS]). 
	A
	Not covered
	

	[R-9.x.2-005]
	The FRMCS system shall apply the specified arbitration priority to the Safety applicatioin key management communication.
	A
	Not covered
	

	[R-9.x.2-006]
	Upon request, FRMCS system shall be able to record the communication related to Safety application Key Management.
	A
	Not covered
	


9.x.3
Use case: Termination of Safety application key management data communication
9.x.3.1
Description

The FRMCS users involved in the data communication related to Safety application key management are able to release the communication.

9.x.3.2
Pre-conditions

The FRMCS users, trainborne and at the trackside, are involved in a data communication related to Safety application Key Management.

9.x.3.3
Service flows

The FRMCS user (e.g. on-board of the train or the key distribution center at the track side) requests the termination of the Safety application key management data communication.

The FRMCS system terminates the bearer service required for the data communication. 

9.x.3.4
Post-conditions

Safety application key management communication is released.

Data recording of the Safety application key management communication is released.
9.x.3.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.3-001]
	On demand by the FRMCS user, FRMCS system shall be able to release the data communication including the bearer service for Safety application key management. 
	A
	Not covered
	

	[R-9.x.3-002]
	Upon demand by the FRMCS user to release the data communication, the FRMCS system shall deactivate recording related to Safety application key management data communication. 
	A
	Not covered
	


9.x.4
Use case: service interworking and service continuation between FRMCS system and GSM-R system
9.x.4.1
Description

GSM-R system and FRMCS system has to co-exist for a certain timeframe. Service interworking and service continuation between the GSM-R system and FRMCS system for Safety application key management data communication is required.

Saftey application key management data exchange is only supported by using packet switched (PS) bearer service in the GSM-R system. For service interworking and service continuation only the PS bearer is required.
This use case only applies to a FRMCS equipment that supports FRMCS system and GSM-R system.
9.x.4.2
Pre-conditions

The demanding FRMCS user is authorised to initiate the Safety application key management data communication and Key Management application. This is managed by the authorisation of communication application.

The targeted FRMCS user is authorised to establish the Saftey application key management data communication. This is managed by the authorisation of communication application.

9.x.4.3
Service flows

FRMCS user (demanding Safety application key management application) is attached to GSM-R

When the FRMCS user is attached to the GSM-R system and initiates the data communication to the Safety application Key Management Center, the GSM-R system entities route the data communication accordingly.

FRMCS user (Demanding Initiating Key Management application attached to FRMCS

When the FRMCS user is attached to the FRMCS system and is initiating data communication to the Safety application Key Management Center, the FRMCS system entities route the data communication accordingly.

FRCMS user attached to GSM-R and is reselecting to FRMCS

When the FRMCS user is detached from the GSM-R system, the FRMCS equipment provides service continuation by using the FRMCS system. A short interruption of the data communication is acceptable.

FRMCS user attached to FRMCS and is reselecting to GSM-R

When the FRMCS user is detached from the FRMCS system, the FRMCS equipment provides service continuation by using the GSM-R system. A short interruption of data communication is acceptable.

9.x.4.4
Post-conditions

None.
9.x.4.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.4-001]
	The FRMCS System shall provide the necessary means to allow FRMCS users to be use GSM-R PS mode bearer services for the purpose of Safety application key management data exchange.
	A
	Not covered
	

	[R-9.x.4-002] 
	For the case GSM-R system becomes unavailable, the FRMCS user shall be able to continue Safety application key management related communication when reseleting to FRMCS system.
This is applicable, when the FRMCS equipment supports FRMCS system and GSM-R system.
	A
	Not covered
	

	[R-9.x.4-003]
	For the case FRMCS system becomes unavailable, the FRMCS user shall be able to continue Safety application key management related communication when reseleting to GSM-R system.
This is applicable when the FRMCS equipment supports FRMCS system and GSM-R system.
	A
	Not covered
	

	[R-9.x.4-004]
	The FRMCS equipment shall provide the necessary means to manage the use of GSM-R syytem and FRMCS system.

	A
	Not covered
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