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Abstract: This use case aims to clarify how data communications with a 3GPP private communication service could work. In this use case, on-demand connections are used. This to contrast with another use case where on semi-permanent connections directly between two UEs are used.
---------- Use Case template ----------
x.1
Private P2P data communication using on-demand connections
x.1.1
Description

Joe is a service engineer for farming equipment. He services various kinds of equipment for his customers the farmers. As technology evolves, farming equipment is increasingly becoming smart. This implies that servicing equipment generally implies hooking up his computer to the equipment to see what may be wrong. A great benefit of mobile communication is that he can now also remotely connect to the equipment, regardless of where he or the farm equipment is located.
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Figure x.1-1: On-demand private data communication between two UEs
x.1.2
Pre-conditions

Farmer X has equipped all his farm equipment with 3GPP private data communication.
Farmer X has provisioned a private group of other UEs that are allowed to remotely contact his farm equipment. For UE1 (his harvester) he has indicated that communication from other UEs in the private group is always allowed. For UE2 (his tractor), he has indicated that data communication can only be established if additionally he specifically authorises the specific data communication establishment request. Farmer X has provisioned the private data communication service with information on how to obtain authorization (i.e. which UEs to contact for authorization).
UE-A, the laptop used by service engineer Joe, is provisioned to be part of the private group.

x.1.3
Service Flows

When UE-A wants to establish private data communication with UE1, it sends a request to the 3GPP network for an on-demand private data communication connection to UE1. UE-A can also indicate what type of data communication it wants (e.g. IP, Ethernet or other). 
The 3GPP network checks whether UE-A and UE1 are in the same private group and are authorised to communicate with each other. 

After positive authorization, the 3GPP network establishes the desired end-to-end private data communication connection and ensures that data transfer is enabled (e.g. configuration of firewalls).
The 3GPP network ensures that no other UEs or network entities can send data packets to UE1 or UE-A via the established private data communication connection.
UE-A then wants to establish private data communication with UE2. For this additional authorization from Farmer X is needed.

UEA sends a request to the 3GPP network for an on-demand private data communication connection to UE2 and indicates what type of data communication it wants (e.g. IP, Ethernet or other).

The 3GPP network checks whether UE-A and UE2 are in the same private group and are authorised to communicate with each other. 

The 3GPP network then sends an authorization request to the UEs that Farmer X has provisioned for authorization (e.g. his phone and his tablet).

Upon receiving the authorization, the 3GPP network establishes the desired end-to-end private data communication connection and ensures that data transfer is enabled (e.g. configuration of firewalls).

After performing remote diagnostics, service engineer Joe terminates the private data communication connections from his laptop to the farm equipment. 
x.1.4
Post-conditions

With the on-demand private data communication connection no longer present, there is no data communication between the UEs. Any data that the farm equipment may generate (e.g. keep alive messages, diagnostics messages, service discovery messages) are no longer sent to Joe’s laptop. This way Joe saves a lot of battery power on his laptop and avoids overloading his mobile data connection. For Farmer X the benefit is that he can keep control of who is accessing his equipment at what time. 
x.1.5
Potential Impacts or Interactions with Existing Services/Features

ProSe communication offers similar communication between two UEs. However, here data communication takes place via the network, potentially over large distance.
Support for interconnection between operators is needed. It should be possible that UE-A has a subscription from a different operator than UE1 or UE2.
Roaming needs to be supported. 
x.1.6
Potential Requirements

The 3GPP System shall support the on-demand establishment of UE to UE private data communication connections.
The 3GPP System shall support on-demand UE to UE private data communication connections with multiple types of data communication. At least IP and Ethernet should be supported.
The 3GPP 5G network shall enable the MNO to pre-authorize on-demand UE to UE private data communication connections through definition of a private group. Only on-demand private data communication requests from other members of the private group are authorized.
The 3GPP 5G network shall enable the MNO to authorize on-demand UE to UE data connection subject to third party authorization.  The on-demand private data communication connection will be established only in case of positive authorization by the third party (e.g, the owner of a UE).

The 3GPP System shall ensure that no other UEs, even in the same private group, can interfere with the  UE to UE private data communication.
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