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Abstract: This use case aims to clarify how data communications with a 3GPP private communication service could work. In this use case, semi-permanent connections are used. This to contrast with another use case where on demand data connections directly between two UEs are used.
---------- Use Case template ----------
x.1
Private data communication service using semi-permanent connections
x.1.1
Description

Farmer X has a large area of land where he grows potatoes. As an innovative farmer, Farmer X has deployed various sensors to continuously measure the condition of his crop. For example, sensors measure the moisture level of the soil and provide this information to an irrigation system. Automatically, movable sprinklers are deployed to provide water in the right areas. Also this sprinkler system uses various sensors (e.g. water pressure) and actuators (e.g. valves). All these sensors and actuators are connected via a 3GPP private data communication service.
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Figure x.1-1: Private data communication with semi-permanent data connections to a private data network
x.1.2
Pre-conditions

Farmer X has subscribed to a private data communication service from MNO-X. His subscription includes a number of private groups.
Farmer X has all its sensors and actuators subscribed to use the 3GPP private data communications service provided by MNO-X.
Farmer X uses different private groups for the different sensors and actuators (e.g. he also has a 3GPP private network group connecting his tractor and various other farm equipment). For security reasons, not all sensors and actuators are allowed to communicate with each other.

Farmer X has configured all the sensors and actuators on which private group(s) they should use.

Through MNO-X, Farmer X has configured the 3GPP private data communications service with the different groups of sensors and actuators that are allowed to communicate with each other.

Through MNO-X, Farmer X has pre-configured what type of data communication is to be used on each private group (e.g. IP, Ethernet, or other). All UEs on the same private group need to use the same type of data communication.
x.1.3
Service Flows

UE1, UE2, and UE3 each establish a UE-to-network data connection to a Data Network representing the private group.
The 3GPP System checks whether these UEs belong to the private group and authorised to set up a communication with the group.

When the connection is established an address assignment procedure takes place to issue addresses for each of the UEs in the private group.
x.1.4
Post-conditions

After the data connections are established, these data connections are maintained semi permanently. The UE1, UE2, and UE3 can use point-to-point addresses when they want to send a data packet to a particular other UE. They can also use multicast/broadcast addresses to send a packet to all other UEs in the group.
Note that UE4 which also belongs to Farmer X, but which is in a different group, is not able to send data to UE1, UE2, and UE3. If UE4 knows an address of UE1, UE2, or UE3, sending a packet to that address via the data connection for its own private group will not work.
x.1.5
Potential Impacts or Interactions with Existing Services/Features

The functionality in this use case could be provided with existing functionality of selecting a corporate APN, or by selecting a specific private DN in 5G. However:
-
Current procedures do not support checking whether the UE is part of the private group (and e.g. do not support disconnecting the UE when it is removed from the private group).

 -
The existing mechanisms behind APNs do not really scale to the extent of multiple private groups per SME, or even consumers. Unsure if the 5G DN concept scales sufficiently.

-
The MNO needs standardised support for managing a large amount of private Data Networks. The intention is not to leave the management of such a Data Network to SMEs or consumers.
Multi-operator support is needed. It should be possible that UE2 has a subscription from a different operator than UE1 and the operator providing / hosting the data network for the 3GPP private communication service.
Roaming needs to be supported. It is acceptable that roaming is based on home routing.
x.1.6
Potential Requirements

The 3GPP System shall support the establishment and control of communication from a UE to its private group. Only UEs that are part of the private network group shall be able to establish or maintain communication to a private group.
The 3GPP network shall enable the MNO  to ensure confidentiality and isolation of communications for the private group. The 3GPP 5G network shall enable the MNO to ensure UEs that belong to a different private group cannot send data to any or all of the UEs in the group.

The 3GPP network shall enable the MNO to support point-to-point addressing as well as multicast addressing between the different UEs in a private group. It is assumed that all UEs in a same private group use the same type of addresses (e.g. IP, Ethernet or other).
The 3GPP network shall enable the MNO to create, manage, and remove private groups including their related functionality (subscription data, routing and addressing functionality).
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