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Abstract: This contribution discuss the meaning of access control 
1. Introduction
In previous meeting, SA1 discussed access control for 5G based on LS from CT1 and RAN2. In the discussion, it was suggested that SA1 look into this issue from the scratch and from wider angle.
2. What needs to be controlled?
First of all, we need to understand what needs to be controllled. Based on EPS architecture, following figure can be considered.
[image: ]
In the figure above, potential areas where excess loading may occur are marked:
· 1: Excessive use of radio resouces.
· 1a: From the UEs for which Access Network has context
· 1Aa) Too much user plane data in UL than what radio resource can support (e.g. UL-SCH)
· 1Ab) Too much user plane data in DL than what radio resource can support (e.g. DL-SCH)
· 1Ac) Excessive RACH attempt (e.g. PRACH)
· 1b: From the UEs from which Access Network has no context
· 1Ba: Excessive RACH attempt
· 2, 3, 4: Link congestion between network nodes, application servers
· a: Excessive processing load at eNB
· a1: Too many UEs than eNB can handle simultaneously
· a2: Memory shortage due to excessive buffering (e.g. RLC/PDCP)
· b: Excessive processing load at MME
· b1: Too many UEs than eNB can handle simultaneously
· b2: Memory shortage due to excessive buffering (e.g. C-plane IoT optimization)
· c: Excessive processing load at GWs
· c1: all GWs are overloaded
· c2: some GWs overloaded and other GWs are not overloaded.
· d: excessive processing load at CSCFs
· e: excessive processing load at application servers or application domain or data network

3. What’s specified in EPS
In EPS, several mechanisms are defined for control of load. 
Below except SA1, partial text is copied for information:
· In SA1:
· Access Control
· CATS
· In SA2:
· Congestion control. 
	
[bookmark: _Toc485034035]4.3.7.4.2	NAS level congestion control
4.3.7.4.2.1	General
NAS level congestion control contains the functions: "APN based congestion control" and "General NAS level Mobility Management control".
The use of the APN based congestion control is for avoiding and handling of EMM and ESM signalling congestion associated with UEs with a particular APN. Both UEs and network shall support the functions to provide APN based EMM and ESM congestion control.
…
[bookmark: _Toc485034109]4.3.24	RAN user plane congestion management function
[bookmark: _Toc485034110]4.3.24.1	General
The user plane congestion management function addresses how the system can effectively mitigate RAN user plane congestion in order to reduce the negative impact on the perceived service quality. The congestion mitigation measures include traffic prioritization, traffic reduction and limitation of traffic, and shall be able to manage user plane traffic across a range of variables including the user's subscription, the type of application, and the type of content. Congestion mitigation can be performed in the RAN or in the CN, or in a combined way both in the RAN and in the CN.



· Overload control
	For example, in TS23.401
[bookmark: _Toc485034031]4.3.7.4	MME control of overload
[bookmark: _Toc485034032]4.3.7.4.1	General
The MME shall contain mechanisms for avoiding and handling overload situations. These can include the use of NAS signalling to reject NAS requests from UEs.
…
[bookmark: _Toc485034072]4.3.17.2	Overview of protection from Potential MTC Related Overload
The number of MTC devices may be several orders of magnitude greater than "traditional" devices. Many (but not all) MTC devices will be relatively stationary and/or generate low volumes of traffic. However, these UEs have the capability to generate normal quantities of signalling. As normal signalling from large numbers of UEs may cause overload independently whether the UE is used for MTC or not, generic functionality for overload and congestion control is required.


· QoS control
	In 23.401
[bookmark: _Toc485034161]4.7.3	Bearer level QoS parameters
The EPS bearer QoS profile includes the parameters QCI, ARP, GBR and MBR, described in this clause. This clause also describes QoS parameters which are applied to an aggregated set of EPS Bearers: APN‑AMBR and UE‑AMBR.
….
NOTE 3:	Video telephony is one use case where it may be beneficial to use EPS bearers with different ARP values for the same UE. In this use case an operator could map voice to one bearer with a higher ARP, and video to another bearer with a lower ARP. In a congestion situation (e.g. cell edge) the eNodeB can then drop the "video bearer" without affecting the "voice bearer". This would improve service continuity.
[bookmark: _Toc485034162]4.7.4	Support for Application / Service Layer Rate Adaptation
The E‑UTRAN/UTRAN and the UE support the RFC 3168 [55] Explicit Congestion Notification (ECN), as described in TS 36.300 [5], TS 25.401 [16] and TS 26.114 [56]. The IP level ECN scheme enables the E‑UTRAN/UTRAN to trigger a rate adaptation scheme at the application / service / transport layer. To make sufficient time available for end-to-end codec rate adaptation the E-UTRAN/UTRAN should attempt to not drop any packets on a bearer for a default grace period of at least 500 ms after it has indicated congestion with ECN on the bearer for packets within the packet delay budget. During this ECN grace period the E-UTRAN/UTRAN should also attempt to meet the QCI characteristics / QoS class associated with the bearer.
NOTE 1:	Note that the receiving end-point should interpret all ECN-CE signals received within one end-to-end round-trip time as one "congestion event" (see IETF RFC 3168 [55] and TS 26.114 [56]).



· In CT1:
· Access control

	In 24.301
[bookmark: _Toc485311474]5.3.10	Access class control
The network can restrict the access for certain groups of UEs by means of barring their access class.
The UE shall evaluate the access control information as specified in 3GPP TS 36.331 [22] for:
-	Access Class Barring; 
-	Access Control for CSFB and Extended Access Barring (EAB); 
-	Access Control for Application specific Congestion control for Data Communication (ACDC), if the UE supports ACDC; and
-	Access Barring.
[bookmark: _Toc485311524]5.5.1.2.4	Attach accepted by the network
During an attach for emergency bearer services, if not restricted by local regulations, the MME shall not check for mobility and access restrictions, regional restrictions, subscription restrictions, or perform CSG access control when processing the ATTACH REQUEST message. The network shall not apply subscribed APN based congestion control during an attach procedure for emergency bearer services.
(…)
[bookmark: _Toc485311592]5.6.1.5	Service request procedure not accepted by the network
If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE including an appropriate EMM cause value.
The MME may be configured to perform MME-based access control for mobile originating CS fallback calls for a certain area A by rejecting related service request with EMM cause #39 "CS service temporarily not available".
(…)
[bookmark: _Toc485311687]6.4.4.6	Local EPS bearer context deactivation without NAS signalling
The UE and the MME deactivate EPS bearer contexts locally without peer-to-peer ESM signalling in the following cases:
1)	during the service request procedure, if the E-UTRAN establishes the user plane radio bearers for one or more EPS bearer contexts but not for all the EPS bearer contexts, e.g. due to radio access control (see subclause 5.6.1.4 for details); 
(…)
[bookmark: _Toc485312249]D.1	Mapping of NAS procedure to RRC establishment cause (S1 mode only)
When EMM requests the establishment of a NAS-signalling connection, or when EMM requests the lower layers to resume a NAS signalling connection, the RRC establishment cause used by the UE shall be selected according to the NAS procedure as specified in table D.1.1. The EMM shall also indicate to the lower layer for the purpose of access control, the call type associated with the RRC establishment cause as specified in table D.1.1. If the UE is configured for EAB (see the "ExtendedAccessBarring" leaf of NAS configuration MO in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]), the EMM shall indicate to the lower layer for the purpose of access control that EAB applies for this request except for the following cases:


· Congestion control
	In 24.301
[bookmark: _Toc485311472]5.3.9	Handling of NAS level mobility management congestion control
The network may detect EMM signalling congestion and perform NAS level mobility management congestion control. NAS level mobility management congestion control consists of general NAS level mobility management congestion control and subscribed APN based congestion control.
(…)
[bookmark: _Toc485311651]6.3.5	Handling of APN based congestion control
The network may detect and start performing the APN based congestion control when one or more APN congestion criteria as specified in 3GPP TS 23.401 [10] are met. The network may store an APN congestion back-off time on a per UE and congested APN basis. If the UE does not provide an APN for a non-emergency PDN connection, then the MME uses the APN which is used in PDN GW selection procedure as congested APN. When APN based congestion control is active, the network may reject session management requests from UEs or disconnect existing PDN connections with ESM cause value #26 "insufficient resources".
(…)
[bookmark: _Toc485312241]A.3	Causes related to PLMN specific network failures and congestion/authentication failures



· In RAN2:
· Access control
· The title of 36.321 is Medium Access Control
	In 36.331
[bookmark: _Toc478015213]5.3.3	RRC connection establishment
[bookmark: _Toc478015214]5.3.3.1	General
(....)
[bookmark: _Toc478015216]5.3.3.2	Initiation
The UE initiates the procedure when upper layers request establishment or resume of an RRC connection while the UE is in RRC_IDLE.
Except for NB-IoT, upon initiation of the procedure, the UE shall:
1>	if SystemInformationBlockType2 includes ac-BarringPerPLMN-List and the ac-BarringPerPLMN-List contains an AC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]):
2>	select the AC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers;



· In RAN3:
· Overload control

	For example, in TS36.413
[bookmark: _Toc486184131]8.7.6	Overload Start
[bookmark: _Toc486184132]8.7.6.1	General
The purpose of the Overload Start procedure is to inform an eNB to reduce the signalling load towards the concerned MME.


· Overload control (interference)

	For example, in TS36.423
[bookmark: _Toc486184484]9.2.17	UL Interference Overload Indication
This IE provides, per PRB, a report on interference overload. The interaction between the indication of UL Interference Overload and UL High Interference is implementation specific.



Following observations can be made:
· Teminologies are not clearly defined and somewhat different among WGs. 
· E.g. overload, congestion, access control. 
· Various levels/layers are involved. 
· E.g. NAS (EMM, ESM) level, AS (RRC, MAC) level, Application level.
· Different domain/nodes can be involved or start. 
· E.g. UE, eNB, MME, P/S-GW, application server, PCRF 
· Granularity of control are different. 
· E.g. blocking all traffic (i.e. stay in idle). Blocking some traffic in connected mode (bearer level , APN level) 
· Different options are available.
· E.g. dropping some bearers, throttling some bearers, releasing connection, blocking of establishment of call/connection, rate adaption,
· Different timing is involved for control.	
· E.g. when registration is performed, when APN is requested, when handover is performed.

However, access control in SA1 TS 22.011 covers only part of above. 
· Access control in TS22.011 is about controlling transition from RRC_Idle to RRC_Conncted
· Exception is the case of SSAC which is also applicable in RRC_Connected mode.
· In access control in TS22.011, information that is commonly applicable to UEs within one area is specified. I.e, dedicated control per UE is not included. All information mentioned in TS22.011 is broadcast via SIB.

4. When a ‘Control’ is needed?

4.1. Arrival of New Data
Let’s take following figure for example where Instant Messaging service is used.
[image: ]
When the UE is not in ‘connected’ mode, the UE cannot transmit new data immediately. At least, the UE should establish RRC/CM connection before it can send any user plane data. So, at  or , a ‘control’ can be performed.
Observation 1:
When user plane data is generated for UE in RRC_Idle, RRC signalling and NAS signalling first needs to be established before any user plane data transfer is performed. 
New signaling connection requires additional resource in network nodes. Thus, a ‘control’ is required whether to allow this new signalling connection request.
Conclusion 1:
When RRC/NAS signalling is triggered in RRC_Idle, a ‘control’ can be performed. 

However, at , because the UE can transmit immediatly new data, no action is required in NAS/RRC. If a control is needed at , it means that the UE should perform ‘control’ always. Then, there is a problem as seen in the following figure.
[image: ]
If ‘control’ is performed for every new packet arrival (e.g. at each ), this will impact user experience when some packets in the middle fail to pass access check. Then, voice call quality will be low or FTP type application wil be heavily impacted. 
Conclusion 2:
For a new user plane data in the middle of active session, ‘control’ should not be performed. 

4.1.1 Arrival of New Data in Connected mode
According to the latest SA2 specification for NGS, section 5.6.8 of TS23.501, following is specified.
	For the UE in the CM-IDLE state in 3GPP access, either UE or network-triggered Service Request procedure may support independent activation of UP connection of existing PDU session. For the UE in the CM-IDLE state in non-3GPP access, UE-triggered Service Request procedure allows the re-activation of UP connection of existing PDU sessions, but the re-activation only applies for all non-3GPP associated PDU sessions.
An UE in the CM-CONNECTED state invokes a Service Request (see TS 23.502 [3] clause 4.2.3.3) procedure to request the independent activation of the UP connection of existing PDU sessions.



This is one of big difference between EPS and NGS. In EPS, when a UE moves to connected mode, all EPS bearers are automatically activated. However, for NGS, the activation of each PDU session is independently controlled. Thus, even if a UE is in connected mode, there are some PDU session for which immediate data transfer is not possible and new data arrival for that session requires NAS signalling between UE and AMF.
Observation 2:
Even in connected mode, new data arrival for a session which has not yet been activated, NAS signalling is required before any data for that session can be transmitted.
Activation of session requires additional resource in network nodes. Thus, a ‘control’ is required whether to allow this request for activation of PDU session
Conclusion 3:
For additional PDU session activation during connected mode, a ‘control’ can be performed. 

4.1.2 Arrival of New Data in RRC Inactive
RRC Inactive is very tricky because the one-to-one match between RRC Connection and NAS connection is broken.
	
	CM Idle
	CM Connected

	RRC Idle
	Allowed
	

	RRC Inactive
	
	Allowed

	RRC Connected
	
	Allowed



From CN point of view, ‘CM Connected’ means that new data packet for an active session can be delivered immediately. 

4.1.2.1 Arrival of New Data for a active PDU session in RRC Inactive
For a PDU session which is active, the CN node already has assiged resources. As discussed above, new data for an active session should be delivered without any restriction. If there is no capacity for that session in the network, the network should either release the PDU session or should throttle data rate for that PDU session. 
If this is prevented by Access node without CN knowing, this mismatch will impact QoS like the case of connected mode.
Conclusion 4:
For a new data for an active PDU session, ‘control’ should not be performed in RRC Inactive mode.

4.1.2.2 Arrival of New Data for a inactive PDU session in RRC Inactive
For a PDU session which is inactive, the CN node has not assiged resources for that. Thus, if there is not enough resource, the network should be able to control whether to allow activation request for this PDU session. Similarly, request of new PDU session establishement also should be controlled. 
Observation 3:
For a new data for an inactive PDU session or request for establishment of new PDU session, a NAS signalling is required between UE and CN, for a UE in RRC Inactive mode.
Conclusion 5:
For a new data for an inactive PDU session or request for establishment of new PDU session, a ‘control’ can be performed in RRC Inactive mode.

4.1.2.3 Any other signalling in RRC Inactive
Sometimes, a UE needs to initiated signalling procedure which is not related any new data. For example, when TA or RPA (RAN Paging Area) changes, when periodic TA timer expires or when deactivation of PDU session is initiated, a UE needs to perform signalling procedure toward network as long as no backoff mechanism is running. If this signaling is blocked, the connection between the UE and network become unreliable. For this UE, there is a live context in RAN and CN and this is different from RRC Idle UE. Thus, in case backoff is not running, preventing signalling procedure should be avoided. 
Conclusion 6:
Any other signalling except than new session activation should not be blocked.


4.2. Triggered NAS signalling
When there is no new user plane data, NAS procedure can trigger the transition from Idle mode to Connected mode. For example, ATTACH procedure, Tracking Area Update procedure can trigger a UE to move Connected mode. If AMF is heavily loaded, there should be a mean to control the amount of new request to the AMF.
New signaling connection requires additional resource in network nodes. Thus, a ‘control’ is required whether to allow this new signalling connection request.
Conclusion 6:
When NAS signalling is triggered in RRC_Idle, a ‘control’ can be performed. 
For a UE already in CN Connected mode, NAS signalling is already established. As discussed in section 4.1, for the UE in CN Connected mode, whether to allow additional activation of a PDU session can be controlled. For other signalling, there should be no restriction. When AMF is becoming loaded, AMF can release some NAS connection of low priority to free up some resources. 

5. What ‘Control’ is used?
In previous section, when ‘control’ can be applied is discussed, without mentiong ‘what’ is the ‘control’. There are many ways to perform ‘control’:
· To control RACH parameter. 
RACH is used in MAC (Medium Access Control). Regardless of how much attempt is made in RRC/NAS, RACH is one of important tool to control uplink transmission.
· To perform Scheduling.
Scheduling is used also in MAC. Based on all available information, xNB decides whether to allocate resource to a specific UE or not, how much resource to allocate or not.
Also, how much resources will be allocated for RACH can also be performed in the scope of scheduling.
· Release of connection
When a node is under heavy load, the node can release some connection of low priority. I.e., release of RRC connection or release of NAS connection can be triggered at any time
Also, network node can trigger release of a active PDU session at any time. ARP or priority can be used in network side.
· Reject of activation/establishment
When some network domain or function is congested, the network node can send reject message. For example, activation of a PDU session can be rejected, establishment of NAS connection can be rejected, establishment of RRC Connection can be rejected.
· Throttling
When network resource is limited, GW can perform rate control for a certain bearer/session. This leads to reduced data rate.
· Preventing ‘attempt’
Any attempt to establishment of connection is blocked or throttled. This is what is described as ‘access control’ in previous system.
Items in the above list is not mutually exclusive. Following table shows what can be applied to perform control for each scenario in previous section 4.
	
	RACH control
	Scheduling
	Prevention
	Reject
	Throttling
	Release

	New data in RRC Idle mode
	Applicable
	
	Applicable
	Applicable
	Always applicable to any UE/session/bearer

	New signalling (not data related) in RRC Idle mode
	Applicable
	
	Applicable
	Applicable
	

	New Data for activated session in CN Connected mode
	Applicable
	Applicable
	
	
	

	Signalling (not related new data) in RRC Inactive mode
	Applicable
	
	
	Applicable
	

	Additional PDU session activation in CN connected mode
	Applicable
	Applicable
	Applicable
	Applicable
	

	Other signalling in CN connected mode
	Applicable
	Applicable
	
	Applicable
	



Preventing an attempt from the UE to network can be applied in following scenario:
· When a UE moves from RRC Idle to RRC Connected mode.
· When a UE requests an activation of a PDU session or establishment of new PDU session 
Access control mechanism specifed up to now was actually the mechansim that prevent an attempt from the UE.
Conclusion 7:
Preventing an attempt from the UE to network, i.e. Access control, can be considered in following scenario:
· When a UE moves from RRC Idle to RRC Connected mode.
· When a UE requests an activation of a PDU session or establishment of new PDU session 

However, to perform access control in relation to PDU session activation/establishment, the UE has to have knowledge of related slice information. Considering that 32 bit is used for NSSAI, it is too much for signalling. Also, if different operators use different NSSAI and if NSSAI information needs protection, this is not suitable. Also, once the UE is in Connected mode, it can be assumed that the additional signalling resource is minimal. Thus, it is better not to perform any access control in Connected mode.
Conclusion 8:
Access control is a mechanism which is used to prevent an attempt for a UE to move from RRC_Idle to RRC_Connected. 

In avobe table, many different mechanisms for control is listed. Then, next question is whether SA1 specification should also stated requirements for this. On the one hand, SA1 can pursue to write requirements for these. On the other hand, SA1 can avoid this by clearly writing the scope of access control in SA1 specification and by only specifying the requirement in that scope. 

Conclusion 9:
SA1 specification clearly state the scope of access control and the related requirements. For other mechanisms for load control outside of that scope, the requirements can be left to downstream groups to define.

With conclusion 8, it can be questioned how to treat Voice call. The reason why SSAC is used also in RRC Connected mode in previous was that core network does not know whether their is any access for IMS domain. 
As explained earlier, in EPS, service request procedure automatically activated all PDU connections. And, for MMTEL, the INVITE message, which initiates a voice call, is transpored to IMS domain using user-plane bearer. Thus, MME does not have any information whether any voice call is initiated or not. Because voice call is characterized by ‘GBR (guaranteed rate bearer)’, EPS bearer for voice data transport may not be establised in a cell where the signallig SIP message can be transported. Also, voice is one of important service, voice domain or IMS domain needs to be protected any SIP messages when there is already a congestion. 
However, with 5GS where each PDU session is individually activated, a UE first needs to perform service request procedure toward core network. If there is already congestion in voice domain or IMS domain, the MME just needs to reject the activation request for a PDU session for voice domain. 
Observation 4:
With NG core where activation status of each PDU service can be separate controlled, voice domain can be protected without mechanism like SSAC in connected mode. 

6. Other Aspects
Additionally following needs be considered.
6.1. How to treat when more than two PDD sessions are activated simultaneously?
Current service request procedure defined by SA2 allows to include multiple PDU session IDs into a service request message. In typical operation, each PDU session can be each Network slic. If network slice is considered in access control check, then it is confusing whether the UE has to perform access control check for each network slice. Then, this leads to more difficult question on what if the result of access control check is different for each network slice. To avoid unnecessary complexity, network slice information should not be used.
Conclusion 10:
Network slicing is not consided in Access control check. 

6.2. How to treat classic bypassing problem?
Bypassing is a classic problem. Let’s take DSAC as an example. When a PS packet is generated, the UE performs access check for that PS packet. When system blocks access toward PS domain, the access check will fail. However, a smart user or a smart device may initiated a CS call and the attempt for the CS call moves the UE into RRC Connected mode if there is no access barring for CS domain. Once the UE is in RRC connected, the UE re-tries the PS packet and this will be delivered to the network. Similar things can happen even with PS services because bypassing is also possible with other mechanisms such as ACDC.
As per conclusion 8, it is preferred not to do any further access control once the UE is in connected mode. Actually, there will be other mechanism that can prevent the problem. Thus, it is proposed that anything further to prevent bypassing is not considered.
Conclusion 11:
No specific requirement will be defined to prevent bypassing (e.g. to trigger other traffic/signalling when first access attempt is blocked) 

6.3. Which system/RATs for unified access control?
Additional set of access control parameter over E-UTRA is not beneficial because E-UTRA needs to also support legacy UEs. Also, modifying UE NAS layer connected to EPC to handle new access control mechanism seems not benefical.
Conclusion 12:
Unified access control is applied to NR+NGC. 

7. What can be considered as inputs for ‘Access Control’?
In EPS, following was considered as inputs for Access Control:
· Type of UE: AC 0-9, AC 11-15, Delay tolerant UE
· Purpose: MO data, MO signalling 
· Application: Emergency Call (AC 10), Application ID, MMTEL
Similar level of parameters can be considered as input to access control.
8. Proposal
It is proposed to agree on following CR text proposal to 22.278 for unified access control.


START of TEXT PROPOSAL



[bookmark: _Toc445886712]6.X	Access control
6.X.M	General
The 5G system will support diverse types of UEs and applications while trying to meet QoS requirements of the applications. Thought the capacity of 5G system will be superior to previous systems, the 5G system may occasionally not be able to handle entire traffic demand. To prevent system failure due to excessive connectivity request while system resource is not sufficient or to efficiently use limited system resources, 5G system provides various tools. Example are access control, random access procedure control, radio resource scheduling, rate adaptation, rejection or release of sessions and so on.
Among these tools, access control is a mechanism which is used to control an access. Access is an activity which is used to move a UE from RRC_Idle mode to RRC_Connected mode. By preventing some UEs’ access to make a connection toward network while allowing access from other UEs, 3GPP system can manage system resource effectively and can avoid failure of the system. Or by allowing more opportunity for some access than for other access, 3GPP system control how system resource is distributed among different types of services. 
6.X.O	Requirements
6.X.O.K	General
Access control shall be able to provide differentiated access opportunities for different accesses based on UE type, purpose (e.g. MO signalling, MO data), applications (e.g. application ID, emergency, MMTEL).
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