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Start of Change 1

5.X.6
Mobile Control Panels with Safety Functions
5.X.6.1
Description

Control panels are crucial devices for the interaction between people and production machinery as well as for the interaction with moving devices. These panels are mainly used for configuring, monitoring, debugging, controlling and maintaining machines, robots, cranes or complete production lines. In addition to that, (safety) control panels are typically equipped with an emergency stop button and an enabling device, which an operator can use in case of a safety event in order to avoid damage to humans or machinery. When the emergency stop button is pushed, the controlled equipment immediately has to come to a safe stationary position. Likewise, if a machine, robot, etc. is operated in the so-called special ‘enabling device mode’, the operator has to manually keep the enabling device switch in a special stationary position. If the operator pushes this switch too much or releases it, the controlled equipment immediately has to come to a safe stationary position as well. This way, it can be ensured that the hand(s) of the operator are on the panel (and not under a moulding press, for example) and that the operator does―for instance―not suffer from any electric shock or the like. A common use case for this ‘enabling device mode’ is the installation, testing or maintenance of a machine, during which other safety mechanisms (such as a safety fence) have to be deactivated.

Due to the criticality of these safety functions, safety control panels currently have mostly a wire-bound connection to the equipment they control. In consequence, there tend to be many such panels for the many machines and production units that typically can be found in a factory. With an ultra-reliable low-latency wireless link, it would be possible to connect such mobile control panels with safety functions wirelessly. This would lead to a higher usability and would allow for the flexible and easy re-use of panels for controlling different machines. 

One way to realize the safety functions is to make use of a special safety protocol in conjunction with the “black channel” principle [x1]. These safety protocols can ensure a certain safety level as specified in [x2] with no or only minor requirements on the communication channel between the mobile control panel and the controlled equipment. To this end, a strictly cyclic data communication service is required between both ends. If the connectivity is interrupted, an emergency stop is triggered, even if no real safety event has occurred. That means the mobile control panel and the safety controller (e.g., a safety programmable logic controller (PLC)) it is attached to cyclically exchange messages and the machine stops if either the connection is lost or if the exchanged messages explicitly indicate that a safety event has been triggered (e.g., that the emergency stop button has been pushed). Thus, guaranteeing the required safety level is not difficult, but achieving at the same time a high availability of the controlled equipment/production machinery is. To that end, an ultra-reliable ultra-low-latency link is required.

The cycle times for the safety traffic always depend on the process/machinery/equipment whose safety has to be ensured. For a fast-moving robot, for example, the cycle times are lower than for a slowly moving linear actuator. 

5.X.6.2
Preconditions

The mobile control panel with safety functions is connected to a safety PLC of the machine/equipment it is supposed to control. The mobile control panel is in a predefined geographical position related to the controlled device (defined area, free field of view). A cyclic data communication service matching the cycle time requirements of the used safety protocol has successfully been set up. The emergency stop button is not pushed. The panel is not operated in enabling device mode, i.e., the operator does not have to keep the enabling device switch in a dedicated stationary position for proper operation of the controlled equipment.

5.X.6.3
Service flows

A typical service flow may look as follows:

1. The mobile control panel and safety PLC periodically exchange safety messages in intervals of Tcycle with a payload size of 40–250 bytes, indicating absence of any safety event. The value of the cycle time Tcycle depends on the controlled equipment and some examples can be found in the requirements given below.
2. In parallel, a non-cyclic bi-directional data communication service with a data rate of at least 5 Mb/s in each direction is set up between the mobile control panel and the safety PLC for facilitating human interaction with the machine for configuring, monitoring, maintaining, etc. the machine. 

3. Various bursts of acyclic data traffic are exchanged between the mobile control panel and the safety PLC in parallel to the cyclic data communication service for the safety traffic.

4. The operator pushes the emergency stop button on the control panel, triggering the transmission of corresponding safety messages to the safety PLC.

5. The controlled machine stops within a pre-defined time.

An alternative service flow covering the case of a broken link (which should be avoided) may look as follows:

1. The mobile control panel and safety PLC periodically exchange safety messages in intervals of Tcycle with a payload size of 40–250 bytes, indicating absence of any safety event. The value of the cycle time Tcycle depends on the controlled equipment and some examples can be found in the requirements given below.
2. In parallel, a non-cyclic bi-directional data communication service with a data rate of at least 5 Mb/s in each direction is set up between the mobile control panel and the safety PLC for facilitating human interaction with the machine for configuring, monitoring, maintaining, etc. the machine. 

3. Various bursts of acyclic messages are exchanged between the mobile control panel and the safety PLC in parallel to the enduring cyclic data communication service for the safety traffic.

4. The cyclic data communication service between the mobile control panel and the safety PLC is interrupted or disturbed (in the sense that the cycle times requirement cannot be met anymore, for example), triggering a timeout at the safety PLC.

5. The controlled machine stops within a pre-defined time.

All messages exchanged have to be properly secured (especially data integrity and authenticity) and the probability of two consecutive packet errors shall be negligible. This is because a single packet error may be tolerable, but two consecutive packet errors may lead to a false safety alarm and thus may lead to a lengthy production downtime.
5.X.6.4
Post-conditions

Machines can be controlled in a safe way while meeting the requirements. The controlled machine has stopped within a pre-defined time after the emergency button has been pushed or the communication link was disturbed. Nobody got hurt.  

5.X.6.5
Challenges to the 5G system
Special challenges to the 5G system associated with this use case include the following aspects:

(1) High requirements on end-to-end latency and jitter along with very high requirements on communication service availability.
(2) Simultaneous transmission of non-critical (bi-directional) data and highly-critical safety traffic with high requirements in terms of latency and communication service availability to the same device.

(3) The need for seamless mobility support [see item (1)].

5.X.6.6
Potential requirements

	Reference Number
	Requirement text
	Application / Transport
	Comments

	Factories of the Future 6.1
	The 5G system shall support a bidirectional, cyclic data communication service characterised by at least the following parameters (e.g., for assembly robots or milling machines):

· Cycle time of Tcycle = 4-8 ms 

· Jitter < 50% of cycle time

· Data packet size 40–250 bytes

· Typical work space: 10 m x 10 m 

· Parallel active safety services: max. 4 in a workspace
	T
	

	Factories of the Future 6.2
	The 5G system shall support a non-cyclic bi-directional data communication service in parallel to the cyclic data transmission service with at least the following parameters:

· Data rate > 5 Mb/s

· Average end-to-end latency < 30 ms

· Jitter < 50% of latency
	T
	

	Factories of the Future 6.3
	The 5G system shall support seamless handovers between two base stations without any observable impact on the (safety) application.
	T
	

	Factories of the Future 6.4
	The 5G system shall support a cyclic data communication service charaterised by at least the following parameters (e.g., for mobile cranes, mobile concrete pumps, fixed portal cranes, etc.):

· Cycle time of  Tcycle = 12 ms 

· Jitter < 50% of cycle time

· Data packet size 40 – 250 bytes

· Typical work space: 40 m x 60 m

· Max. workspace:  200 m x 300 m

· Parallel active safety services:  2 in a workspace
	T
	

	Factories of the Future 6.5
	The 5G system shall support an indoor localization service with at least the following parameters:

· Accuracy better than 1 m

· Heading < 30 degrees
	T
	

	Factories of the Future 6.6
	The 5G system shall support a communication service availability exceeding at least 99,9999%, ideally even 99,999999%.
	T
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

PLC

Programmable Logic Controller
End of Change 2
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