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Abstract: this doccument discusses the way forward on how to handle the issue on UE defintion based on the agreed action point AP 75/1 at the SA#75 meeting.
SA: AP 75/1
UE definition was agreed in the last SA1 meeting and was further approved in the last SA meeting with an action point AP 75/1:
AP 75/1:
TSG SA requests SA WG1 to complete UE requirements in TS 22.261 on secure platform aspects. SA WG1 is requested to coordinate with SA WG3 according to the normal process.

SA3: interim agreement on “Security within NG-UE”
SA3, in the last meeting, has made the following interim agreements related to “security within NG-UE” on “Key issue #5.1: Secure storage and processing of credentials and identities”:

What are the requirements that shall apply to secure the storage and processing of credentials used for authenticating UE and 5G network?

[S3-170882]- Requirements in clause 5.5.3.1.3 are the agreed requirements for storage and processing of subscription credentials in the normative work for Phase 1

What solution shall be used for storage and processing of credentials used for authenticating UE and 5G network?
[S3-170883]- The solutions for credentials storage and processing shall be the UICC and the new SSP under discussion in ETSI SCP (with the caveats that the SSP is defined within the Rel 15 timeframe and if it complies with the requirements in 5.5.3.1.3).

NOTE: If the SSP is not available in Rel 15 then the related part of the interim agreement has to be revisited.

NOTE: Additional solutions can be considered in the normative phase if they comply to the requirements in clause 5.5.3.1.3

NOTE: 3GPP CT6 is in charge of specifying the NextGen USIM and additional requirements to the tamper resistance secure hardware component 

The requirements in clause 5.5.3.1.3 of TR 33.899 are as follow:
-     The subscription credential(s) shall be integrity protected within the NG-UE using a tamper resistant secure hardware component.

-     The long-term key(s) of the subscription credential(s) (e.g., K in EPS AKA) shall be confidentiality protected within the NG-UE using a tamper resistant secure hardware component.
-     The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-     The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-     It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.
Note that there is no interim agreement on other two key issues (i.e., Key issue #5.2 “Secure storage and processing of equipment identifier and credentials” and Key issue #5.3 “NG UE supporting different use cases”) in related to “security within NG-UE”.
SA1: Rationale behind the UE definition in TS22.261
The UE definition in TS 22.261 provides a generic definition for User Equipment in order to cover the diversity of 5G UEs (e.g., smartphones, sensors, UAVs) with wireline or wireless connections and using 3GPP and/or non-3GPP technologies). It also separates the UE definition from “UICC”, which is different from the current definition in TR 21.905:


User Equipment (UE): Allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups. 

In the context of Fixed Broadband Access to IMS, TISPAN defines the term UE in ETSI TR180 000.
Pre-5G: UICC vs. USIM in SA1
Pre-5G identification requirements are captured in TS 22.101. In particular, regarding subscriber identification: 
In 3GPP the identity of a subscriber is encoded in an identity module application which is contained on a UICC or on a GSM SIM card. The UICC or GSM SIM card is a removable component of the User Equipment. Three types of identity modules are used in the 3GPP system:

-
Universal Subscriber Identity Module (USIM)

-
IMS Subscriber Identity Module (ISIM)

-
Subscriber Identity Module (SIM) according to GSM
Moreover, it is clearly stated in the same TS:
The USIM shall reside on a UICC. USIM specific information shall be protected against unauthorised access or alteration.

In addition, the EPS security requirements captured in TS 22.278 includes the following:

Release 99 or later Releases' USIM application on the UICC is required to authenticate a user in an Evolved Packet System and hence allowing the user to get services in the Evolved Packet System according to her/his subscription.

SA2 TS 23.002: where you can find the pre-5G UE definition
User Equipment (UE) is specified in clause 4.4 of SA2 TS 23.002: 

The User Equipment allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups.

Conclusions and proposals
Taking into account the facts listed above, it is proposed that: 

1. 5G UE definition should be kept in SA1 for the time being. It is premature to replace the one in TR 21.905.

2.  To coordinate with SA WG3 regarding UE requirements in TS 22.261 on secure platform aspects. 
3. 5G requirements related to secure storage and processing of credentials and identities should be aligned with the corresponding SA3 agreements, e.g.
· The subscription credential(s) shall be integrity protected within the NG-UE using a tamper resistant secure hardware component.

-     The long-term key(s) of the subscription credential(s) (e.g., K in EPS AKA) shall be confidentiality protected within the NG-UE using a tamper resistant secure hardware component.
-     The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-     The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.
4. To agree on the following requirement for Rel-15 and liaison with SA3 about the agreement:

The subscription credential(s) shall be stored within a UE.

The subscription credential(s) shall be stored in a tamper resistant secure hardware component.


