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Abstract: This document provides an analysis of the needs for 5G access control and proposes requirements to support this approach.
Introduction
SA1 has discussed the need for a new approach to access control to replace the current patchwork of access control methods in EPS, e.g., in S1-170216. The intent has been to reduce complexity while providing a unified solution that meets the initial 5G needs and make it extensible to meet the anticipated needs going forward. So far the proposals have been generic, with ambitious goals, but have not provided concrete examples how the access control would work, and how it compares to access control in EPS.
For many new and enhanced services, it has been assumed sufficient for TS 22.261 to contain simple service requirements, with the assumption that the details of those services will be worked out by stage 2 and 3 groups. For many services this is a valid assumption but not for access control whose details, not only overall requirements, have been specified by SA1, in TS 22.011. SA1 should maintain its ownership for access control also in 5G, and spend a little more time with access control to create a complete and consistent set of requirements, before allowing other groups to work on it. SA1 has set an internal target to complete TS 22.261 in 03/2017, whereas the stage 1 deadline for Rel-15 is in 06/2017. For any stage 1 work on 5G, it would be good to complete it in 03/2017, to give sufficient time to other groups develop stage 2 and 3, often from scratch. It is difficult to meet the 03/2017 and maybe even the 06/2017 deadline for 5G access control.
Solution
The ambitious target to develop a ubiquitous and extensible 5G access control solution, suggesting a categorisation of access attempts as the solution, is appealing, but more should be said, either in TS 22.261 or TS 22.011 about how it works. Other groups cannot start their work if they do not know how SA1 intends to group the UEs, subscriptions, services, and applications into those categories. The granularity of the categorisation must be known, to understand how many combinations the access control must be able to control. Some of the categories may not even be available on a single layer in the UE or the network, making it important to define them in SA1 early enough, to understand the interactions.
As said earlier, access control in EPS resembles a patchwork, but it is a global standard, works both in HPLMN and VPLMN, and operators are familiar with it. Therefore, one possible way forward to develop  5G access control could be to take the access control in EPS as the basis, and to see how it could be replicated in a category-based solution, and at the same time simplify it. This would also validate the proposed solution.
The actual method for controlling access attempts should be considered. Most access control mechanisms in EPS use a random number and then rely on a timer, if the access attempt is denied. This could be the working assumption for access control in 5G: it is a known method and it works well. The choice of the method must be done early because it has a big impact on the flexibility of the overall access control solution.
Emergency calls and public safety users should be treated differently from other traffic and users. Emergency calls might even be considered outside any categorisation, or a special category of its own.
5G system supports network slices. Therefore, access control should work in a sliced network consistently. The same applies to shared networks.
The categories of access control should be standardised to allow a predictable operation in different operators' networks, especially when roaming.
Proposal

Consider further work on access control in 5G with the following qualities
· Be compatible with access control in EPS, but simpler

· Allow special treatment for special services and users (e.g., emergency call and public safety)

· Work in different environments and deployments (e.g., network slices, shared network, and roaming)

· Have a defined method (e.g., barring probability and timer broadcast to UEs)

· Be extensible

The starting point could be to consider how EPS access control could be simplified. If we can duplicate well-known and understood service requirements, there is hope. If we cannot, there is none.
