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Introduction
SA1#76bis agreed on the following baseline definitons of UE and IoT device in S1-170336: 

User Equipment (UE): Allows a user access to 5G network services via the wireless or wireline interface. A User Equipment contains a secure platform (e.g., UICC, eUICC) for at least storage of subscriber credentials and identities.

IoT device: An IoT device is a UE that only uses IoT capabilities provided by the 5G network. An IoT device typically has limited MMI capabilities, and is not intended for human type communications.
Discussion and proposal
The purpose of a dedicated definition for IoT Devices is obviously to restrict certain features to this special type of UEs. The current version of TS 22.261 V1.1.0 specifies subscription aspects (changing the association of a subscription, on-demand connectivity, remote provisioning) in clause 6.14 and authentication requirements (alternative authentication methods) in clause 8.3 that are applicable to IoT Devices only. Possibly more features for IoT Devices only will be identified in the future.

So identifying a UE as an IoT Device is security relevant in the sense that certain functionalities which operators are very careful with due to a potentially increased risk of fraud will be available to those UEs. Therefore the question how to do that is very important.

The baseline definition in S1-170336 implies several options:

Option 1: IoT Device is defined by the (feature) capabilities it uses: Apart from the problem, that IoT capabilities are not defined, except for the subscription aspects and authentication requirements, this is a circular definition. It would mean that by using an IoT capability the UE becomes an IoT Device which authorises it to use the IoT capability. 

Option 2: IoT Device is defined by the hardware capabilities: The use cases are very diverse and it is very unlikely that a common hardware profile can be defined. Furthermore hardware capabilities may change as e.g. a modem (MT) without MMI could be connected to a TE which provides the MMI. 
Option 3: IoT Device is defined by the intended use: Fraud often is based on using equipment in an unintended way.
Conclusion: Identifying a UE as an IoT Device based on feature or hardware capabilities as well as intended use cannot fulfil the security requirements of an operator. A different solution needs to be found. 

As agreed at SA1#76bis and described above an IoT Device is a UE, with a UE containing a secure platform for at least subscriber credentials and identities. So we can assume that there is some kind of subscription identifier (e.g. IMSI), and there will also be some hardware identifier (e.g. IMEI). So the categorization as IoT Device could be based on one of these identifiers:
Option A: IoT Device is defined by subscription (e.g. IMSI): In certain cases physical UICCs might still be used in IoT Devices, so there could be the case where a subscription associated with the IoT Device category is moved from one device to another, which might be intended for human use. So some fraud risk still remains.
Option B: IoT Device is defined based on the hardware identifier (e.g. IMEI): As the use cases for IoT as well as for human use are very diverse one and the same device might be used for different purposes. As such a categorization based on the hardware identifier does not seem to be feasible.

Option C: IoT Device is defined by a combination of the subscription and hardware identifier (e.g. IMSI plus IMEI): This provides the highest level of security and with the use of wildcards or ranges the operator can still efficiently manage which UEs are IoT Devices without administrating every single combination.
It is proposed to include the following definition of IoT Device according to option C above in TS 22.261. I should be further discussed with other working groups if such a definition is helpful in the context of their specifications before bringing this to TR 21.905. 
IoT Device: Is a type of UE that is identified as IoT Device by the operator by means of the combination of a subscription identifier (e.g. IMSI) and a hardware identifier (e.g. IMEI). As opposed to UEs of not this type an IoT Device can make use of certain features that are restricted to IoT Devices only.
