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1. Overall Description:

SA3 would like to thank SA1 for the information on FS_PARLOS and related questions provided in S1-163436. This LS provides answers to the questions from SA1.
SA1 question 1: are there existing 3GPP security mechanisms provided to mitigate DDOS attacks by unauthenticated UEs that can access emergency services (where mandated) and can they be applied to this access to restricted local operator services as well?

Answer:  The only 3GPP mechanism available to protect the network from DDOS attacks by unauthenticated UE's for emergency calls is Access Control Class restriction (ACCOLC).  This applies to all emergency calls regardless of whether they are authenticated or not.  The ACCOLC class used for emergency calls should not be used for restricted operator service access as there is no distinction of types of call and therefore would require changes to the emergency service procedures with legacy issues.  
SA1 question 2: Are there any different security considerations for access to RLOS via IMS voice versus access to RLOS via a web portal?  If so, what would they be?

Answer:  SA3 needs a feasibility study considering operator policy and regional regulation, before answering this question.
SA1 question 3: are there additional security aspects that SA1 should address beyond what is covered in the considerations on security in the attached draft TR and SID?

Answer: SA3 needs a feasibility study considering operator policy and regional regulation, before answering this question.
2. Actions:

To SA1 group.

ACTION: 
SA3 asks SA1 to take this information into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#87
15-19 May 2017
Ljubljana, Slovenia

SA3#88
07-11  Aug 2017
China
