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Abstract: This document discusses the open issue related to the remotely provision of a device, and proposes a pCR to TS22.261.
Discussion 
As one of the identified open issues, the following potential requirement identified during the feasibility study requires further discussion:

The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.

The requirement on remote provision of a device was captured in the MIoT TR 22.861 based on the new service scenarios for vertical industries (e.g. health, home, energy). It is found beneficial to enable the remote provisioning of the IoT devices in such use cases that share the following common characteristics:

- IoT devices that are expected to be simple sensor kind of devices, likely without user interfaces;

- Such devices have not been pre-provisioned with 3GPP credentials;

- Remote provisioning takes place at the first access attempt (to a 3GPP network) of such device. During the procedure, a certain form of credentials is required to uniquely identify and verify the security of the device.

However, the common characteristics of the applicable IoT devices for remote provision are not clearly reflected in the requirement in question.

Observation: the requirement on remotely provision of a device does not fully reflect the applied use cases.

Conclusions and proposals 
There have been many discussions on whether or not to capture the requirement on remote provision of a device. It may be beneficial to enable remote provision of a device in some cases to avoid the need for special provisioning subscriptions. Therefore we propose the following revision of the requirement in order to fully reflect the suitable use cases:

The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure device used for IoT purposes.
 
Proposal: SA1 kindly agree on the proposed pCR to TS22.261 below.


*************************************************************1st change***********************************************************
[bookmark: _Toc468111968]6.14.2	Requirements
A device which is able to access the 5G network in direct 3GPP connection mode using a 3GPP RAT shall have a 3GPP subscription.
The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the device) within the same operator and in between different operators in an automated or manual way.
The 5G system shall be able to support identification of subscriptions independently of identification of devices. Both identities shall be secure.
An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g., for device management purposes or to use indirect 3GPP connection mode).
Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity. This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
Editor’s Note: The terms “IoT device” and “device” need to be defined. 
The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure device used for IoT purposes.

*********************************************************End of 1st  change******************************************************

