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Abstract: : This discussion paper gives a gap analysis on spoofed call detection in handling of an incoming session which originated from untrusted network, and proposes to specify the requirement of spoofed call detection in IMS.
Introduction
Spoofed call has become a very common means of telecommunication fraud, which not only has a negative effect on the reputation of telecom operators, greatly reducing users’ trust in the operator's networks and services, but also may cause heavy losses to the called user. Although operators have made a lot of effort to fix the problem of spoofed call in CS telephony service, with the migration of CS call to VoLTE, this problem reproduces due to lack of standardize solution for spoofed call detection in IMS telephony service. 
As specified in 3GPP TS 22.228 [1], “it shall be possible for the network operator to guarantee the authenticity of a Public User Identity presented for an incoming session to a user where the communication is wholly across trusted networks. ”
For IMS communication wholly across trusted networks, there are related research and proposed solution for spoofed call prevention and detection
· The IETF STIR Working Group [2] has studied the user authentication problem in SIP protocol and specified a mechanism based on the SIP header to verify that the originator of a SIP session is authorized to use the claimed source telephone number, where the session is established with SIP end to end. The SIP header field was proposed to extend to transmit encrypted user identity information, and credential was used to protect user identity information based on a digital signature mechanism, thereby helping to detecting spoofed calls within the IMS.

· 3GPP TR 33.832 [3] has also done some research on the issue of IMS spoofed call prevention and detection, by evaluating the IETF STIR active drafts for use in 3GPP networks for spoofed call detection and making recommendations on what aspects of IETF STIR active drafts should be incorporated into 3GPP IMS security specifications. 
However, according to current statistics, the vast majority of spoofed calls are originated from untrusted network through leased voice line / Primary Rate Interface (PRI) / PBX or VoIP gateway. In such case, the solution of spoofed call prevention and detection is to be studied and defined in 3GPP. First of all, we need to specify requirements of spoofed call detection in 3GPP TS 22.228 [1] . 
Proposal
In order to improve the security and user trust levels of 3GPP network, when handling incoming session originated from untrusted network, the terminating IMS shall be able to detect spoofed call. 

It is proposed to make a CR to 3GPP TS 22.228, adding a requirement of spoofed call detection in handling of an incoming session which originated from untrusted network. 
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