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Abstract: This document aims to present the need for multi roaming architecture. It is based on the architecture developed in R13 and R14 by SA6 for critical communications. The critical communications community would like to take benefit from the architecture that will be developed in 5G for other markets.

1.	Description of the need
1.1	General description
1.1.1 Multilevel security/confidentiality
There are multiple needs for confidentiality for different organizations. In a given organization, data transmitted can also have different security requirements depending on a situation. For instance, in case of a distress call when life is at stake the most important is that the call arrives at the control room. When highly confidential information has to be transmitted, an organization may not want to use untrusted networks or may want to use additional special encryption mechanisms.
1.1.1 Services, coverage and resiliency
Critical communications especially those concerning public safety have strong need for:
· special communication services such as group communication
· a coverage as large as possible: a Public Safety officer should have a service as soon as an MNO network is available, he could also have the ability to use private networks such as WiFi.
· a better resiliency than the one currently provided by commercial operators
Special communication services are standardized in 3GPP in SA6. Concerning the coverage two solutions are currently used by different organizations: either enlarging the coverage of one operator or having the ability to communicate over any MNO network.
Concerning resiliency, in the same way a possibility of hardening a network with batteries redundancy is investigated. But this solution can be also challenged by the ability to use networks from different MNOs in the same country.
1.1.2 Being autonomous in case of crisis
Public Safety organizations ask for dedicated frequencies and/or dedicated networks in order to be able to communicate when the commercial networks are overloaded and in case of crisis when the operator is not there..
In order to ensure that critical communications users can communicate in case of overloaded networks, it can be decided to give them a higher priority than normal users.
In addition, Public safety/Critical communications organizations need to be independent in case of crisis. That is to say, when the operators do not provide the service (no coverage or network not working), they need to be able to use their own network either ad-hoc network or permanently deployed network. 
Some of these needs have been already taken into account in R13/14 in SA6, SA2 and other groups but more may be done in the future. But there is still more work to be done.
 Tactical autonomous network can also be used to improve resiliency.
1.2 What is already done (R13/14 architecture principles)
There is a need to maintain and may be extend SA6 R13-14 architecture principles.
•	Ability to use several different IMSIs in order not to be followed: when using commercial operator, critical communications organizations need to ensure their users are impossible to trace. An MCXXX server therefore will be able to manage pools of IMSI in UEs and control the change of the IMSI used. If IMSIs are from different operators, it can be a way to control the operator used.
•	Access to several operators to have the best coverage: the MVNO solution for data is already deployed for some police forces in Europe. Users really appreciate the coverage improvement. Users in other countries also asks for such a functionality.
1.3 New functions to be added is 5G
1.3.1	Network slicing, frequency sharing and tactical networks
Dedicated network and coverage (ad-hoc or fixed): when a crisis happens, critical communications users need to be independent from any MNO or manufacturer who may simply not be able to provide relevant service. Therefore, in some European countries, Public Safety/Critical communications asks so strongly for dedicated frequencies. If the mobile industry proposes Critical communications/Public Safety to use their own infrastructure with “shared” or leased frequencies to be independent from any manufacturer or service provider, many governments/organizations will have look at it. Cost efficiency, service deployment efficiency could in some countries be really improved. Frequencies can be shared through for instance.
A solution for critical communications/Public Safety would require enhancements to have the ability to share or lease spectrum in order to allow Critical Communications users to be independent from manufacturers and service providers in case of crisis.
[bookmark: _GoBack]1.3.2	Additional security requirements for multi-roaming
1.3.2.1	Confidentiality versus availability
The current systems and the crucial question of resiliency during failure have lead to the following description of the need.
1)	Choosing a network to communicate
A critical communication association will need to control the access of UEs on different networks. Some networks will be trustable some other not. Depending on the type of data that is transmitted a network can be trusted or not. For instance, when life is at stake, it is important that the call succeeds, so any network will be considered as trustable (even a personal WiFi). On the contrary if the data transmitted is highly confidential, some transport networks will not be allowed.
A first decision will be made by the UE to select a network (manually or controlled by the application). The control room will need to be able to override the first selection and ask the terminal for a more trustable network. Once a UE has accessed the MCXXX server, depending on the operational situation, the MCXXX/third party can ask the UE to find another more secured network.
The MCXXX architectures defines the ability to control the IMSI used amongst several a UE can have. This can be used as a mean to control the transport network used by the UE.
2)	 Increasing HSS function resiliency
Increased resiliency especially for key functions such as HSS: critical communications users are really sensitive to resiliency. Failures which happened in the past on commercial networks are responsible for the reluctance of critical communications users to adopt commercial networks. more distributed key functions (such as HSS) are seen as a key issue in architecture works.
With a centralized control of credentials, the risk of general failure could be increased.
Therefore, there is a need to access any available transport network with decentralized control. A UE should therefore be able to access any MNO network to communicate without a central checking.
1.3.2.2	Credentials control
A critical communication organization will need to have a strong control of credentials for application access but also for transport even if it is done by a MNO. Some organizations will ask to have all control over any credentials (transport and MCXXX/third party) that can be used by the UE. Some organizations may trust operators to manage credentials but will want to authorize over the air updates through a secured mechanism.
2.	First solutions
We propose in this document to study the resiliency of the HSS function. Some other key functions will also have to be designed with an improved resiliency (e.g. DHCP, DNS) 
2.1	Introduction
In this paragraph, we propose 2 solutions, one with a secure element containing credentials from different operators and the other based on roaming.

2.2	First solution: multi-operator secure element
To achieve this, we propose that a dedicated network which can be very small controls the credentials that are stored in the secure element of the UE such as presented in the following figure 


A third party (here the critical communications organization) who wants to control networks through which it is accessed will need to own a dedicated HSS and a trusted network. It can also use the one from a MNO.
This « owner HSS » will be in control of the over the air update of the secure element to ensure that 
1)	only trustable networks can be used,
2)	no unwanted or unauthorized over the air update is done
Provisioning over WiFi may be authorized or forbidden depending for example on the type of security provided by WiFi (e.g. WPA).

This solution could require new requirements to be added in the SMARTER TS such as:
A UE or a device shall be able to store in its secure element credentials to access:
-	One or more networks from different operators
-	One or more third party applications
A UE secure element shall have an « owner HSS » or « owner network ».
The « owner network » shall be able to fully control the over the air provisioning with credentials provided by other operators.
The « owner network » shall control over the air procedure if it is done by a third party.

2.3	Second solution: roaming
The second solution is presented in the following figure:


 
In this solution, the third party owns HSS and dedicated network. The third-party organization has to manage mobile telephony databases. For many organizations, it will be very complicated. In addition, most organizations will not be able to provide to good resiliency of the Owner HSS which will remain a single point of failure.
2.4	Network selection
Depending on the data transmitted (emergency, confidentiality) a network can be acceptable or not. The application in the terminal should be able to control the initially selected of the transport network. The user can have an influence on it through the user interface.
2.4	Conclusion
Any new solution can be a mix of the two proposed solutions with also other improvements.
The first solution of a multi-operator secure element is a disruptive solution that needs to be studied, while the second solution will not provide enough resiliencies for many third-party organizations.
The ability to share spectrum ensuring critical communications users' independence in case of crisis should be studied in the scope of these architectures.
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